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ABSTRACT:  This document provides a possible implementation of TETRA services over LTE, illustrating the architectural split between the TETRA application and the underlying LTE transport network.
This LS is approved by both TC TETRA WG4 and TC TETRA at TETRA#40
 1  Scope

This document is presenting an overview of a possible implementation of TETRA over LTE to highlight the functional split between the TETRA application and the signalling and media transport over legacy narrowband channels and over LTE using unicast IP or broadcast transport. The requirements on LTE deriving from this presentation are listed in Annex and referenced in the main description at the place where they appear to be required.
 2  Introduction

TETRA is a worldwide PMR standard standardised by ETSI. This standard offers a very wide range of telecommunication services and supplementary services for professional use, including PTT communications, group communications (both unconfirmed and confirmed), instant messaging between individuals and within groups (SDS) and also offers seamless mobility for all TETRA services within the TETRA network.

As the TETRA infrastructure is widely deployed, including for public safety use, in low population density areas, the use of TETRA over LTE will be considered both as a data communication enhancement and as an evolution of narrowband network in high density areas when critical voice communications will be available over LTE. It is unlikely that a nationwide coverage will be achieved in a short term, and even in the long term it may prove economically attractive in scarcely populated area to keep a narrowband coverage instead of a LTE coverage.

The need for this fully transparent mode of operation of the services makes it attractive to keep the management of groups, TETRA type addresses and communications managed in a single application and to use LTE as the transport mean for signalling and media to serve TETRA application in or via a 4G LTE terminal..

Based on this functional split, TETRA over LTE is providing seamless interworking of the PTT service between TETRA over LTE and TETRAover existing TETRA radio access. 

TETRA over LTE should support multiple PLMNs as public safety operators or other professional users may elect to own and operate their own network (RAN and/or EPC) and/or may conclude service agreements with commercial operators to benefit from additional coverage and/or additional capacity when required.

The basic use case is to be able to join TETRA services from a LTE terminal. This requires the implementation of a TETRA application client SW in a 4G LTE terminal with a functional user interface (outside of the scope of standardisation). 

The basic use case need, hence, is to be able to connect from LTE 4G terminal via LTE access (EPS) to a TETRA service access point, register and authenticate to the TETRA service and use the TETRA services from TETRA application (SwMI) via the established IP connection. The basic TETRA voice services are PTT 1:1 calls, PTT group calls, 1:1 and group status and SDS and duplex calls, all featured with versatile priority, emergence as well as service management functions. TETRA defines specific voice codecs, optimised for loudspeaker use in noisy environment. TETRA high security requires TETRA specific authentication to the TETRA service with dynamic keys as well as end-to-end encryption of TETRA application voice and signalling traffic. TETRA security is implemented integrated in TETRA terminal or by a Smartcards, which can include both authentication keys as well as e2ee keys. TETRA security can thus be transparently implemented in the application layer without additional EPS support.

 In a non-overloaded LTE cell the capacity and QoS requirements of above described TETRA application are fulfilled for the TETRA services. This is supported by current 3GPP standards. 

The classical PMR use case of having hundreds of first responder personnel in a small area, all using one or several voice group communications, an evident overload of the capacity may arise, esp. in the downstream direction, esp. in case of using unicast, where separate voice streams are delivered to each first responder.  TETRA application needs guaranteed QoS (with pre-emptive mechanism) as well as a multicasting mechanism in LTE to fulfil this requirement. Additional requirements are thus listed in Annex.

The full mix of legacy TETRA and LTE  networks drives need for  a dual mode device, including a legacy TETRA modem and a LTE modem (LTE UE hereafter) to ensure service continuity. This dual mode device is used as a TETRA modem for communication with the legacy  TETRA switching infrastructure and as a LTE modem for communication with the EPS infrastructure through an IP-based transport for both signalling and media. This configuration allows use of the single TETRA application (subscription) under the coverage of an EPS and under the coverage of the legacy TETRA system. It allows users to implement migration of the application between the two radio networks.

Although most of the technical presentation will focus on TETRA standard evolution using LTE as an IP transport, it is obvious that most (or all) requirements also apply to any other system implementing group communications and sharing the same fundamental architectural assumptions, for example TETRAPOL in Europe.

Note: Boxed paragraphs are understood to be in relation with current and/or potential implementation of said requirements. They are provided for guidance only.
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 3.2  Abbreviations (TETRA)
ISI

Inter-System Interface

ITSI

Individual TETRA Subscriber Identity

MS

Mobile Station

SwMI

TETRA Switching and Management Infrastructure

TETRA
Trans-European Trunked RAdio
 4  Architecture Overview

 4.1  System architecture

The figure 1 below presents a simplified view of the various interfaces involved in the implementation of the TETRA PMR services, including group communications.
It is to be noted that the Core infrastructure, i.e. the SwMI (Switching and Management Infrastructure) is considered as a whole, as TETRA standard specifies, neither specific core architecture, nor any related internal interfaces.
It contains the TETRA application subscription data, group management data and mobile station security data and performs inter alia mobility management, including registration and group attach/detach and call management for voice (individual and group), short messages and packet data. More details may be found in documents [1] [2].



General architecture

Two set of interfaces are represented:
· Unicast transport and control interface for communication with a designated UE included in a dual mode TETRA/TETRA over LTE MS. This interface contains two components, namely a bidirectional transport interface (which carries TETRA C‑plane signalling and U‑plane media) and a bidirectional control interface to setup, modify and release data bearer services. The termination of this transport service is in the TETRA application layer above the LTE UE contained in the dual mode MS.
· Broadcast and control transport interface is similar, but for communication with UEs in a designated area.
	Implementation Hints (to help understanding):

The Control interface of the unicast interface could be considered as similar to Rx interface (TS 29. 213, TS 29.214) between an Application Function and a PCRF while the corresponding transport interface may be an IP interface routed through a PDN-GW of an APN whose addressing realm contains the access points of the TETRA SwMI and able to be controlled by the above mentioned PCRF.

Additionally, the Control interface of the broadcast interface may be considered as similar to the Mz interface ( TS 23.246 and TS 29.061) while the transport interface may be similar to SG-imb interface with the caveat that SYNC encapsulation remains to be performed in the EPS.


 4.2  Protocol stack

The protocol stack of the mobile is illustrated in figure 2 below, in the case of dual mode terminals. Right leg only is present in the LTE UE mode.
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Structure of MS protocol stack 

The communication entities (MM for mobility management, CMCE for voice communications supplementary services and short messaging and SNDCP for packet data communications) are built above a convergence layer (traditionally called MLE in TETRA) which is basically dealing with cell selection, network attachment, mobility and restoration of connections. This convergence layer uses the services of TETRA lower layer (LLC, MAC and PHY) when camping on a TETRA cell or when preparing mobility to a TETRA cell (scanning) and uses the services of a LTE UE when camping on a LTE cell or when preparing mobility to a LTE cell.
The SwMI counter-part of this stack in the infrastructure side is traditionally not standardised. However, it may be anticipated that it will have a structure which is symmetric from the one outlined on figure 2, i.e. having a MLE layer interfacing with the TETRA lower layer for those mobiles camping on legacy TETRA cells while having a similar interface layer interfacing the EPS with the two set of interfaces described here above.
Note: Mobility between LTE cells when attached to the EPS is fully managed by the LTE UE without any influence of the MLE layer.
 5  TETRA over LTE implementation principles
 5.1  Introduction

As could be inferred from preceding section, the function of the LTE infrastructure is to provide for TETRA services transport services equivalent to the TETRA layer 2 services, carried in IP packets over LTE bearers. Thus, all services and addressing for TETRA over LTE are common with those of legacy TETRA. This allows a completely transparent behaviour of the MS when moving from one network to another and avoids for LTE the burden of managing externally defined identifiers or to deal with reachability issues for a mobile camping in a non 3GPP network.
However, the LTE modem contained in the dual mode TETRA MS shall be a fully valid UE (including SIM), shall have the right to get service from the EPS it will be camping on, when the case arise.
 5.2  TETRA/3GPP selection
Cell selection is based on scanning and application driven selection of the attachment network [R1]. When an appropriate LTE PLMN is discovered by the LTE UE inside the dual mode MS, at power up or when cell reselection is initiated, the LTE UE shall attach [R2], go into a connected mode, activate a PDN with an APN appropriate for access to the TETRA SwMI access points, get a corresponding IP address and have a default bearer established which allows signalling connection to the TETRA SwMI access points with corresponding QoS. The actual discovery of the access points is done through normal DNS search.
 5.3  Application registration

Before having access to the TETRA services when camping on a LTE cell, the MS, which has attached as a LTE UE as previously indicated, shall register as a TETRA SwMI client to the TETRA SwMI (Server side). This is performed by sending an application registration message (TETRA U-LOCATION UPDATE DEMAND) to the SwMI using the access point information obtained through the DNS operation described in above section. This registration procedure may also lead to the establishment of security associations between the TETRA application UE and the TETRA SwMI. In all case, it enables the TETRA SwMI to make an association between the IP source address of the packet containing the registration information and the TETRA MS application address (ITSI) in the payload of the said packet. Based on this association, the TETRA SwMI is able to route any further unicast signalling packet to a given registered MS.
In case of change of the IP address of a mobile, it is thus mandatory for the MS to proceed with a new application registration.

 5.4  Mobility
Different cases of mobility are to be considered. The TETRA to TETRA case is already managed by the TETRA standard; only the cases involving a LTE cell have to be considered.
Note: To help understanding, it is to be highlighted that in TETRA, the mobility, i.e. measurement decisions and reselection / handover decisions, is managed by the MS stack based on broadcast information. This is significantly different from the mobility philosophy used in most cellular systems.

 5.4.1  TETRA to LTE mobility

Before any TETRA to LTE mobility, a scanning shall be performed by the LTE UE in order to detect any available LTE cell and to assess the quality of connection that may be achieved before making a decision for a cell reselection. The application may thus trigger such scan by the LTE modem [R1], based on neighbouring cell information broadcast by TETRA on its control channel.
Therefore, the LTE UE shall be able to report received field strength or equivalent measurement to TETRA application in order to allow the application to decide about the relevance of this external mobility (assuming that the TETRA lower layer are doing the same for the TETRA cells). Additional information such as the corresponding PLMN IDs are also required [R1].
After having determined that mobility is suitable and desirable, the application may trigger the UE to perform a transition to the connected state, performs a new DNS search if required, connects to the SwMI entry point and re-registers when required.
Any ongoing call and/or data transmission requiring a dedicated bearer service is restored (see below)[R3].
The implementation choice (make-before-break or not) are not in the scope of the standard, and thus no performance requirement for EPS is stated.

 5.4.2  LTE to TETRA mobility

For the same reasons as above, the LTE UE shall provide to the application all measurement information necessary to determine if mobility from the current LTE cell to a neighbouring TETRA cell is desirable [R4].
To perform the scanning of the potential neighbouring TETRA cell, the application shall have the knowledge of the frequencies and characteristics of these TETRA neighbouring cells. Therefore, the LTE modem shall be able to receive through LTE air interface and to forward to the application information elements about TETRA neighbouring cells. The corresponding information elements are those which are broadcast over the TETRA control channel to advertise about neighbouring cells characteristics [R4].

Note: It is not meant here that these information elements are actually broadcast as LTE RRC System Information messages. Alternative methods may be foreseen.

When mobility has been determined to be desirable, the MS application performs a forward registration using a signalling exchange using the signalling link towards the SwMI access point through the still active LTE bearer. The signalling exchange may also include authentication refresh and/or determination of a new encryption key. The final acknowledgement of this exchange contains inter alia TETRA low layer information which allows the mobile to tune/configure the TETRA lower layer to the appropriate channel. UE may ultimately detach and release all bearers [R2].
Note: As a make before break mechanism is used, this does not imply any specific timing requirement for the EPS.

 5.4.3  Mobility triggered actions under LTE
General mobility between LTE cells is transparently managed by the EPS and is not visible to the mobile application.
However, after moves in the EPS, the MS may have left an area defined in the application space. The first type of area defined in the application space is the TETRA location area. When moving from one registration area to a new one, the MS application shall update location toward TETRA SwMI. As one TETRA location area may overlay one or more LTE cells., there is a need to have over LTE an area specific broadcast in which this location area information is carried. Therefore, the location area information shall be available by some means over the LTE air interface [I1] [R4].

When the LTE modem is moving out of a broadcast transport area (MBSFN area for example), it shall try to restore the corresponding broadcast bearers, if they are available in the neighbouring area [P2]. Otherwise, the LTE modem shall notify the MS application [R5] [P3] about the loss of the broadcast bearer(s), to allow the TETRA application to ask for restoration under SwMI control, if appropriate.

Note: This mobility based counting avoid the congestion due to Rel. 10 counting procedures for large population of IDLE listening only mobiles.
 5.5  Management of link failure
Although restoration of all bearers is performed by the EPS whenever possible, a link failure, i.e. a loss of some or all bearer services may happen, either for radio propagation reasons or because the EPS decides to release some bearers and/or not to restore them after a handover for priority/congestion reasons.
If only some bearer services are released but if the default bearer connected to the TETRA SwMI access point remains active, the mobile may signal the loss to the SwMI by sending signalling to request restoration over the default bearer service, if the LTE UE is able to send a spontaneous event corresponding to a bearer release to the application. The signalling may also be provided by the LTE system by a spontaneous message over the Control interface of the unicast interface [R6]. TETRA SwMI may proceed with tentative bearer restoration with different QoS/priority parameters if appropriate [R3].
However, when the loss includes the default bearer, the only information path is this later spontaneous event over the Control plane of the unicast interface [R6].
The same requirements apply when the LTE modem is receiving data transmitted over broadcast bearer services [R7] [R5].
 5.6  Individual voice call setup and media management

When the mobile is camping on a LTE cell, the setup of an individual call is done by a signalling exchange between the MS and the SwMI over the default bearer which shall provide the appropriate QoS. The result of setup is leading to the allocation of a dedicated bearer service which provides the quality of service for voice under the control of the SwMI [R3] [P1]. The LTE modem shall be able to notify the application about events like the release and activation of bearer services and to provide the characteristics (QoS) of such bearers [R8].

When mobility to a TETRA cell occurs, the SwMI may request from the EPS the release of any dedicated bearer which has been setup for a call [R3].
The messages used for floor control (also called PTT management) are exchanged between the TETRA application over the LTE modem and the TETRA SwMI access point and they may be carried either by the default bearer or by dedicated bearer used for voice transport when allocated.
 5.7  Group voice call setup and media management

The setup of a group call uses the same type of signalling than the setup of an individual call.The uplink voice (from the talking party) is carried from the LTE UE to the SwMI access point in the same way as the voice for an individual call, i.e. using a dedicated bearer service proving the appropriate QoS for voice transport.
The management of the downlink voice shall permit the implementation of the voice scanning feature, i.e. the simultaneous listening of several voice calls by the same MS under control of the application (not to be confused with cell scanning). Thus, depending on the number of MS under the coverage of a given eNB or set of eNBs, the downlink transport may be implemented through multiple unicast flows or by use of broadcast transport carrying several or all calls over a given area. Therefore, the SwMI will use the control interface for the broadcast transport to setup a broadcast bearer over some area [R9]. Should the broadcast bearer be released, the SwMI shall be notified through the Control interface [R7]. The SwMI prepares the payload to be broadcast and provides it to the transport interface [R10]. The LTE modem instructed by the application connects to the broadcast bearer and provides to the TETRA application the broadcast data.[R5].
Due to the potentially very large number of low mobility MS in case of large incident or event and the fact that only listening UEs may be idle, it is not expected that the LTE system maintains a list of interested UEs through counting procedure. The number of terminals in a given area is maintained by the TETRA SwMI through mobility procedures. See section above for mobility procedures are corresponding requirements.
 5.8  Additional services

Several additional features are available in TETRA and may be relevant for group communications:
Late entry. A MS which is not under coverage or is engaged in another call shall be notified that a relevant group communication is on going in order to be able to join after communication has been set-up.

End-to-end encryption. Voice calls may be end-to-end encrypted and crypto synchronisation may be transported end-to-end to ensure synchronisation of the encryption/decryption streams betwenn the source and recipients of the voice media. Proper ordering shall be maintained end-to-end over the different transport segments and bearers. Loss of data shall be detectable.[R11]
Talking party identity. The TETRA application layer identity of the talking party shall be carried end-to-end to allow recipients to identify the talking party.

Include call. Parties to an individual call may decide at any time during the call to include other parties in the call, i.e. to change the type of call from individual to group.

Dynamic group number allocation. TETRA MSs may from time to time receive notification that they have been assigned to a new group. 
Area restriction. The area where a group is active may be limited to a designated area and group members shall not be allowed to set-up or participate to this group communication when they are located outside the corresponding designated area.

It is not expected that the implementation of these features and supplementary services is leading to additional requirements not already mentioned.
Energy economy and dual watch. Depending on operational requirements, the user may negotiate with the SwMI an activity (reception) pattern which allows it either to enter in to lower consumption mode or to be part of a direct mode communication while continuing being able to be paged by the SwMI to receive an incoming call.

Therefore, either the MS or the SwMI shall be able to instruct the LTE infrastructure to use for such MS a lower activity pattern and to have it being informed of it.[R12].

 6  Performance and dimensioning

 6.1  Dimensioning

Number of units (MS) and number of groups as defined by addressing space may be up to 2^24. Practical values may be limited to 500 000 over a single SwMI.
A single MS may be part of [TBD] group and the maximum number of groups which may simultaneously active is equal to [TBD].

At a given time, the maximum number of units in a given cell (or broadcast area) is equal to 2500.
 6.2  Setup time

The registration time, call setup time, interruption in case of mobility when receiving a group communication shall be less or equal to Tetra and meet Schengen requirements (300 ms for group call setup)[P1] [P2].
 6.3  Latency

A key element of the group communication is the overall end-to-end latency. In many cases, professional terminals are belt carried when the user is only listening and to deal with a potentially (very) noisy environment, acoustic power is significantly higher than for non professional uses. Thus, when the speaker is an officer in close vicinity (often the case for fire fighters), the listener receives both direct voice and voice after transit through the network.
The propagation mouth to ear delay shall therefore be less or equal to the current TETRA performance and should meet Schengen requirements (150 ms).[P4].
Annex - Summary of requirements
 1  Requirements for LTE UE
[R1]. The application shall be able to request the LTE UE to perform a scan of available LTE cells based on specific parameters such as PLMN ID and/or specific frequency and/or frequency band. At least, a list of field strength and cell ID parameters, including PLMN ID shall be reported to the application.

Current status: Partly supported by manual mode in 23.122 and accessible through +COPS command in 27.007

[R2]. The application shall be able to request from the LTE UE in a dual mode MS to detach from its current connection.

Current status: Fully supported and accessible through +CGATT command in 27.007

[R4] The LTE UE shall able to get broadcast data (mobility and/or geography related information) and shall make it available to the MS TETRA application.

Current status: Depending on actual implementation choice. No requirement if not managed by through RRC SIBs 

[R5] Under control of the application, the LTE UE shall be able to start reception of a broadcast transport service with a given identifier (for example TMGI) and transmission of the received packet (or report of failed reception) to the application layer. Reception shall be maintained in case of transition to idle mode and in case of mobility inside or between broadcast areas (for example MBSFNs). In case of release or loss of reception of the broadcast bearer, the LTE UE shall notify the application through a spontaneous event of such release or such loss event.
Current status: New requirement linked to broadcast transport proposed use

[R8]. When a bearer is setup, modified or release, the LTE UE shall be provide a spontaneous event to the application indicating the corresponding change. Interrogation by the application of the status of the LTE UE may provide further detailed information, for example on the QoS parameters.
Current status: Fully supported and accessible through the +CGEREP command in 27.007
[R12]: LTE UE shall be able to request configuration of the DRX.

Current status: Party supported. TRACKING AREA UPDATE REQUEST message has DRX parameters optional field, but triggering is not accessible through AT commands in 27.007

 2  Functional requirements for EPS unicast interface

[R3]. The TETRA SwMI through the Control interface of the unicast interface shall be able to setup a dedicated bearer service between the transport access point of the TETRA SwMI and a designated LTE UE in the dual mode TETRA MS with a given quality of service. It shall similarly be able to modify this QoS (including priority) or to release the corresponding bearer services. Report or acknowledgement of action is to be provided.
Current status: Fully supported by the control of the unicast provided by Rx interface

[R6]. The TETRA SwMI through the Control interface of the unicast interface shall be notified in case of release and/or unintended modification of bearer services provided to a designated LTE UE.

Current status: Fully supported by the control of the unicast provided by Rx interface (Specific–Action AVP)
 3  Functional requirements for EPS broadcast interface

[R7] When a broadcast service which has been previously established is modified by decision of the LTE system (loss of connectivity in the network, pre-emption of resources, ..), the LTE system shall provide over the C-plane of broadcast interface a spontaneous message indicating the unintended modification of the broadcast bearer service.

Current status: New requirement

[R9] The TETRA SwMI through the C-plane of the broadcast interface shall be able to setup, release and modify a broadcast service for a given flow identifier (for example TMGI) over a given area. The QoS shall be appropriate for the transport of voice with the right latency performances.
Current status: New requirement

[R10] The U-plane of the broadcast interface shall allow the transmission of a packet or set of packet corresponding to a synchronous transmission over a given area in order to maintain end-to-end synchronisation of multiple calls.

Current status: Partly supported. Performance of M1 interface to be assessed

 4  Other functional requirements for EPS infrastructure

[R4]. TETRA Application layer information shall be made available to all LTE UE in dual mode TETRA MS, whatever their communication status. Some of the information shall also be made available in case of single mode mobiles (LTE only with TETRA application).
Current status: Depending on actual implementation choice. No requirement if not managed by through RRC SIBs 

[R11] The architecture for group communication shall enable the use of delivery of E2E encrypted services (group- and individually-addressed voice and messaging) to terminals connected to LTE and legacy terminals connected to legacy narrowband TETRA networks.

 5  Performance requirements

[P1] Time to perform setup, modify or release of unicast or broadcast bearers and time to notify modification or loss over the EPS Control interfaces: TBD.
[P2] Time to resume reception of a broadcast bearer when moving from a broadcast area to a new broadcast area: TBD
[P3] Time for the LTE modem to notify the application through spontaneous events in case of various events: setup, release, loss of bearers, mobility related events: TBD
[P4] Latency for media from transport interface point (unicast and broadcast) to UE: TBD

 6  Implementation requirements

[I1]. The TETRA infrastructure shall have (through O&M ?) knowledge of the mapping between TETRA administrative area (which may be user jurisdictions or TETRA location areas for example) and LTE geographical information such as cell coverage and broadcast area coverage.
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