List of comments on 3GPP TS 33.203
Clause 7.1:

Quote:

The P‑CSCF associates two ports, called port_ps and port_pc, with each pair of security assocations established in an authenticated registration. … 

      UDP case: the P‑CSCF receives requests and responses protected with ESP from any UE on the port port_ps (the"protected server port"). The P‑CSCF sends requests and responses protected with ESP to a UE on the port port_pc (the "protected client port").”
…

The UE associates two ports, called port_us and port_uc, with each pair of security assocations established in an authenticated registration. …

      UDP case: the UE receives requests and responses protected with ESP on the port port_us (the"protected server port"). The UE sends requests and responses protected with ESP on the port port_uc (the "protected client port").”

Comment:
We assume that the protected REGISTER is sent from port-uc to port-ps and that the 200 OK response is sent from port-pc to port-us. Is this correct?

Clause 6.2 paragraph 2:

Quote:

As a result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P CSCF all shared by TCP and UDP, shall be established in the P CSCF and later in the UE. One SA pair is for traffic between a client port at the UE and a server port at the P CSCF and the other SA is for traffic between a client port at the P CSCF and a server port at the UE.

Comment:
Why is the document referring to two _pairs_ of security associations. Does this mean 2 or 4 security associations in total?

Clause 7.1, clause 7.2:

Quote:

The SPI is allocated locally for inbound SAs. The triple (SPI, destination IP address, security protocol) uniquely identifies an SA at the IP layer. The UE shall select the SPIs uniquely, and different from any SPIs that might be used in any existing SAs (i.e. inbound and outbound SAs). The SPIs selected by the P CSCF shall be different than the SPIs sent by the UE, cf. clause 7.2. In an authenticated registration, the UE and the P CSCF each select two SPIs, not yet associated with existing inbound SAs, for the new inbound security associations at the UE and the P CSCF respectively.

…

SPI_U is the symbolic name of a pair of SPI values (cf. clause 7.1) (spi_uc, spi_us) that the UE selects. spi_uc is the SPI of the inbound SA at UE’s the protected client port, and spi_us is the SPI of the inbound SA at the UE’s protected server port.”

…

SPI_P is the symbolic name of the pair of SPI values (cf. clause 7.1) (spi_pc, spi_ps) that the P CSCF selects. spi_pc is the SPI of the inbound SA at the P CSCF’s protected client port, and spi_ps is the SPI of the inbound SA at the P CSCF’s protected server port.

Comment:
Why in both cases is an “inbound SA” associated with a port for sending? (see marking)

Figure 9 

Comment:

This figure shows an example of message exchange where two SAs are used.

Which of the 4 SPIs identify SA1 and which identify SA2? This should be clarified in the figure.

Clause 7.4.1a:

… The UE then sends its response (SM7) to the P CSCF, which shall be protected with the new outbound SA. …

… The UE receives an authentication successful message (SM12) from the P CSCF. It shall be protected with the new inbound SA. …

… For further SIP messages sent from UE, the new outbound SAs are used ...

Comment:

Which SA is used when?

Are there any rules, e.g. 

-
requests from the UE use SA1 and requests from the P-CSCF use SA2

-
messages sent via UDP use SA1 and messages sent via TCP use SA2?

Which SPI identifies the outbound SA?

Is an outbound SA of the UE identified by the inbound SA’s SPI of the P CSCF?

An example message flow with registration and session establishment (incoming and outgoing call) including port numbers, SA numbers, and SPI identifiers in use for each message would clearly help to better understand the whole procedure in this document.
