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Introduction

The attached documents originated form TCCE WG6  from pCRs suggesting revisions to the draft TR 33.833 on ProSe security, Agenda item 7.13, : ProSe/rel12   :

1. S3-140046 Addition of session keys to key Issue 3.4

2. S3-140047: Clarification of Key Issue 3.1. 

3. S3-140048 Scalability of  solution 3.4. 

These pCRs are to be presented by Christophe Calvez (EADS) on behalf of TC TCCE.
Action

ETSI TC TETRA requests that 3GPP SA3 consider the attached CRs as contributions to 3GPP SA3 WG3 meeting#74.
Best regards

Brian Murgatroyd

Chairman 

ETSI TC TCCE
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3GPP TSG SA WG3 (Security) Meeting #74
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20 – 24 January 2014, Taipei, Taiwan
revision of S3-stxyzw
Source:
ETSI TC TCCE

Title:
ProSe: Addition of session keys to Key Issue 3.4

Document for:
Approval

Agenda Item:
7.13

Work Item / Release:
ProSe / Rel-12

Abstract of the contribution: This contribution adds requirements about session keys to Key Issue 3.4 on key distribution.

1.
Introduction

When establishing ProSe one-to-many communications in group owner mode it is necessary for the group owner to generate a session key and distribute it to the group members.  In decentralised mode the group members will already have a common pre-shared key but it is still desirable to use session keys to secure the communications in order to limit the exposure of the pre-shared key.  The group member initiating the communication will need to generate and distribute the session key in this case.  However, the security threats and requirements are the same as those for the network-supported distribution of shared keys.  

2.



Proposal

We propose adding session keys to the existing Key Issue 3.4 on key distribution.
>>>Start of Changes<<<<

5.3.4

Key Issue #3.4: key distribution for group communications

5.3.4.1
Key issue details

Several scenarios of SA2 TR 23.703 [4] require the presence of a security mechanism to generate and distribute keys that could be shared by different members of a ProSe Group. These shared keys could be used for one-to-many communication when the ProSe-enabled UEs are in or out of network coverage. It is possible to have a network-supported key distribution for group communications. 
When establishing ProSe one-to-many communications in group owner mode it is necessary for the group owner to generate a session key and distribute it to the group members, In decentralised mode the group members will already have a common pre-shared key but it is still desirable to use session keys to secure the communications in order to limit the exposure of the pre-shared key.  The group member initiating the communication will need to generate and distribute the session key in this case.
5.3.4.2
Security threats 

There are several threats related to key distribution for group communications:

In case that an attacker could eavesdrop a key to be shared between ProSe-enabled UEs then the attacker would be able to eavesdrop and/or modify all the communications protected with this shared key.  

In case that an attacker could modify or spoof a key to be shared between ProSe-enabled UEs then we could have the following impacts:

· The different ProSe-enabled UEs of a ProSe Group may not share the same key and they could no longer communicate with each other. This attack could be considered a Denial of Service attack.

· The different ProSe-enabled UEs may share a key chosen by the attacker. The attacker could take care to choose a weaker key. Then, the attacker could eavesdrop and/or modify all the communications protected with the chosen key.

It is also possible for an attacker to perform replay attacks.

In case that a key would be distributed to an unauthorized ProSe-enabled UE, this unauthorized ProSe-enabled UE could participate in all the communications within the ProSe group. The unauthorized member would know all the sensitive information exchanged between the members of the ProSe Group. He could also provide false information to the other members of the ProSe Group, which could have serious impacts. 
If a ProSe group member does not receive the shared key or session key then they will not be able to communicate with the other group members.  This can happen when:
· The UE is out of network coverage during an update of the shared key.

· The UE attempts to join a group communication already in progress.
5.3.4.3
Security requirements

The shared keys and session keys shall be protected in integrity and confidentiality during their distribution.

Editor’s Note: The type of key to be protected is FFS. 

Only authorized ProSe-enabled UEs shall receive the shared keys.
It should be possible to authenticate the network entity distributing the shared keys or the group member distributing the session keys,
It should be possible for the UE to store shared keys for past and future cryptoperiods.

The mechanism for distributing session keys should support late entry to group communications.
>>>End of Changes<<<<
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Abstract of the contribution: This contribution modifies Key Issue 3.1 to make it clear that mutual authentication only applies to ProSe one-to-many communications in group owner mode.

1
Introduction

The latest version of TR  23.703 contains an evaluation of the solutions for ProSe one-to-many communications in decentralised mode and makes some conclusions that the standardised solution will need to follow.  In particular, the evaluation includes the following assumption:

· Members of a group share a secret from which a group security key may be derived to encrypt all user data for that group.  Only group members will be able to decrypt the user data as only they will possess the group secret.

Similarly, one of the conclusions they reach for decentralised mode is the following:

· No need for dynamic ProSe group management prior to transmission (i.e. no notion of "ProSe group joining").

SA2 have clearly decided that the security of ProSe one-to-many communications in decentralised mode should be derived from pre-shared secrets so authentication between group members is implicit and based on the security of key delivery.  Explicit mutual authentication between group members as considered in Key Issue 3.1 is now only relevant to ProSe one-to-many communications that are centrally managed; i.e. group owner mode. 

2
Proposal

We propose updating Key Issue 3.1 to make it clear that it only applies to ProSe one-to-many communications in group owner mode.  We also remove the requirement for session keys as we intend to address this in a separate contribution.

>>>Start of Changes<<<<

5.3.1
Key Issue #3.1: Mutual authentication of ProSe enabled devices in group owner mode
5.3.1.1
Key issue details

In network coverage scenarios UEs are mutually authenticated to the network. Currently UE to UE authentication is not standardized. Mutual authentication of public safety UEs in group owner mode without network coverage cannot be performed with AKA. Authentication credentials have to be securely stored in the UE in order to be available in the UE even without network coverage. Depending on the sensitiveness of the credentials secure storage e.g. in the UICC could be required. Also for maintenance it could be beneficial to store the configuration inclusive credentials on a removable UICC.

5.3.1.2
Security threats 

Device theft is a security threat; especially if there is an extensive effort needed to exclude a single device. This was the case if e.g. the same pre-shared secret for multiple devices is used. Such an authentication mechanism is not scalable. If one device is compromised all communication of other devices with the same shared secret is compromised with it. 
5.3.1.3
Security requirements

The system should support mutual authentication of public safety UEs in group owner mode out of network coverage.

Compromise of a single UE should not affect the security of the others. 

Authentication credentials should be securely stored in UE.


>>>End of Changes<<<<
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Abstract of the contribution: This contribution highlights scalability problems with Solution 3.4 for the security ProSe group communications in group owner mode.

1.
Introduction

Solution 3.4 for the security of ProSe communications in group owner mode proposes that the group owner uses certificates to mutually authenticate each group member.   However, TS 22.278 requires that ProSe group communications must be possible without prior discovery so we should assume that authentication occurs during group communication setup.  In our opinion, this means that the solution will not meet the requirement in Key Issue 3.2 for the rapid setup of group communications.

2.
Performance estimates

We have highlighted issues with this style of authentication in a previous LS to SA3 (S3-130955).  In this contribution we attempt to justify our concerns by giving estimates for the number of group members that the group owner would be able to authenticate in the 300ms setup time specified by TS 22.468.  

2.1
Example protocol

In Solution 3.4 the group owner mutually authenticates each group member before sending them the unicast and multicast keys encrypted under the group member’s public key.  The solution does not describe the authentication in detail so for the purposes of illustration we consider a simple four-pass protocol.  We will assume that 2048-bit RSA is used and that user and group owner certificates CERTUE and CERTGO have been signed by the public-safety organisation’s root certificate CERTPS.  

· The UE sends the GO a random value NONCEUE and their certificate CERTUE.

· The GO verifies that CERTUE has been validly signed using CERTPS.  It then sends the UE a random value NONCEGO and their certificate CERTGO.   It also returns NONCEUE signed using CERTGO.

· The UE verifies that CERTGO has been validly signed using CERTPS and that NONCEUE has been validly signed using CERTGO.  It then returns NONCEGO signed using CERTUE.

· The GO verifies that NONCEGO has been validly signed using CERTUE and sends the UE the necessary key material encrypted using CERTUE and signed using CERTGO.

Note that we are not claiming that this authentication mechanism is secure or suggesting that it should be used in Solution 3.4.  We are merely giving it as an example which uses the minimum number of public-key operations required for a reasonable protocol.

2.2
Software performance

For an estimate of the performance in software we use Dan Bernstein’s benchmarking results for 2048-bit RSA on an ARM Cortex A15 processor running at 1700MHz  (http://bench.cr.yp.to/ebats.html) .  This is the primary core found in the Google Nexus 10 tablet and is essentially the same as, but clocked slightly faster than, the primary core in some versions of the Samsung Galaxy S4 smartphone.   

On this processor it takes an average of 450,390 cycles to encrypt/verify and 49,942,087 cycles to decrypt/sign.  During the protocol the group owner is required to sign twice, verify twice and encrypt once which gives a total of 101,235,344 cycles.  This implies that, ignoring everything except for the RSA operations, the group owner would only be able to authenticate 5 UEs in 300ms.  

2.3
Hardware performance

The Exynos 5 system-on-a-chip used by the Google Nexus 10 tablet and Samsung Galaxy S4 smartphone also contains a hardware public-key accelerator.  There is very little information available about this PKA so for an estimate of the performance in hardware we will use figures quoted for the Discretix PKA (http://www.discretix.com/accelarators/pka/) as we do know that Samsung use their hardware DRM solution. 

Modular exponentiation with a 1024-bit modulus takes 3,700,000 cycles on this PKA and it seems reasonable to expect it to be at least double this for a 2048-bit modulus.  This gives an estimated total of 37,000,000 cycles for the full protocol with 2048-bit RSA.  However, the maximum clock speed of the PKA is only 250MHz so this implies that the group owner would still only be able to authenticate 2 UEs in 300ms.

2.4
Conclusion

The estimates given above show that on current platforms Solution 3.4 will only be able to support very small groups.  While it is always possible to improve performance by using larger hardware accelerators, power and cooling constraints are likely to mean that it will never be able to scale to the size of groups seen in practice. 

3
Proposal

We propose adding a short evaluation section to the end of Clause 6.3.4.

>>>Start of Changes<<<<

6.3.4.3
Evaluation
In this solution the GO must mutually authenticate each group member individually before the group communication can begin.  This means that the solution will have problems scaling to large groups and so does not meet the requirements in Key Issue #3.2 
>>>End of Changes<<<<







