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ETSI SAGE would like to update 3GPP SA3 on progress of the new GIA4 (integrity), GEA5 (encryption) and GIA5 (integrity) algorithms.

Recall from previous liaisons between our groups that:

Publication of 3GPP crypto algorithms has been rather complicated in the past, particularly because of controls by the French authorities (ETSI / 3GPP servers being hosted in France).  Some previous algorithms have been published directly as 3GPP specifications, while in other cases the 3GPP specifications have been “shells” pointing to the actual specifications published elsewhere (e.g. by GSMA).  ETSI SAGE discussed on this with ETSI secretariat and our plan is as follows:

· In this case it is planned that all of the new algorithms will be published directly as 3GPP Technical Specifications.  We expect that the authorities will allow this.  (If not, we will have to reconsider.)

The algorithm specifications were submitted by ETSI to the French government authorities in late May.  Disappointingly, ETSI has still received no verdict from the French authorities, which means that we have not been able to make the full algorithm specifications available to SA3#84.
Two obvious options for SA3 are:

OPTION 1: FULL SA3 APPROVAL, GREATER DELAY
· Full algorithm specifications are provided to SA3#85 in November.  (We assume that the French authorities will have returned a verdict by then, and we assume that this verdict will be positive.)

· The documents can then go to SA plenary for approval in December.

OPTION 2: “BLIND” SA3 APPROVAL, EARLIER SA APPROVAL
· SA3#84 agrees to recommend the new algorithms for approval, based only on the information it has already received.  This “blind” approval is not ideal, but the same has happened for several previous algorithms.

· The documents can then go to SA plenary for approval in September, as long as a positive verdict has been received from the French authorities by then.

SA3 may of course consider other options, such as approval by email or conference call.  Note that forthcoming SA plenary meetings are SA#73 (21-23 September) and SA#74 (7-9 December).  SAGE will do its best to fit in with SA3’s preferences.

Action: ETSI SAGE request SA3 to indicate its preferred approach and timescales for approval of these algorithm specifications.
