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This liaison statement delivers the TUAK algorithm design and evaluation report.  The report consists of three documents, all of which are attached:

1. An overall design and evaluation report, written by SAGE
2. A report from the University of Waterloo in Canada, giving the results of an independent assessment of TUAK’s security 
3. A report from the Smartcard Centre at Royal Holloway, University of London, giving the results of an independent assessment of TUAK’s performance and implementation complexity on smartcards

We hope that all three documents can be published together as a 3GPP Technical Report.  We have attempted to format document #1 as a 3GPP TR, although we don’t promise that all of the 3GPP formatting rules have been followed exactly.  Life will be a lot easier if the other two documents can remain as PDFs (in particular the Waterloo report was not produced using Microsoft Word).

Note that document #3 was already communicated to 3GPP SA3, as an attachment to SAGE (14) 08 / S3‑140896.  We attach it again for completeness.

The University of Waterloo is still pursuing its research into a new type of algorithm analysis that was developed as part of their TUAK evaluation.  We therefore expect an updated version of their report later this year, which we will communicate to SA3 as an update to the overall TUAK design and evaluation report.


