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Attachments:
Performance Evaluation of the TUAK algorithm – report from ISG Smart Card Centre, Royal Holloway University of London
SAGE has been working on a design and evaluation report for the TUAK algorithm, suitable for publication.  We have been assisted in this by two universities:

· The University of Waterloo in Canada has been carrying out an independent assessment of TUAK’s security

· The Smartcard Centre at Royal Holloway, University of London has been assessing the performance and implementation complexity of TUAK on smartcards

We are very grateful that the GSMA has agreed to contribute some funding for these two universities. 

Our intention was that all the university analysis should be complete by April, so that the final design and evaluation report could be compiled in time for communication to SA3’s meeting in May 2014.  Unfortunately, we will not meet that target; instead, the full report will be sent to SA3 before its August 2014 meeting.

This delay has arisen for good reasons.  The University of Waterloo has carried out extensive analysis, including the development of several programs and experiments, all of which has taken longer than they had originally envisaged.  But it means that the eventual report will be more thorough.
In the meantime, we imagine that there may be more doubts about implementation complexity and performance aspects than around security (because, as explained in the liaison statement SAGE-13-10 / S3-140076, TUAK is based solidly upon the Keccak algorithm that emerged as the winner of the SHA-3 competition after a great deal of public evaluation – so there are good reasons to trust the security).  We therefore attach a report produced by the Royal Holloway, University of London Smartcard Centre, which indicates that a native implementation of TUAK should meet the performance targets originally set for Milenage, by a very comfortable margin, including ample allowance for any overhead incurred by side channel attack resistance measures.  We hope that a somewhat fuller assessment of side channel attacks can be included in the final design and evaluation report.

