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Introduction
We have reached the end of the planned evaluation period for the 128-EEA3 and 128-EIA3 algorithm proposals, based on the ZUC stream cipher algorithm.  This liaison contains SAGE’s recommendation on what should happen next.
What we all hoped would happen at this point is that SAGE would recommend that the algorithms should be accepted into the LTE standard.  But unfortunately SAGE cannot recommend this.  Instead, we recommend that new versions of the algorithms be published, with some slight changes, and that there be a further period of public evaluation.  The rest of this note explains this recommendation.
SAGE had originally promised to deliver its final design and evaluation report in January 2011, but in light of our recommendation we now propose to do this later – see below.
Algorithm evaluation
In the early months of 2010, the original draft algorithms were evaluated by two paid expert teams.  SAGE reported on the results of this evaluation in its liaison SAGE (10) 04 [S3-100875].   The results of the paid evaluation were positive.  One very minor change was made to ZUC as a result of this paid evaluation, and the revised algorithms were published on the GSMA web site.  The algorithms now entered a period of public evaluation.
A focal point for the public evaluation was the ZUC Forum, http://zucalg.forumotion.net/.  This public forum facilitated a lot of interaction with researchers.  Announcements were also made to the world’s crypto research community through several channels: an entry in the IACR newsletter and web page, an email to the ECRYPT list, and an announcement at the CRYPTO conference in August.
In December 2010, the algorithm designers organised a workshop in Beijing to bring together researchers on ZUC and the EEA3/EIA3 algorithms.  The workshop was remarkably successful, considering that it was organised in very much shorter timescales than a typical conference.  Attendance at the workshop, alongside other communications on the ZUC Forum and separately to the SAGE chairman, made it clear that we had successfully drawn the attention of many researchers to the new algorithms.
For the first few months of public evaluation, nothing of concern came to light.  But in November and December, three separate problems were found:

(1)  ZUC initialisation – first problem
We already mentioned a small change made to ZUC as results of the paid evaluation.  But in fact, when moving from the “paid evaluation” version of ZUC to the “public evaluation” one, the designers made another late small change to the ZUC initialisation routine, to improve resistance against a particular kind of attack that a student had been investigating. But:

· the change accidentally destroyed a good, security-preserving property of the ZUC initialisation;

· and in fact the “attack” turns out to have been based on a false assumption anyway, so there was no need to improve resistance to it.
This issue came to light in follow-up discussion with one of the paid evaluation teams.  Fixing it would simply mean undoing that change from the original algorithm version.  This was discussed in some detail at the ZUC Workshop, and it was generally agreed that (a) that was the right thing to do and (b) it would not invalidate earlier positive analysis of the algorithm (in fact it improves it, by taking the algorithm back closer to what was originally evaluated).
(2)  Integrity algorithm construction
The way in which the integrity algorithm EIA3 is constructed from ZUC was intended to follow a well-analysed approach with established proofs of security.  But some analysis from SAGE member Henri Gilbert and his colleagues identified a subtle way in which the construction did not quite fit the established model … and how this could be exploited in a serious forgery attack against EIA3, with success probability as high as 50% in some cases.  (This work can now be found at http://eprint.iacr.org/2010/618.)
(3)  ZUC initialisation – second problem
At the AsiaCrypt rump session, which took place just a few days after the ZUC workshop, Hongjun Wu and three colleagues presented a serious attack on ZUC, which takes advantage of another subtle problem in the ZUC initialisation routine.  Slides from this talk can be found here http://www.spms.ntu.edu.sg/Asiacrypt2010/Rump%20Session-%207%20Dec%202010/wu_rump_zuc.pdf.
Changes to the algorithm
The problems listed above are all well understood, and the algorithm designers have now proposed small changes to the algorithms that clearly fix the problems.  So, as of late December 2010, we now have new algorithms, which as they stand have not undergone public evaluation at all.
SAGE’s recommendation
The new changes to the algorithms are quite small, and so a lot of the paid and public evaluation remains valid.  But the strong recommendation from SAGE is that:
· we should not recommend immediate acceptance of the algorithms in January 2011;
· rather, we should publish the revised algorithms, and then allow another period of public evaluation.

Clearly, this is not the outcome we had all initially hoped for. But, given where we are today, we feel strongly that this is now the right course of action. Mobile telecoms algorithms attract a lot of attention, and the mobile industry has attracted some (generally unfair) accusations of being too careless with some algorithms; we think it would look very bad now if we recommended acceptance so soon after multiple problems have been found, and (what will be seen as) quick fixes applied.  Problem (1) above is minor, but problems (2) and (3) are not.
Apart from those points about how it would look if we accepted the algorithms now, we also genuinely feel that further evaluation is required. In fact the whole exercise has been a good lesson in how difficult crypto design can be. The problems appeared only after assessment by two very prestigious teams, and a further half year of public evaluation. With the problems that have been found, and the changes that have been made, we think the chance of more problems being found is too big to accept the revised algorithms straight away.
SAGE therefore recommends that:

· the new algorithm versions be posted immediately on the GSMA web site, and on the ZUC Forum, with explanations of the changes and their rationale;

· SAGE should orchestrate a new set of announcements to the crypto research community, including targeted messages to all researchers known to have worked on ZUC up to now;

· the revised target for acceptance of the algorithms, if all goes well, should be the July 2011 meeting of SA3;
· hence, SAGE will deliver a recommendation two weeks before the start of the July SA3 meeting;
· as long as the recommendation is not to extend the evaluation period even further – and we sincerely hope that it won’t be – then SAGE will also deliver its final design and evaluation report two weeks before the July SA3 meeting.
Working with the algorithm designers and the work item rapporteur, we will also consider whether any other measures should be taken to promote public evaluation between now and July.  (A second ZUC Workshop, for instance.)
Comments on the process
SAGE would like to record how impressed we have been with the contribution of the designers Dongdai Lin and Xiutao Feng to the evaluation, in terms of both their own analysis and the organisation of the ZUC Workshop.  We are also very grateful for the efforts of Yuan Qi and her colleagues in establishing the ZUC Forum.  Without these efforts to promote public evaluation of the algorithms, it is very likely that the problems would have come to light after they had been accepted into standards, rather than before … which of course would have been much worse.  So we can absolutely say that the public evaluation has been a success.
