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1. Overall description:
ETSI ISG NFV would like to thank 3GPP SA3 for providing feedback on the request regarding the specification of authenticated (white/grey box) vulnerability scanning. With reference to TR 33.916 release 18 clause 4.8 it is noted that in SECAM the depth of the evaluation is also considered to be constant (i.e., black box verification of security requirements). However, it does note that exceptions would be possible, most notably where “the expected attacker is considered having a higher potential”. Indeed, the clause goes on to reference a scenario where white/grey box penetration testing would be appropriate, namely “if an attacker were believed to have knowledge of the implementation of the network product”.

Given that NFV and NFV MANO are largely based on open-source software or make use of large parts of open-source software and containers it would seem wise to include white/grey box (authenticated) vulnerability scanning in the NFV SCAS specification (DG/NFV-SEC 028) and subsequent specifications.

NOTE: When referring to authenticated/white box scans (also called credentialed scans), we are referring a vulnerability scan which has a valid account to log into target systems. Authenticated scans determine how secure a network function is from an inside vantage point. The method finds many vulnerabilities that cannot be detected through an unauthenticated / black box scan. Results from the scan must be analysed to remove false positives.

The scope of the scan should be the VM operating system and application software. Containers if used would not require authenticated vulnerability scanning, this would use tools to unpack the image and verify installed application software. This will be covered in a future contribution to ETSI GS NFV-SEC028.

By way of example the Center for Internet Security Critical Security Controls (version 8) control 7.5 recommends periodic authenticated and unauthenticated vulnerability scanning of assets. In addition, the SANS Critical Security Controls (version 4.1) critical control 4 also requires the use of authenticated and unauthenticated vulnerability scans.

2. Actions:
The ETSI ISG NFV would kindly request 3GPP SA3 to consider the above proposal and let us know whether any issues are foreseen.


3. Date of next meetings of the originator:
ETSI ISG NFV plenaries: 
· NFV#44, December 11 - 15, 2023, Tokyo, Japan
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