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· How the UICC can be used for pre-provisioning of M2M service subscription related parameters

· How the M2M service layer security methods supported on a UICC can be discovered and how to use them  

	

	Clauses affected:

	2.2, Annex X (new)

	

	Other deliverables 
affected:
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2.1
Normative references

The following referenced documents are necessary for the application of the present document.

[1]
ISO 8601: "Data elements and interchange formats - Information interchange - Representation of dates and times".

[2]
ETSI TS 102 690: "Machine-to-Machine communications (M2M); Functional architecture".

[3]
ETSI TS 102 671 (V9.0.0): "Smart Cards; Machine to Machine UICC; Physical and logical characteristics (Release 9)".

[4]
ETSI TS 102 310 (V9.0.0): "Smart Cards; Extensible Authentication Protocol support in the UICC (Release 9)".

[5]
ETSI TS 124 109: "Universal Mobile Telecommunications System (UMTS); LTE; Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details (3GPP TS 24.109)".

[6]
ETSI TS 133 220: "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) (3GPP TS 33.220)".

[7]
ETSI TS 133 222: "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS) (3GPP TS 33.222)".

[8]
ETSI TS 129 109: "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3 (3GPP TS 29.109)".

[9]
Open Mobile Alliance™ OMA-TS-REST-NetAPI-Common-V1-0: "Common definitions for RESTful Network APIs".

NOTE:
Available at http://www.openmobilealliance.org/.

[10]
ITU-T Recommendation X.891/ISO/IEC 24824-1: "Information technology - Generic applications of ASN.1: Fast infoset".

[11]
W3C Recommendation 28 October 2004: "XML Schema Part 2: Datatypes Second Edition".

NOTE:
Available at http://www.w3.org/TR/xmlschema-2/.

[12]
W3C Recommendation 26 November 2008: "Extensible Markup Language (XML) 1.0 (Fifth Edition)".

NOTE:
Available at http://www.w3.org/TR/REC-xml/.
[13]
W3C Recommendation 10 March 2011: "Efficient XML Interchange (EXI) Format 1.0".

NOTE:
Available at http://www.w3.org/TR/exi/.

[14]
IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies".

[15]
IETF RFC 2046: "Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types".

[16]
IETF RFC 2047: "MIME (Multipurpose Internet Mail Extensions) Part Three: Message Header Extensions for Non-ASCII Text".

[17]
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

[18]
IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".

[19]
Void
[20]
IETF RFC 3447: "Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications Version 2.1".

[21]
Void
[22]
IETF RFC 3748: "Extensible Authentication Protocol (EAP)".

[23]
IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".

[24]
IETF RFC 4055: "Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[25]
IETF RFC 4186: "Extensible Authentication Protocol Method for Global System for Mobile Communications (GSM) Subscriber Identity Modules (EAP-SIM)".

[26]
IETF RFC 4187: "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)".

[27]
IETF RFC 4279: "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".

[28]
IETF RFC 4346: "The Transport Layer Security (TLS) Protocol Version 1.1".

[29]
VOID
[30]
IETF RFC 4366: "Transport Layer Security (TLS) Extensions".

[31]
IETF RFC 4627: "The application/json Media Type for JavaScript Object Notation (JSON)".

[32]
IETF RFC 5091: "Identity-Based Cryptography Standard (IBCS) #1: Supersingular Curve Implementations of the BF and BB1 Cryptosystems".

[33]
IETF RFC 5191: "Protocol for Carrying Authentication for Network Access (PANA)".

[34]
IETF RFC 5216: "The EAP-TLS Authentication Protocol".

[35]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

[36]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[37]
IETF RFC 5408: "Identity-Based Encryption Architecture and Supporting Data Structures".

[38]
IETF RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".

[39]
IETF RFC 5433: "Extensible Authentication Protocol - Generalized Pre-Shared Key (EAP-GPSK) Method".

[40]
IETF RFC 5487: "Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois Counter Mode".
[41]
IETF RFC 6066: "Transport Layer Security (TLS) Extensions: Extension Definitions".
[42]
IETF RFC 6267: "MIKEY-IBAKE: Identity-Based Authenticated Key Exchange (IBAKE) Mode of Key Distribution in Multimedia Internet KEYing (MIKEY)".

[43]
FIPS 180-2 (August 2002, with Change Notice 1, February 2004): "Secure Hash Standard".

[44]
ISO/IEC/IEEE 9945 (2009): "Information technology -- Portable Operating System Interface (POSIX®) Base Specifications, Issue 7".

[45]
IETF draft-ietf-core-coap-11: "Constrained Application Protocol (CoAP)".

NOTE:
Available at http://tools.ietf.org/html/draft-ietf-core-coap-11
 [46]
IETF draft-ietf-core-block-04: "Blockwise transfers in CoAP".

NOTE:
Available at http://tools.ietf.org/html/draft-ietf-core-block-04.

[47]
IETF draft-ietf-core-observe-03: "Observing Resources in CoAP".

NOTE:
Available at ftp://ftp.rfc-editor.org/in-notes/internet-drafts/draft-ietf-core-observe-03.txt.

[48]
IETF draft-cakulec-emu-eap-ibake-01: "An EAP Authentication Method Based on Identity-Based Authenticated Key Exchange".

NOTE:
Available at ftp://ftp.rfc-editor.org/in-notes/internet-drafts/draft-cakulev-emu-eap-ibake-01.txt.

[49]
TR-069 (Issue 1 - Amendement 4): "CPE WAN Management Protocol".

NOTE:
Available at http://www.broadband-forum.org/technical/download/TR-069_Amendment-4.pdf.

[50]
OMA-TS-DM-StdObj-V1-3 (Version 1.3): "Device Management Standardization Objects".

[51]
OMA-TS-DCMO-V1-0 (Version 1.0): "Device Capability Management Object".

[52]
OMA-TS-DiagMon-Functions-V1-0 (Version 1.0): "DiagMon Functions Supplemental Specification".

[53]
OMA-TS-LAWMO-V1-0 (Version 1.0): "Lock and Wipe Management Object".

[54]
OMA-TS-DiagMonTrapMOFrame-V1-2 (Version 1.2): "Diagnostics and Monitoring Trap Framework Management Object".

[55]
OMA-TS-DiagMonTrapEvents-V1-2 (Version 1.2): "Diagnostics and Monitoring Trap Events Specifications".

[56]
OMA-TS-DM-FUMO-V1-0 (Version 1.0): "Firmware Update Management Object".

[57]
OMA-TS-DM-SCOMO-V1_0-20090903-C: "Software Component Management Object, version 1.0".

[58]
Broadband Forum TR-106 (Issue 1): "Data Model Template for TR-069-Enabled Devices, Amendment 6".

[59]
Broadband Forum TR-157 (Issue 1): "Component Objects for CWMP, Amendment 5, November 2011".

[60]
Broadband Forum TR-181 (Issue 2): "Device Data Model for TR-069, Amendment 4".
[61]
W3C Recommendation 10 June 2008: "XML Signature Syntax and Processing (Second Edition)".
NOTE:
Available at http://www.w3.org/TR/2008/REC-xmldsig-core-20080610/.

[62]
VOID
[63]
W3C Recommendation 25 January 2005: "XML-binary Optimized Packaging".
NOTE:
Available at http://www.w3.org/TR/2005/REC-xop10-20050125/.
[64]
W3C Recommendation 25 January 2005: "SOAP Message Transmission Optimization Mechanism".

NOTE:
Available at http://www.w3.org/TR/soap12-mtom/.
[65]
OMA-TS-MLP-V3-3-20110719-A (Version 3.3): "Mobile Location Protocol".
[66]
OMA-TS-DM-Protocol-V1_3: "Device Management Protocol".

[67]
Open Mobile AllianceTM OMA-TS-DM_Notification-V1_3-20101207-C: "OMA Device Management Notification Initiated Session, version 1.3".

[68]
Open Mobile AllianceTM. OMA-TS-DM_RepPro-V1_3-20101207-C: "OMA Device Management Representation Protocol, version 1.3".

[69]
ETSI TS 102 483 (V8.1.0): "Smart Cards; UICC-Terminal interface; Internet Protocol connectivity between UICC and terminal (Release 8)".
[70]
ETSI TS 102 484: "Smart Cards; Secure channel between a UICC and an end-point terminal (Release 9)".
[71]
IETF RFC 5705: “Keying Material Exporters for Transport Layer Security (TLS)”
[72]
IETF RFC 3394: “Advanced Encryption Standard (AES) Key Wrap Algorithm”

[73]
IETF RFC 5489: “ECDHE_PSK Cipher Suites for Transport Layer Security (TLS)”

[74]
IETF RFC 6347: “Datagram Transport Layer Security Version 1.2”

[75]
W3C Candidate Recommendation 13 March 2012: "XML Encryption Syntax and Processing".
NOTE:
Available at http://www.w3.org/TR/2012/CR-xmlenc-core1-20120313.

[76]
IETF draft-mcgrew-tls-aes-ccm-04: “AES-CCM Cipher Suites for TLS”
NOTE:
Available at http://tools.ietf.org/html/draft-mcgrew-tls-aes-ccm-04
[77]
IETF draft-ietf-httpbis-p6-cache-20: "HTTP/1.1, part 6: Caching".
NOTE:   Available at http://tools.ietf.org/html/draft-ietf-httpbis-p6-cache-20
[zz]
IETF RFC 3629 (2003): "UTF-8, a transformation format of ISO 10646".

[xx]
ETSI TS 102 221: "Smart cards; UICC-Terminal Interface; Physical and Logical Characteristics".
[yy]
ETSI TS 101 220: "Smart cards; ETSI numbering system for Telecommunication Application Providers".

2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
ETSI TR 102 725: "Machine to Machine Communications (M2M); M2M definitions".

[i.2]
IETF draft-yegin-coap-security-options-00: "CoAP Security Options".

[i.3]
IETF RFC 6202: "Known Issues and Best Practices for the Use of Long Polling and Streaming in Bidirectional HTTP".

[i.4]
IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)".
[i.5]
IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".
[i.6]
IETF RFC 3588: "Diameter Base Protocol".

Annex X (Normative):
UICC framework to support M2M Service Layer security
The present annex is applicable when UICC (a type of Independent Security Element compliant with ETSI TS 102 221 [xx] and TS 102 671 [3]) is involved in M2M service layer security, whether it only serves as a mean to pre-provision M2M Service layer material in M2M Devices/Gateways, or it is further used as Secured Environment in an M2M Device/Gateway.
Specifically, the involvement of the UICC in M2M security may include any of the following steps:
· Bootstrapping of Kmr by any of the following methods:

· simple pre-provisioning and administration of M2M Service bootstrapping material (M2M root key Kmr and other bootstrapping parameters), i.e. UICC-based M2M service provisioning
· support for infrastructure assisted bootstrapping of the M2M root key: 
· by derivation from Access Network credentials stored in the UICC, using GBA or EAP
· or by Access-Network independent methods, using EAP
· derivation of service connection keys Kmc
· either directly derived from Access Network Credentials, using GBA or EAP 
· or from credentials established with any of the above methods, using EAP 
UICC-based key derivation using TLS, be it for Kmr bootstrapping or for Kmc derivation, as well as further UICC involvement in mId security using channel or object based methods, is not specified in the present release. 
The support of UICC provisioning of M2M service subscription information shall be indicated in the M2M Service Table for the corresponding M2M Service Subscription as specified in the present annex.

The support of key derivation using GBA that may be used for bootstrapping of Kmr or for Kmc derivation shall always be indicated in the Service Table of the UICC application of the Access Network Operator supporting the GBA infrastructure.

 The support of key derivation using EAP that may be used for infrastructure assisted bootstrapping of Kmr or for Kmc derivation shall be indicated as per the UICC EAP Framework of ETSI TS 102 310 [4] in the EFDIR entry of the ADF supporting the related M2M service subscription according to the guidelines of the present annex.
At the most basic level, UICC-based M2M provisioning requires an interoperable framework to store and administrate related information in the UICC. Further involvement requires a framework for discovery of available services offered by the UICC by the hosting device/gateway. The purpose of the present annex is to specify this framework, which enables both initial service provisioning and over-the-air administration of the subscription information during the subscription lifetime.
A common scenario is where an M2M Device/Gateway holds a UICC application protecting Access Network security credentials, and these credentials are used to derive Service Layer security credentials (root key and/or connection keys). As these scenarios require a trust agreement between the involved Access Network operator and M2M Service Provider, UICC support for M2M services in such situation shall be handled within the context of the associated Network Access application on the UICC. In particular, the UICC support for M2M credentials derivation method, such as GBA or EAP, shall be indicated within the UICC application of the Access Network operator. This is specified in Annex X.1.
Even when the M2M Service Layer credentials are not derived from Access Network Credentials, the UICC may be used as a secured environment by the D/G M2M node. In such cases, the M2M subscription information and related methods constitute an independent application that resides on a UICC, in the sense of TS 102 221 [xx], as required to support the EAP framework of ETSI TS 102 310 [4]. In particular, TS 102 221 [xx] specifies the application independent properties of the UICC/terminal interface such as the physical characteristics and the logical structure. A terminal in the sense of TS 102 221[xx] is the part of the M2M device/gateway that holds the UICC, e.g. the modem or the M2M Node. The specific properties of this M2M Service Provider Identity Module application are specified in annex X.2.
The storage of M2M information elements in the UICC and the procedures used for communication between the hosting D/G and the UICC shall be as specified in the present annex. The present annex uses abbreviations and coding conventions defined in TS 102 221 [xx].
X.1 Access Network UICC-based M2M Service Framework 
X.1.1 Access Network UICC-based M2M Service Framework characteristics
An Access Network UICC-based M2M Service Framework is always associated with a single M2M Service Subscription and consists of a single DF, DFM2M, complying with the specifications in X.2.1.3, implemented in the ADF of a Network Access Application on the UICC. This situation addresses the case where a trust relationship has been established between the M2M SP and the AN operator owning the hosting ADF. 
NOTE: This does not necessarily imply that the Access Network credentials of the corresponding ADF are used to derive the M2M Service Layer Credentials: e.g. an Access Network operator may refuse derivation from Access Network credentials to an M2M Service Provider, but may still accept to provide space on its UICC to pre-provision independent credentials or support service infrastructure-assisted bootstrapping. 
There may be several M2M service frameworks (DFM2M) within the ADF of a single Access Network subscription, in case this Access Network subscription is used by several independent M2M Service subscriptions. The file IDs of the DFM2M in any ADF shall be listed under the corresponding entry in EFDIR as specified in X.1.2.
NOTE: A single M2M service layer subscription can also use multiple access networks: such subscriptions are best provisioned in a dedicated ADF as specified in Clause X.2. 
The content of any DFM2M in an Access Network application ADF shall be as specified in section X.2.1.3.
X.1.2
M2M Service Framework discovery for Access Network UICC 
When a UICC Network Access application supports one or more M2M Service subscription, with a DFM2M, the EFDIR entry corresponding to this UICC application shall contain the following M2M related Data Objects:

· M2M Service Framework DO: defining the association between the identifier of one M2M Service Subscription provisioned in the ADF and the related DF corresponding to this subscription. Likewise, each M2M Service subscription is associated to one DF. Each of these DFs is hereafter referred as DFM2M.
There shall be as many M2M Service Framework Data Objects as there are M2M subscriptions provisioned in the ADF.
Table 5.1: Coding of M2M related DOs

	Bytes
	Length
	Description
	Status

	1
	1
	Discretionary template tag = '73'
	M

	2
	1
	Length of the discretionary template = X
	M

	3 to (2+X)
	X
	Discretionary Template
	X


Table 5.2: Coding of M2M Discretionary Template related DOs

	Bytes
	Length
	Description
	Status

	1
	1
	M2M service specific data content tag = 'value to be defined by ETSI SCP'
	M

	2
	1
	M2M service specific data content length = Y
	M

	3 to (2+Y)
	Y
	M2M service specific data content
	M


Table 5.3: Coding of M2M Service Specific Data Content related DOs

	Bytes
	Length
	Description
	Status

	1
	1
	M2M supported service provisioning tag = '80'
	M

	2
	1
	Length of the M2M supported service provisioning tag = A
	M

	3 to 4
	2
	M2M Dedicated File identifier for following  M2M service subscription
	M

	5 to (A+2)
	(A-2)
	M2M subscription identifier 
	M


Coding:

· M2M Dedicated File identifier:

· Contain the file identifier of the DFM2M associated to the provisioning of the M2M Service subscription identified in the DO.

· M2M Subscription identifier:
· The identifier of the M2M subscription provisioned in the DFM2M indicated in the Data Object, encoded in binary format.
X.2 M2M Service Provider Identity Module application on UICC (M2M SPIM)
This section defines the M2M service Provider Identity Module (M2M SPIM), an application used for M2M Service Layer security functionalities and subscription provisioning. This application resides on the UICC, an IC card specified in TS 102 221 [xx]. In particular, TS 102 221 [xx] specifies the application independent properties of the UICC/terminal interface such as the physical characteristics and the logical structure. There may be several M2M SPIM ADFs on a single UICC, corresponding to independent M2M Service Subscriptions.
There shall always be one and only one DFM2M in an M2M SPIM, with file ID ‘7F50’ and content as specified in Annex X.2.1.3. The presence of an M2M Service Framework DO in the EFDIR entry is optional for an M2M SPIM ADF, but if present, there shall be one and only one M2M Service Framework DO containing an M2M Dedicated File Identifier set to ‘7F50’. 
X.2.1
M2M Service Provider Identity Module application file structure
This clause specifies the EFs for the M2M service Layer defining access conditions, data items and coding. A data item is a part of an EF which represents a complete logical entity.

X.2.1.1
Content of UICC files at the Master File (MF) level
Files at the UICC MF level are application independent as specified in TS 102 221 [xx]. Only the EFDIR and EFICCID files are mandatory on UICC for the purpose of M2M SPIM applications. In any case all files shall be as specified in TS 102 221 [xx].

X.2.1.2
Content of files at the M2M SPIM ADF (Application DF) level
The EFs in the M2M SPIM ADF contain M2M subscription related information that is required for M2M Devices/Gateways operating in an M2M environment. This ADF shall be selected using its AID and information in EFDIR, which includes a list of optionally supported services according to ETSI TS 102 310 [4] and the present document. The AID for M2M SPIM applications shall be constructed as specified in ETSI TS 101 220 [yy].
The File IDs '6F1X' (for EFs), '5F1X' and '5F2X' (for DFs) with X ranging from '0' to 'F' are reserved under the M2M ADF for administrative use by the card issuer.
There shall be only one M2M Service provisioning DF, DFM2M, in an M2M SPIM ADF, with content as specified in section X.2.1.3.
X.2.1.3 Content of files at the DFM2M level

This clause specifies the EFs for the M2M service provisioning specific to a single M2M service provider, defining access conditions, data items and coding. A data item is a part of an EF which represents a complete logical entity.
X.2.1.3.1

EFM2MST (M2M Service Table)

This EF indicates which optional M2M services are available for the corresponding subscription. If a service is not indicated as available in the M2M DF, the hosting Device/Gateway shall not select this service. The presence of this file is mandatory if optional services are provided by the subscription.

	Identifier: '6F0A'
	Structure: transparent
	Mandatory

	SFI: '0A'
	

	File size: X bytes, X >( 1
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	   Contents:
	Service n°1:
	D/G SCL ID provisioning

	
	Service n°2
	NSCL ID list provisioning

	
	Service n°3
	MAS FQDN provisioning

	
	Service n°4
	Local M2M APP-ID provisioning

	
	Service n°5
	Bootstrapping: MSBF address provisioning

	
	Service n°6
	Bootstrapping: EAP-IBAKE Parameters provisioning

	
	Service n°7
	EAP bootstrap from AN credentials – Kmr derivation

	
	Service n°8
	EAP AN independent bootstrap – Kmr derivation

	
	Service n°9
	EAP service connection from AN credentials- Kmc  derivation 

	
	Service n°10
Service n°11
Service n°12
	EAP AN independent service connection – Kmc derivation  
GBA Service Bootstrapping – Kmr derivation
GBA Service Connection – Kmc derivation


NOTE: Depending on whether the DFM2M is implemented within a dedicated M2M SPIM application or in an Access Network application, different subsets of the above services can be enabled.

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be coded on further bytes in the EF. 
Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

-
Service available means that the M2M DF has the capability to support the service and that the service is available for the user of the M2M DF.
Service not available means that the service shall not be used by the M2M DF user, even if the M2M DF has the capability to support the service.

First byte:

	
	
	b8
	b7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Service n°1

	
	
	
	
	
	
	
	
	
	
	Service n°2

	
	
	
	
	
	
	
	
	
	
	Service n°3

	
	
	
	
	
	
	
	
	
	
	Service n°4

	
	
	
	
	
	
	
	
	
	
	Service n°5

	
	
	
	
	
	
	
	
	
	
	Service n°6

	
	
	
	
	
	
	
	
	
	
	Service n°7

	
	
	
	
	
	
	
	
	
	
	Service n°8


Second byte:

	
	
	b8
	b7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Service n°9

	
	
	
	
	
	
	
	
	
	
	Service n°10

	
	
	
	
	
	
	
	
	
	
	Service n°11

	
	
	
	
	
	
	
	
	
	
	Service n°12

	
	
	
	
	
	
	
	
	
	
	Service n°13

	
	
	
	
	
	
	
	
	
	
	Service n°14

	
	
	
	
	
	
	
	
	
	
	Service n°15

	
	
	
	
	
	
	
	
	
	
	Service n°16


etc.

X.2.1.3.2

EFM2MSID (M2M Subscription Identifier)

This EF contains the M2M Subscription Identifier.

	Identifier: '6F02'
	Structure: transparent
	Mandatory

	SFI: '02'
	

	File size: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE
               ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Length of M2M Subscription Identifier
	M
	1 byte

	2 to X
	M2M Subscription Identifier
	M
	(X-1) bytes


The M2M subscription identifier shall be binary encoded.

 X.2.1.3.3
EFM2MSPID (M2M Service Provider Identifier)

This EF contains the M2M Service Provider Identifier, M2M-SP-ID, of the M2M Service Provider related to the subscription in EFM2MSID.

	Identifier: '6F03'
	Structure: transparent
	Mandatory

	SFI: '03'
	

	File size: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE   
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Length of M2M-SP-ID
	M
	1 byte

	2 to X
	M2M-SP-ID
	M
	(X-1) bytes


The content and coding is as defined for the M2M-SP-ID AVP.

X.2.1.3.4

EFDM2MNID (D/G M2M Node Identifier)

This EF contains the D/G M2M-Node-ID for the D/G M2M Node associated to the subscription in EFM2MSI. 
	Identifier: '6F04'
	Structure: transparent
	Mandatory

	SFI: '04'
	

	File size: 16 bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE
               ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to 16
	D/G M2M-Node-ID
	M
	16 bytes


The content and coding is as defined for the M2M-Node-ID AVP.

X.2.1.3.5

EFM2MDSCLID (M2M D/G SCL Identifier)

This EF contains the D/GSCL Identifier, M2M-DSCL-ID, for the D/GSCL associated to the subscription in EFM2MSI. If present, this file is used by the M2M D/G to pre-provision the SCL-ID. If service n°1 is "available", this file shall be present.

	Identifier: '6F05'
	Structure: transparent
	Optional

	SFI: '05'
	

	File size: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE
              ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Length of M2M-DSCL-ID
	M
	1 byte

	2 to X
	M2M-DSCL-ID
	M
	(X-1) bytes


The content and coding is as defined for the M2M-DSCL-ID AVP.
X.2.1.3.6

EFM2MAPP-ID (M2M Application Identifiers)

This EF contains the M2M Application Identifiers (M2M App-ID) for the local M2M applications supported by the subscription in EFM2MSI. If service n°4 is "available", this file shall be present.

	Identifier: '6F06'
	Structure: Linear fixed
	Optional

	SFI: '06'
	

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE
               ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	M2M App-ID URI TLV data object
	M
	X bytes


‑
M2M App-ID URI

Contents:

-
M2M APP-ID formatted as a URI.

Coding:

-
The URI shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [zz]. The tag value of the URI TLV data object shall be '80'.

X.2.1.3.7

EFM2MNSCLIDS (M2M NSCL IDs list)

This EF contains a list of pre-provisioned M2M NSCL-ID used to determine the next point of contact after provisioning or M2M Service Bootstrapping. If service n°2 is "available", this file shall be present.

	Identifier: '6F08'
	Structure: Linear fixed
	Optional

	
	

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE
               ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	M2M NSCL-ID URI TLV data object
	M
	X bytes


‑
M2M NSCL-ID URI

Contents:

-
M2M NSCL-ID formatted as a URI.

Coding:

-
The URI shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [zz]. The tag value of the URI TLV data object shall be '80'.

X.2.1.3.8

EFMASFQDN (MAS-FQDN)

This EF is used to pre-provision the FQDN of the MAS to be used for M2M Service Connection after M2M Service Bootstrapping. If service n°3 is "available", this file shall be present.

	Identifier: '6F09'
	Structure: Transparent
	Optional

	
	

	Length: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE  
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Length of MAS FQDN
	M
	1 byte

	2 to X
	MAS FQDN 
	M
	(X-1) bytes


‑
MAS FQDN

Contents:

-
MAS-FQDN

Coding:

-
The MAS-FQDN shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [zz].

X.2.1.3.9

EFM2MMSBFID (M2M Service Bootstrap Function Identifier)

This EF contains one or more M2M Service Bootstrap Function addresses. The first record in the EF shall be considered to be of the highest priority.  The last record in the EF shall be considered to be the lowest priority. If service n°5 is "available", this file shall be present.
	Identifier: '6F07'
	Structure: linear fixed
	Optional

	
	

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	M2M MSBF Address TLV data object
	M
	X bytes


MSBF Address

Contents:

- 
Address of M2M Service Bootstrap Function, in the format of a FQDN, an IPv4 address, or an IPv6 address.

Coding:

- 
The tag value of this MSBF address TLV data object shall be '80'. The format of the data object is as follows:

	Field
	Length (bytes)

	Tag
	1

	Length
	1

	Address Type
	1

	MSBF Address
	Address Length



Address Type: 
Type of the MSBF address.

This field shall be set to the type of the MSBF address according to the following:

	Value
	Name

	0x00
	FQDN

	0x01
	IPv4

	0x02
	IPv6

	All other values are reserved
	



MSBF Address: 
Address of the M2M Service Bootstrap Function.

This field shall be set to the address of the M2M Service Bootstrap Function. When the MSBF type is set to 0x00, the corresponding MSBF Address shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [zz].

Unused bytes shall be set to 'FF'.

X.2.1.3.9

EFIBAKE (IBAKE parameters)

This EF is used to pre-provision the IBAKE parameters used in case of EAP-IBAKE based M2M Service Bootstrapping. If service n°6 is "available", this file shall be present.

	Identifier: '6F0B'
	Structure: Transparent
	Optional

	
	

	Length: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE  
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	M2M-IBE-Params
	M
	2 bytes


M2M-IBE-Params: 
This field encodes the IBE parameters needed for EAP-IBAKE automatic bootstrapping. The content and coding shall be as defined for the M2M-IBE-Params AVP.
X.2.2 M2M Subscription related procedures for M2M Service
This clause specifies the procedures that shall be executed by M2M Devices/Gateways to interact with an M2M Service Subscription on UICC. They are applicable independently of the ADF supporting the M2M Service Subscription, unless otherwise indicated, 
X.2.2.1
Initialisation – M2M SPIM Application selection
This procedure only applies to an M2M subscription supported in an M2M SPIM ADF.
If the D/G wants to engage in M2M operation, then after UICC activation (see TS 102 221 [xx]), the D/G shall select an M2M SPIM application, if an M2M SPIM application is listed in the EFDIR file, using the SELECT by DF name as defined in TS 102 221 [xx]. 

After a successful M2M application selection, the selected M2M AID is stored on the UICC. This application is referred to as the last selected M2M SPIM application. The last selected M2M SPIMapplication shall be available on the UICC after a deactivation followed by an activation of the UICC.

If a M2M application is selected using partial DF name, the partial DF name supplied in the command shall uniquely identify a M2M SPIM application. Furthermore if a M2M application is selected using a partial DF name as specified in TS 102 221 [xx] indicating in the SELECT command the last occurrence, the UICC shall select the M2M application stored as the last M2M application. If, in the SELECT command, the options first, next/previous are indicated, they have no meaning if an application has not been previously selected in the same session and shall return an appropriate error code.

X.2.2.2
M2M SPIM session termination
This procedure only applies to an M2M subscription supported in an M2M SPIM ADF.

The M2M UICC session is terminated by the D/G as follows.

The D/G shall indicate to the M2M UICC application, by sending a particular STATUS command, that the termination procedure is starting.

Finally, the D/G deletes all the M2M subscription related information elements from its memory.

To actually terminate the session, the Terminal shall then use one of the mechanisms described in TS 102 221 [xx].

X.2.2.3
M2M Service discovery procedure

This procedure is used to discover the M2M related services offered by an M2M UICC.

The M2M D/G shall perform the reading procedure with EFM2MST. If no M2M related service is indicated as available, the M2M D/G shall assume that only the provisioning of mandatory parameters is available in DFM2M.
X.2.2.4
M2M Service provisioning procedures
These procedures are used by an M2M D/G in order to bootstrap an M2M service subscription provisioned on the UICC.
The D/G shall perform the reading procedure with EFM2MSID. EFM2MSPID, EFM2MNID and EFDSCLID, EFNSCLID, EFMASFQDN according to available services indicated in EFM2MST.
X.2.2.5
M2M Application Identifier provisioning procedure

This procedure is provision a list of M2M Application Identifiers that may be enabled on the M2M D/G in relation with the M2M subscription.

Condition: Service number 4 shall be available in the M2M Service Table.
Under this condition, the M2M D/G shall perform the reading procedure with EFM2MAPPID.
X.2.2.6
M2M Service bootstrapping related procedures
These procedures are used by the M2M D/G to perform M2M Service Bootstrapping with the assistance of the UICC, depending on available services in EFM2MST and the supported AUTHENTICATE commands contexts (e.g. EAP methods indication or GBA support).indicated for the hosting ADF.
MSBF ID Provisioning:

Condition: Service number 5 shall be available in the M2M Service Table.
Under this condition, the M2M D/G shall perform the reading procedure with EFMSBFID, if the related service is available.
IBAKE Parameters provisioning:

Condition: Service number 6 shall be available in the M2M Service Table.

Under this condition, the M2M D/G shall perform the reading procedure with EFIBAKE, if the related service is available.

Kmr derivation:

This procedure is dependent on the Authentication Framework supported by the UICC and indicated either in the EFDIR entry of the hosting ADF (indicating the supported EAP methods) or in the Service Table of the hosting ADF (for GBA Access Network based authentication).

After identifying the supported authentication framework, the M2M D/G shall check availability of the supported services in EFM2MST: 
· In case the DFM2M is hosted in the ADF of an Access Network application indicating support of GBA, the M2M D/G shall check availability of Service number 11 in EFM2MST. If the service is available, the D/G M2M Node shall perform a GBA AUTHENTICATE with the parameters for GBA bootstrapping.
· In case the DFM2M is hosted in the ADF of an Access Network application indicating support of EAP, the M2M D/G shall check availability of Service number 7 in EFM2MST. If the service is available, the D/G M2M Node shall perform an EAP AUTHENTICATE as specified in TS 102 310 [4] with the parameters for bootstrapping from EAP-based Access Network Layer using the EAP method indicated as supported in the EFDIR entry of the ADF.

·  In case the DFM2M is hosted in an M2M SPIM ADF indicating support for EAP methods in its EFDIR entry, if Service number 8 is indicated as available in EFM2MST, the D/G M2M Node shall perform an EAP AUTHENTICATE as specified in TS 102 310 [4] with the parameters for bootstrapping independent from the Access Network using the EAP method indicated as supported in the EFDIR entry of the ADF.
NOTE: In case several Kmr derivation methods are concurrently indicated as supported for the same M2M service subscription, the means to indicate to the M2M D/G which method it should use are not specified in the present document.
X.2.2.7
M2M Service connection related procedures

Kmc derivation:

This procedure is dependent on the Authentication Framework supported by the UICC and indicated either in the EFDIR entry of the hosting ADF (indicating the supported EAP methods) or in the Service Table of the hosting ADF (for GBA Access Network based authentication).

After identifying the supported authentication framework, the M2M D/G shall check availability of the supported services in EFM2MST: 

· In case the DFM2M is hosted in the ADF of an Access Network application indicating support of GBA, the M2M D/G shall check availability of Service number 12 in EFM2MST. If the service is available, the D/G M2M Node shall perform a GBA AUTHENTICATE with the parameters for GBA Service Connection.

· In case the DFM2M is hosted in the ADF of an Access Network application indicating support of EAP, the M2M D/G shall check availability of Service number 9 in EFM2MST. If the service is available, the D/G M2M Node shall perform an EAP AUTHENTICATE as specified in TS 102 310 [4] with the parameters for EAP-based service connection with Access Network Credentials using the EAP method indicated as supported in the EFDIR entry of the ADF.
·  In case the DFM2M is hosted in an M2M SPIM ADF indicating support of EAP, if Service number 10 is indicated as available in EFM2MST, the D/G M2M Node shall perform an EAP AUTHENTICATE as specified in TS 102 310 [4] with the parameters for M2M Service Connection using the EAP method indicated as supported in the EFDIR entry of the ADF.
NOTE: In case several Kmc derivation methods are indicated for the same M2M service subscription, the means to indicate to the M2M D/G which method it should use are not specified in the present document.
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