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	Abstract:
	This liaison statement requests 3GPP SA3 to provide comments about a new work item proposal on “Guidelines for increasing security of the AKA protocols in IMT-2020 and beyond” in ITU-T Study Group 17.


ITU-T Study Group 17 in Q2/17 which studies security threats and challenges introduced by the emerging network technologies received a new work item proposal on “Guidelines for increasing security of the AKA protocols in IMT-2020 and beyond”.
Since AKA-protocols were developed by 3GPP (ref.: 3GPP TS 33.501, 3GPP TR 33.846), SG17 kindly requests 3GPP SA3 to provide comments about this proposal which will be taken into account when considering the establishment of this new work item in SG17 at its next meeting. 
Annex (1): 
· Proposal for new work item: Guidelines for increasing security of the AKA protocols in IMT-2020 and beyond 


Draft Recommendation ITU-T X.XXXX

Guidelines for increasing security of the AKA protocols in IMT-2020 and beyond
Summary
Draft Recommendation ITU-T X.XXXX identifies threats in 5G-AKA (EAP-AKA’) protocols, which are used in International Mobile Telecommunications-2020 (IMT-2020) systems. This Draft Recommendation briefly reviews known attacks, potential threats and provides guidelines to mitigate threats in IMT-2020 and beyond. 

Keywords
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Draft Recommendation ITU-T X.XXXX
[bookmark: _Toc145129260]1 Scope
The weaknesses in AKA protocols studies in this Draft Recommendation. It briefly reviews known attacks, potential threats and provides guidelines to mitigate threats in IMT-2020 and beyond. 
[bookmark: _Toc145129261]2 References
The following ITU-T Draft Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Draft Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Draft Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Draft Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
[ITU-T X.800]	Recommendation ITU-T X.800 (1991), Security architecture for Open Systems Interconnection for CCITT applications.
[bookmark: _Toc145129262]3 Definitions
This Draft Recommendation uses the following terms defined elsewhere: 
[bookmark: _Toc145129263]3.1 authentication [b-ITU-T Y.2014]: A property by which the correct identity of an entity or party is established with a required assurance. The party being authenticated could be a user, subscriber, home environment or serving network. 
[bookmark: _Toc145129264]3.2 authentication protocol [b-ITU-T X.1254]: A defined sequence of messages between an entity and a verifier that enables the verifier to perform authentication of an entity.
[bookmark: _Toc145129265]3.3 privacy [ITU-T X.800]: The right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed.
[bookmark: _Toc145129266]3.4 user identity confidentiality [b-3GPP TS 33.102]: The property that the permanent user identity (SUPI) of a user to whom a service is delivered cannot be eavesdropped on the radio access link.
[bookmark: _Toc145129267]3.5 user location confidentiality [b-3GPP TS 33.102]: The property that the presence or the arrival of a user in a certain area cannot be determined by eavesdropping on the radio access link.
[bookmark: _Toc145129268]3.6 user untraceability [b-3GPP TS 33.102]: The property that an intruder cannot deduce whether different services are delivered to the same user by eavesdropping on the radio access link.
[bookmark: _Toc145129269]4 Abbreviations and Acronyms
This Draft Recommendation uses the following abbreviations and acronyms: 
4G Fourth Generation 
5G Fifth Generation 
AKA Authentication and Key Agreement 
CEO Chief Executive Officer
EAP Extensible Authentication Protocol 
ECC Elliptic-Curve Cryptography
GUTI Global Unique Temporary Identifier
HN Home Network
IPSec Internet Protocol Security 
IKE Internet Key Exchange 
IKEv2 Internet Key Exchange version 2 
IMSI International Mobile Subscriber Identity
IMT-2020 International Mobile Telecommunications-2020
KE Key Exchange
LFM Linkability of Failure Message attack 
MAC Message Authentication Code
SIGMA Sign and MAC 
SQN Sequence Number
SUCI Subscription Concealed Identifier 
SUPI Subscription Permanent Identifier
TLS Transport Layer Security
UE User Equipment
[bookmark: _Toc145129270]5 Conventions
[bookmark: bookmark=id.44sinio][bookmark: bookmark=id.lnxbz9][bookmark: bookmark=id.35nkun2][bookmark: bookmark=id.1ksv4uv]The keywords “is required to” indicate a requirement which must be strictly followed and from which no deviation is permitted if conformance to this document is to be claimed. 
The keywords “is recommended” indicate a requirement which is recommended but which is not absolutely required. Thus, this requirement need not be present to claim conformance.
The keywords “can optionally” indicate an optional requirement which is permissible, without implying any sense of being recommended. This term is not intended to imply that the vendor’s implementation must provide the option and the feature can be optionally enabled by the network operator/service provider.  Rather, it means the vendor may optionally provide the feature and still claim conformance with the specification.
In this Draft Recommendation and its appendices, the words shall, shall not, should, and may sometimes appear, in which case they are to be interpreted, respectively, as is required to, is prohibited from, is recommended, and can optionally. The appearance of such phrases or keywords in an appendix or in material explicitly marked as informative are to be interpreted as having no normative intent.
[bookmark: _Toc145129271]6 Overview
The security of communication between telephony subscribers and their service providers requires mutual authentication and key agreement. In 5G systems, these requirements are fulfilled by either EAP-AKA’ or 5G-AKA, both Authentication and Key Agreement (AKA) protocols. EAP-AKA’ and 5G-AKA are quite similar with identical message flows but with minor differences in the way various keys get derived. Therefore, only 5G-AKA is considered in this paper.
[bookmark: _Toc145129272]6.1 5G-AKA protocol
See [b-3GPP TS 33.501], [b- Khan]
TBD

[image: ]
Figure 1 5G-AKA protocol 
[bookmark: _Toc145129273]7 Authentication in 5G mobile networks
[bookmark: _heading=h.tyjcwt]According to the [b-3GPP TS 33.102], the following security features related to user identity confidentiality are provided:
· user identity confidentiality: the property that the permanent user identity (SUPI) of a user to whom a service is delivered cannot be eavesdropped on the radio access link;
· user location confidentiality: the property that the presence or the arrival of a user in a certain area cannot be determined by eavesdropping on the radio access link;
· user untraceability: the property that an intruder cannot deduce whether different services are delivered to the same user by eavesdropping on the radio access link.
However, intruder may violate all these features during authentication procedure in the 5G system. Section 8 shows that the LFM attack and the SUCI replay attack violate user location confidentiality and untraceability. The SUPI check attack violates all the features above. 
The need to improve authentication protocol is justified. Using both sides random values is recommended for these purposes.
[bookmark: _Toc145129274]8 Linkability attacks
[bookmark: _Toc145129275]8.1 The LFM attack
In the Linkability of Failure Message attack (the LFM attack) (see [b-3GPP TR 33.846], [b‑Arapinis]), the attacker can detect the presence of a victim subscriber, in one of his monitored areas. 
The active attacker needs to have previously intercepted one legitimate authentication request message containing the pair (RAND, AUTN) sent by the network to UE. The captured authentication request can be replayed by the adversary each time he wants to check the presence of UE in a particular area. In fact, thanks to the error messages, the adversary can distinguish any UE from the one the authentication request was originally sent to. On reception of the replayed authentication challenge and authentication vectors (RAND, AUTN), the victim UE successfully verifies the MAC and sends a synchronisation failure message. However, the MAC verification fails when executed by any other UE, and as a result a MAC failure message is sent. The implementation of few false base stations would then allow an attacker to trace the movements of a victim UE, resulting in a breach of the subscriber's untraceability.
[image: ]
Figure 2 LFM attack


[bookmark: _Toc145129276]8.2 The SUCI replay attack
In the SUCI replay attack (see [b-3GPP TR 33.846], [b-Fouque]) the attacker can detect the presence of a victim subscriber, in one of his monitored areas. 
The attacker records a SUCI that is used over the radio interface by a UE. Next, the attacker sets up a base station in some location and actively changes the registration request of users registering to this base station. If some UE’ makes a registration request to this false base station operated as a relay by the same attacker, the attacker can modify registration request message of UE’ by exchanging the SUCI’ used in this request by the previously captured SUCI of UE. The modified request is forwarded to the network. The attacker observes whether a successful AKA run is performed, and the network accepts the registration request. If so, then UE’ needs to be the same as UE. The implementation of few false base stations would then allow an attacker to trace the movements of a victim UE, resulting in a breach of the subscriber's untraceability. 
[image: ]
Figure 3 SUCI replay attack
[bookmark: _Toc145129277]8.3 The SUPI check attack
In the SUPI check attack (see [b-3GPP TR 33.846]), the attacker can determine whether a valid SUPI belongs to the victim subscriber or not.
At the beginning of the attack, the adversary has some value of SUPI’ that he wants to check and generates SUCI’ corresponding to it. Next, his actions are the same with SUCI replay attack. The attacker intercepts SUCI sent by the subscriber and changes it to SUCI’. Then he observes whether a successful AKA run is performed. If so, SUPI’ needs to be the same as SUPI of victim subscriber.
[image: ]
Figure 4 SUPI check attack

[bookmark: _Toc145129278]9 How to mitigate threats
TBD
Problem of mitigating these attacks can be solved by adding UE’s random value to the argument of the functions . As a random value, an ephemeral public key, which is x-coordinate of the elliptic curve point from ECIES scheme [b-3GPP TS 33.501], can be used. Both sides random values provide replay protection. The same method is used in SIGMA-like protocols [b-Krawczyk], for example TLS 1.3 [b‑IETF RFC 8446] and IKEv2 [b-IETF RFC 7296] protocols. The Figure 5 shows a possible modification of 5G-AKA protocol.
[image: ]
Figure 5 modified 5G-AKA protocol 
[bookmark: _Toc145129279]10 Guidelines for increasing security of the AKA protocols in IMT-2020 and beyond
It is recommended to add random value on the UE side in 5G-AKA (EAP-AKA’) protocols to mitigate replay attacks, namely the LFM attack, the SUCI replay attack and the SUPI check attack. X-coordinate of the elliptic curve point from ECIES scheme can be used as a random value. 
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