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Recommendation ITU-T X.sc-5gsec
Security controls for operation and maintenance of 5G network systems
Summary
This Recommendation provides comprehensive guidance on securing the 5G System during operation and maintenance phases in practice. The described security threats and recommended security controls are the result of a threat analysis.
The focus of this Recommendation is the 5G Standalone (5G SA) system as well as the virtual infrastructure and associated management systems that are expected to form the foundation for 5G deployments. Furthermore, consideration has been given not only to technology, but also people and process aspects affecting the security of 5G services. Recommended security controls are described at a high-level and reference established standards and best practices where relevant.
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Introduction
<Optional – This clause should appear only if it contains information different from that in Scope and Summary>


Recommendation ITU-T <No.>
Security controls for operation and maintenance of 5G network systems
[bookmark: _Toc108956734]1	Scope
This Recommendation provides recommended security controls for 5G networks systems including NFV (Network Functions Virtualization), RAN (Radio Access Network), network slicing, and MEC (Multi-access Edge Computing). This Recommendation covers:
· Security threats for 5G network systems, categorized in the high-level threats.
· Recommended security controls, categorized in the major control domains.
[bookmark: _Toc108956735]2	References
The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
[ITU-T X.yyy]	Recommendation ITU-T X.yyy (date), Title.
[bookmark: _Toc108956736]3	Definitions
<Check in the ITU-T terms and definitions database at www.itu.int/go/terminology-database whether the term has already been defined in another Recommendation. It would be more consistent to refer to such a definition rather than to redefine the term>
[bookmark: _Toc108956737]3.1	Terms defined elsewhere
<Normally, terms defined elsewhere will simply refer to the defining document. In certain cases, it may be desirable to quote the definition to allow for a stand-alone document. Before defining a new term, verify whether it has already been defined in the official ITU terminology database, at www.itu.i.nt/go/terms. >
This Recommendation uses the following terms defined elsewhere:
3.1.1	<Term 1> [Reference]: <optional quoted definition>.
3.1.2	<Term 2> [Reference]: <optional quoted definition>.
[bookmark: _Toc108956738]3.2	Terms defined in this Recommendation
This Recommendation defines the following terms:
3.2.1	<Term 3>: <definition>.
[bookmark: _Toc108956739]4	Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
3GPP		Third Generation Partnership Project
5G NR		5G New Radio
AF		Application Function
AMF		Access and Mobility management Function
API		Application Programming Interface
AUSF		Authentication Server Function,
CP		Control Plane
CU		Centralized Unit
(D)DoS	(Distributed) Denial of Service
DU		Distributed Unit
gNB		gNodeB,
GPRS		General Packet Radio Service
GTP		GPRS Tunnelling Protocol
HBRT		Hardware-based Root of Trust
IDS/IPS	Intrusion Detection/Prevention System
IPUPS		Inter PLMN UP Security
JOSE		Javascript Object Signing and Encryption
JWS		JSON Web Signature
JWT		JSON Web Tokens
LADN		Local Area Data Network
MANO	Management and Network Orchestration
ME		Mobile Equipment
MEC		Multi-access Edge Computing (also: Mobile Edge Computing)
MitM		Man-in-the-Middle
MNO		Mobile Network Operator 
N3IWF	Non-3GPP Interworking Function
NAS		Non-Access Stratum protocol
NDS		Network Domain Security
NEF		Network Exposure Function.
NF		Network Function
NFV		Network Functions Virtualization
NFVI		Network Functions Virtualization Infrastructure
NFVO		NFV Orchestrator
NRF		Network Repository Function
OAM		Operation, Administration and Maintenance
OS		Operating System
PCF		Policy Control Function
PDCP		Packet Data Convergence Protocol
PKI		Public Key Infrastructure
PLMN		Public Land Mobile Network
QoS		Quality of Service
RRC		Radio Resource Control
(R)RU		(Remote) Radio Unit 
RAN		Radio Access Network
SCP		Service Communication Proxy
SDN		Software Defined Networking
SEAF		Security Anchor Function
SEPP		Security Edge Protection Proxy
SMF		Session Management Function
SNMP		Simple Network Management Protocol
SR-IOV	Single-root input/output virtualization
SSH		Secure Shell Protocol
SUCI		Subscription Concealed Identifier
SUPI		Subscription Permanent Identifier
TLS		Transport Layer Security
TNGF		Trusted Non-3GPP Gateway Function
UDM		Unified Data Management
UE		User Equipment
UP		User Plane
UPF		User Plane Function
USIM		Universal Subscriber Identity Module
VIM		Virtualized Infrastructure Manager
VNF		Virtual Network Function
VNFI		Virtual Network Function Image
VNFM		VNF Manager
[bookmark: _Toc108956740]5	Conventions
<Mandatory clause. Describe any particular notation, style, presentation, etc. used within the Recommendation, if any. If none, write "None.">
[bookmark: _Toc108956741]6	Overview
[bookmark: _Toc108956742]6.1	Specific terms for threat and control in this Recommendation
6.1.1	Threat description
Threats are categorized according to threat model in common such as STRIDE-LM and threat category in high level (High-Level Threat) is summarized with the mapping to related security property in Table 1.

Table 1: High-Level Threats and Related Security Properties
	High-Level Threat
	Related Security Property

	Spoofing
	Authentication

	Tampering
	Integrity

	Repudiation
	Non-repudiation

	Information Disclosure
	Confidentiality

	Denial of Service
	Availability

	Elevation of Privilege
	Authorization

	Lateral Movement
	Network Segregation



Given the complexity and increased exposure of the 5G System towards multiple external entities, network segregation and policy enforcement on security boundaries is crucial for ensuring security.
Threat Actors are individuals or groups of people who, intentionally or unintentionally, can materialize threats against the 5G System. Depending on their role and level of access, they are expected to have access to certain attack vectors and be able to mount different types of attacks. This Recommendation classifies threat actors into the following categories:
· Internal actors:
· Negligent insiders (Ⓝ)
· Malicious insiders (Ⓜ)
· External actors:
· Suppliers and service providers (Ⓢ)
· Enterprise and end customers (Ⓒ)
· Other external parties (Ⓞ), incl. hackers, organized crime, etc.
This guideline does not consider different capability levels of threat actors (e.g., script kiddie, skilled individuals, nation state actors), but instead limits itself to outlining which type of controls are required to ensure basic protection against the threats identified. Readers are encouraged to perform an in-depth risk assessment customized for their specific environment and augment the recommended controls as appropriate.

6.1.2	Control description
Control domains are used to group security controls based on the nature of the security challenges they are supposed to mitigate. This includes not just technology, but also people and process considerations. Control domains used throughout this document include:
· Organizational Controls
· People Controls
· Operational Controls
· Physical Controls
· Technical Controls
Control types describe when a given control is performed with regards to the occurrence of an information security incident. This includes the following types:
· Preventive: Controls performed prior to a security incident in order to prevent its occurrence.
· Detective: Controls performed continuously throughout a system’s operation in order to identify security incidents as they occur.
· Corrective: Controls performed during and after a security incident in order to, for example, minimize its impact and recover from adverse situations.
Security concepts describe how a given control addresses a certain security threat. This Recommendation uses the terminology as defined in ISO/IEC TS 27110 [01], which defines the following concepts: 
· Identify: Develop an organizational understanding to manage cybersecurity risk concerning people, operation, capabilities, physical and software assets. The Identify Function enables organizations to focus and prioritize the risks.
· Protect: Develop and implement appropriate safeguards to ensure delivery of critical business services. The Protect Function enables organizations to limit or contain the impact of a potential cybersecurity event.
· Detect: Develop and implement capabilities to identify the occurrence of a cybersecurity event. The Detect Function enables organizations to discover of security incidents in a timely manner.
· Respond: Develop and implement capabilities to take action in the event of a cybersecurity incident. The Respond Function enables organizations to limit or contain the impact of an incident.
· Recover: Develop and implement appropriate activities to maintain plans for resilience and to restore any capabilities or services that were impaired due to cybersecurity incident. The Recover Function enables organizations to recover to normal operations timely to reduce the impact from a cybersecurity incident.
Note: The term “Security Concept” may be used interchangeably with “Security Functions”, which is the terminology employed by the NIST Cybersecurity Framework [02].

[bookmark: _Toc108956743]6.2	Structure of this Recommendation
The remainder of this Recommendation is structured into three main clauses. 
Clause 7 serves as an introduction to the technical foundations of the 5G System, including its high-level architecture, considerations on virtualized network deployments as well as the service provisioning models Network Slicing and Multi-Access Edge Computing. 
Clause 8 summarizes the threats identified during the preparation of this guideline, categorized in the high-level threats. Each threat is assigned a unique threat identifier and linked to the threat actor(s) who may act on it. 
Clause 9 describes recommended security controls, categorized in the major control domains outlined in clause 6.1.2. Each control is assigned a responsible party expected to implement and/or enforce it. Controls reference the threat(s) they are supposed to address. Furthermore, they contain a high-level prioritization based on the impact assessment of the 5G System described in clause 7.5.

[bookmark: _Toc108956744]6.3	How to use this Recommendation
This Recommendation ought to be a starting point in securing 5G deployments. By presenting security threats to the 5G System and relevant security controls in a structured manner, it aims to provide readers with practical advice on identifying and addressing common security challenges. Rather than specifying each security control in full detail, the document assumes that readers adapt control prioritization and implementation to their individual scenario and the associated security risk. An exemplary approach for using the guideline as part of an organization’s continuous risk management activities is outlined below.
1. Identify: Start with assessing the security risk landscape of your individual 5G System deployment by performing a Threat and Risk Assessment (TARA). Rather than aiming for full detail, start with a high-level assessment and improve iteratively. Key considerations to be taken into account during this initial step include:
· Who are the users of the 5G network (e.g., public or private deployment)?
· Which entities require access to the network infrastructure and services (e.g., internal staff, system integrators, third-party service integrations)?
· What use cases and associated data is carried over the 5G System (e.g., machine-to-machine communication, mobile broadband, voice)?
· Where are different 5G System components deployed (e.g., private, hybrid, or shared infrastructure)?
2. Prioritize: Based on the findings in step 1, select relevant security controls described in this Recommendation. Utilize the provided criticality as a starting point and refine the prioritization of controls according to your individual risk profile. This process should be informed by different considerations, such as:
· What are high-impact, high-likelihood risks on the 5G System in question?
· Which security controls already exist in some form?
· How mature are the existing controls?
Note: Depending on the exact scenario, certain controls may be either not covered by this guideline or not relevant as described. The aim of this document is to provide a sensible baseline, not an exhaustive list of threats and controls.
3. Adapt and expand: Once the control prioritization is determined, develop a concrete implementation plan. The guidance provided in the controls clause should be understood as an outline of fundamental best practices. Use the external resources referenced in order to confirm the completeness of existing controls and supplement them based on your individual risk profile.
4. Review and improve: The risk landscape of the 5G System is constantly evolving, either due to emerging vulnerabilities or changes in how the system is used and by whom. For this reason, it is required to regularly review the risk assessment of the 5G System and re-assess the adequacy of security controls.

[bookmark: _Toc108956745]7	Key technical concepts of 5G system
This clause introduces the main technologies in scope of this Recommendation. Clause 7.1 lists 5G Network Functions that are part of the threat model. Clause 7.2 outlines key components of the ETSI NFV reference model and their trust relationship in different deployment scenarios. Clause 7.3 introduces the concept of Network Slicing. Clause 7.4 provides the main MEC building blocks and the unique security considerations of this architecture. Clause 7.5 provides a high-level criticality of different 5G System domains to guide the prioritization of security controls.
[bookmark: _Toc108956746]7.1	5G System
The 5G System as defined by 3GPP comprises the following three network domains: 
· User Equipment (UE), made up of Mobile Equipment (ME) and Universal Subscriber Identity Module (USIM);
· Radio Access Network (RAN), connecting UEs with the Core Network, consisting of several gNB; and
· Core Network (Core), comprising Network Functions enabling key functionalities of a mobile network, including but not limited to, authentication and authorization, subscriber mobility, data routing to and from external data networks, rating, and billing.
Focus of the present guideline are the Radio Access and Core Network. Since the 5G specifications allow for deployment options with a disaggregated RAN, the gNB is further broken down into the following functional components: 
· Radio Unit (RU), implementing the digital front-end, physical layer as well as beamforming functionality;
· Distributed Unit (gNB-DU), handling physical layer, data link layer and -depending on the implementation- parts of the gNB logic; and 
· Centralized Unit (gNB-CU), managing higher-layer protocols such as RRC and PDCP.
The 5G Core Network is made up of several Network Functions that jointly deliver the central functionality of a public mobile network. It utilizes API-driven communication that enables flexibility, scalability, and extensibility by exposing selected network services to third-party Application Functions or external data networks. This security guideline focusses on the following Network Functions of 5G SA deployments:
· AMF, mediating authentication between UE and AUSF and managing mobility
· SMF, managing a subscriber's end-to-end PDU sessions
· AUSF, performing subscriber authentication against data stored in the UDM
· UPF, forwarding User Plane traffic between the UE and external data networks
· UDM, storing subscriber information in the home network, incl. permanent security credentials
· SEPP, enforcing security on interconnect messages and performing further security functionality, such as message filtering and rate limiting
· NEF, enabling controlled network service exposure to third-party networks
· NSSF, supporting the AMF on slice discovery and selection
· AF, generic Network Function performing services outside of the network’s core capabilities; may be provided by external third parties
· NRF, storing information about available Network Functions, service capabilities, and NF instance health information
· SCP, providing connectivity services NFs in the 5G Core Network

[image: ダイアグラム
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Figure 1: 5G System Overview

Figure 1 illustrates the above-mentioned Network Functions as well as the logical flows of communication labelled by reference points as specified by 3GPP [03][04].
Beyond these specialized Network Functions required to provide 5G communication services, mobile operators also operate various support systems. These systems aid, for example, network operations and maintenance tasks, subscription management or charging and billing. Although they usually do not directly control individual network elements, these support systems are where high-level orchestration and lifecycle management takes place. Therefore, their security relevance has to be taken into account as well.

[bookmark: _Toc108956747]7.2	Network Function Virtualization
Network Function Virtualization (NFV) is an architecture framework for deploying communication networks building on virtualization and software defined networking. Instead of traditional monolithic appliances, Virtual Network Functions (VNFs) run on a common virtual platform on top of commodity hardware providing basic services such as compute, storage, and networking. The NFV reference model specified by ETSI is shown in Figure 2.
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Figure 2: Network Function Virtualization reference model according to ETSI GS NFV 002 [44]

5G deployments are expected to rely heavily on NFV to achieve the flexibility and elasticity required by many of the 5G use cases. From a security perspective, the shift to NFV introduces both benefits and drawbacks. On one hand, a common infrastructure stack and the streamlined management that comes with it can greatly improve the enforcement of security policies, configuration and patch management, and operational visibility throughout the network. On the other hand, the virtualization layer introduces an additional level of complexity requiring security precautions to protect both the physical host as well as the virtual workloads. This is particularly crucial in scenarios where the Virtual Network Function operator and the NFV Infrastructure (NFVI) provider are two separate entities.
This Recommendation assumes two potential operating models for NFV environments which should cover the majority of real-world deployments:
· The Mobile Network Operator controls the virtual workload, the NFVI, and the Management and Orchestration (MANO) domain.
· The Mobile Network Operator controls the virtual workloads and network orchestration but relies on a third party to operate the NFVI and associated management systems.
Note, that organizations will not necessarily rely on one of these operating models only. For example, a network operator managing its own infrastructure for central network functions, can still utilize third-party cloud services for certain use cases, such as Multi-Access Edge Computing.

[bookmark: _Toc108956748]7.3	Network Slicing
Network Slicing is a service delivery concept that provides a designated group of subscribers a virtual private network with a specific service level. These so-called network slices are provisioned on top of the shared 5G infrastructure and are isolated from other data traffic. They may be accessible to all subscribers or require additional, slice-specific authentication before use.

Depending on how slice segregation is implemented, one can distinguish soft slicing and hard slicing. Soft slicing refers to a purely logical isolation of different data planes, for example, using dedicated tunnels on IP layer. Hard slicing, on the other hand, describes the provisioning of dedicated resources (virtual or physical) for each network slice instance, thereby avoiding any resource competition between two slices and achieving a higher degree of isolation.

[bookmark: _Toc108956749]7.4	Multi-Access Edge Computing
Multi-Access Edge Computing (MEC) is an architecture concept that aims to provide cloud computing capabilities in close geographical location to the end user. Running user plane applications on the network edge enables 5G operators to offer ultra-low latency, high-throughput connectivity. Use cases expected to benefit from such offerings include connected cars, Virtual and Augmented Reality (VR/AR), and cloud gaming. 
The concept of MEC is closely coupled to virtualization, which facilitates efficient deployment, scaling, and migration of workloads on the edge. This is also reflected in the MEC reference model by ETSI, shown in Figure 3, which is largely overlapping with that of ETSI NFV.
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Figure 3: Multi-Access Edge Computing reference model according to ETSI GS MEC 003 [43]

Aside from the considerations that apply to NFV deployments in general, the MEC service and deployment model exhibit several distinctive features relevant to security:
· Third-party software running on the MEC platform can fail to meet the security requirements posed to standard Network Functions. Since MEC apps are deployed as an integral part of the mobile network, this could have adverse security implications on both subscriber data and the mobile network itself.
· AF-assisted routing MEC apps may be accompanied by third-party Application Functions (AF) influencing routing decisions either directly via the PCF or indirectly via the NEF. This functionality opens the door for intentional or unintentional Denial of Service (DoS) against subscribers.
· Restricted computing resources of individual Local Area Data Networks (LADN) can make it easier for adversaries to mount DoS attacks. However, the impact of such attacks on MEC services is expected to be limited to a small geographical area.
· Limited physical security controls of edge deployments could provide a weaker level of protection than that of central 5G Core Network Functions, rendering the MEC platform more susceptible to local attacks.

[bookmark: _Toc108956750]7.5	Criticality of 5G System Domains
Calculating the risk associated to a specific asset usually involves estimating impact and likelihood of a potential threat. However, obtaining dependable threat likelihood figures that would be required for a quantitative assessment is difficult in the absence of sufficient data. Conversely, a qualitative estimation of the likelihood is bound to be highly subjective. Due to these limitations, the approach taken by this guideline is an analysis of the security impact of a particular system domain when compromised. Based on the architecture of the 5G System and the data handled by certain network entities, the potential security impact can be assessed to a reasonable degree of certainty.
Different levels of security impact in the context of the 5G System are understood to correlate with the number of subscribers and the sensitivity of data that would be affected in the event of an incident. For example, a compromised Core Network Function likely affects a large number of subscribers, while a gNB only affects people in a specific area. While a data breach in the gNB can affect user communication, certain Network Functions in the Core Network could reveal data, such as long-term credentials that would carry an even greater impact to the security of the entire subscriber communication. Accordingly, Table 2 summarizes the estimated impact of data breaches, data tampering, and unavailability of network entities per 5G System domain. The overall criticality of a domain is equal to the most significant impact estimate in either of the three categories.
This high-level categorization aligns with the EU coordinated risk assessment on cybersecurity in 5G networks [47]. This report, published by the European Commission in 2019, is the result of a security risk assessment performed by the European member states.

Table 2: (Indicative) Criticality of 5G System Domains
	System Domains
	Example Network Functions/Entities
	Impact of Data Breach
	Impact of Data Tampering
	Impact of Un-availability 
	Overall Criticality

	5G Core 
Network 
	AMF, SMF, UPF, AUSF, UDM, NRF, SCP, SEPP, etc.
	Critical
	Critical
	Critical
	Critical

	NFV
Management
and Support
Systems
	NFV Orchestrator & Security Manager, VNF Managers, etc.
	High
	Critical
	Critical
	Critical

	5G Radio 
Access
Network
	gNB, non-3GPP Access
	High
	High
	High
	High

	(Non-MANO) Support Systems
	Rating/Billing, etc.
	High
	High
	Moderate
	Moderate/High

	Transport & Transmission Functions
	Routers, Switches, etc.
	Moderate
	Moderate
	High
	Moderate/High

	Internetwork Exchanges
	External data networks, e.g., public internet, edge clouds
	Moderate
	Moderate
	High
	Moderate/High



Figure 4 illustrates the different domains of the 5G System and the associated criticality levels that can be assumed in an end-to-end picture. From this illustration, one can deduce that central network components that have a direct impact on the system’s integrity, availability, or the confidentiality of data are the most critical to be protected.
The criticality should be understood as an indication informing the prioritization of security controls. Generally, this guideline assumes a control priority equal to the security criticality of the domain it addresses, as shown in the Table 3. Specific network functions or elements within these domains can have protection requirements that are either lower or higher.

Table 3: Mapping between criticality and control priority
	Domain Criticality
	(Indicative) Priority of related Controls

	Critical
	Critical

	High
	High

	Moderate/High
	Moderate/High



As outlined in clause 6, the priority of individual security controls should be determined according to the system context, for example, as part of a comprehensive risk assessment performed by 5G operators and 5G technology suppliers.
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Figure 4: Criticality of different network domains in the 5G System.

[bookmark: _Toc108956751]8	Security threats for 5G system
This clause outlines the identified threats to the 5G System and supporting technologies. Clause 8.1 describes common security threats that are generally applicable to all areas of the 5G System. Clause 8.2 and beyond describe specific threats to individual system domains.

[bookmark: _Toc108956752]8.1	Generic security threats
8.1.1	Spoofing
8.1.1.1	Network Spoofing
	[bookmark: _Hlk105928144]Threat ID
	#TC_S_01

	Related Threat Actors
	ⓂⓈⒸⓄ


Spoofing attacks targeting network protocols can occur on multiple layers of the 5G System, whenever authentication between communication parties is not strictly enforced. Well-known examples include, for example:
· MAC spoofing: an attack that changes or impersonates the real MAC address of a targeted device to bypass access blocks at the network identifier level
· IP spoofing: an attack that replaces a packet header’s source IP address with a fake, or spoofed IP address
· DNS spoofing: an attack that corrupts DNS data (such as domain name and IP address) to redirect traffic to a fraudulent site

8.1.1.2	Spoofing of Software Packages
	Threat ID
	#TC_S_02

	Related Threat Actors
	ⓂⓈⒸⓄ


Malicious actors may attempt to spoof third-party software components or software updates in order to infiltrate an organization’s IT infrastructure. Unless the original source of software can be reliably verified, this supply chain attack vector can be used to mount follow-up attacks.

8.1.1.3	Phishing
	Threat ID
	#TC_S_03

	Related Threat Actors
	ⓂⓈⒸⓄ


Spoofing attacks are not always targeted against technology but can attempt to deceive people as well. These so-called phishing attacks may utilize methods, such as website spoofing, email spoofing, and voice phishing (vishing) over the phone. As such, phishing attacks can be considered a specific form of Social Engineering. The impact of a successful phishing attack can be severe, depending on the victim’s privileges, such as access to sensitive information or restricted services. The potential impact of such attacks may include:
· breach of sensitive information, e.g., entered into a spoofed website;
· loss of control, e.g., over an account taken over with a phished password; and
· financial loss, e.g., following a CEO fraud vishing attack.

8.1.2	Tampering
8.1.2.1	Tampering with Data in Transit
	Threat ID
	#TC_T_01

	Related Threat Actors
	ⓂⓈⒸⓄ


Unintended modification of information when data is exchanged over the network may occur due to a lack of integrity protection by the protocol itself, or failure of the receiving party to validate the integrity of the information received. Such conditions may occur, for example, due to:
· flawed implementation or configuration of network protocols;
· use of insecure cryptographic algorithms; or 
· breach of cryptographic keys. 
Ensuring the integrity of network data in transit is particularly important for management traffic, including administrative access, configuration, and log data.

8.1.2.2	Tampering with the Physical Platform
	Threat ID
	#TC_T_02

	Related Threat Actors
	ⓂⓈⓄ


Tampering may also be targeted at the computing platform itself, with adversaries trying to compromise fundamental system components such as security co-processors or internal communication channels. These attacks may be enabled by insufficient physical protection of the overall system or exposure of unnecessary hardware interfaces (e.g., debugging ports).

8.1.2.3	Tampering with Software Packages
	Threat ID
	#TC_T_03

	Related Threat Actors
	ⓂⓈⓄ


Software packages, incl. source code, binaries, container images, and virtual machine images, can be tampered with at multiple stages of their lifecycle. Such modification may occur from initial development to procurement, storage, deployment, and eventually operation. They can be unintentional, for example, caused by:
· Network transmission errors; or
· Data degradation.
Alternatively, they can also be intentional, involving malicious acts, such as:
· Tampering with the source code itself or its external dependencies;
· Tampering with software development or build environments; or
· Tampering with the final software product, e.g., by reverse engineering.
In the worst case, an attacker manages to modify software products to introduce malicious code or vulnerabilities as a “backdoor” allowing for follow-up attacks further down in the supply chain. A backdoor refers to a covert entrance to a computer system that can be used to bypass security controls. A backdoor could be created by the system developer intentionally or unintentionally through flaws in the implementation. If not discovered during security testing, backdoors can threaten the 5G network and its users by allowing malicious actors to take control over the systems. Examples of technology backdoors include, among others, redundant or hidden interfaces, libraries, features, or user accounts; hidden system parameters and intentional vulnerabilities allowing third parties to circumvent legitimate authentication and authorization.

8.1.2.4	Tampering with Stored Data
	Threat ID
	#TC_T_04

	Related Threat Actors
	ⓃⓂⓈⓄ


Similar to binary software packages, other forms of data stored on a computer system may also be subject to tampering. This could be caused by, for example:
· Unintentional data modification by negligent insiders;
· Intentional tampering by insiders with control over system components, incl. 5G network functions and underlying cloud infrastructure; or
· Intentional tampering by malicious intruders.
Data subject to tampering could include user data, application binaries, log files, or others. It is especially critical when targeted at system or service configuration files, since alteration of these can easily promote subsequent security threats.

8.1.2.5	Data Poisoning
	Threat ID
	#TC_T_05

	Related Threat Actors
	ⓂⓈⓄ


An increasing number of software applications, incl. security-related applications, utilize Artificial Intelligence or Machine Learning (AI/ML). The functionality of this class of algorithms depends significantly on the data set that is used to train the AI/ML model. If a malicious actor is able to influence these training data, it can have negative effects on the performance of the overall application, depending on the type of algorithm and application, such as:
· false classification, e.g., incorrectly identifying spam emails; or
· flawed anomaly detection, e.g., causing weaker intrusion detection capabilities.
This threat not only applies to models under an organization’s own control, but also those of external suppliers.

8.1.3	Repudiation
8.1.3.1	Modification of Log Data
	Threat ID
	#TC_R_01

	Related Threat Actors
	ⓂⓈⓄ


Reliable system log data is at the core of running effective security operations. As such, this information needs to be protected from tampering at rest and in transit. Common threats to the integrity of log files are the use of local storage at the data origin, the transfer of log files over insecure protocols, or insufficient protection of central logging servers.

8.1.3.2	Account Takeover
	Threat ID
	#TC_R_02

	Related Threat Actors
	ⓂⓄ


Accounts of legitimate users could be abused to facilitate an attack when taken over by a malicious actor. Well-known examples for such attacks are Business Email Compromise and abuse of remote access systems. Such account takeovers may be facilitated by use weak credentials, leaked secrets, or lack of multi-factor authentication.

8.1.4	Information Disclosure
8.1.4.1	Cryptographic Attacks
	Threat ID
	#TC_R_02

	Related Threat Actors
	ⓂⓄ


Cryptography is vital for ensuring confidentiality of data transferred over the network. However, if not implemented and configured properly, cryptographic controls could fail to provide the expected protection against targeted attacks and potentially even give a false sense of security. Common attacks against cryptographic controls include:
· Collision attacks: an attack on a cryptographic hash function that attempts to find two inputs resulting in the same hash value, i.e., a hash collision
· Oracle attacks: an attack on a system that abuses a weakness as an “oracle[footnoteRef:1]” revealing information about the system or processed data to the attacker [1:  Oracles are hints that a system under attack provides to the attacker.] 

· Brute-force attacks: an attack that utilizes trial-and-error against authentication challenges, cryptographic control, and others, to obtain sensitive information

8.1.4.2	Side Channel Attacks
	Threat ID
	#TC_I_02

	Related Threat Actors
	ⓈⒸⓄ


Adversaries may use covert channels to bypass security controls and obtain additional information on a system, either resulting in a security incident directly or providing the attacker with additional information that in turn can be used to mount a consecutive attack. Possible side channels are:
· system power usage
· emitted electromagnetic waves
· emitted sound
It should be noted that side channel attacks are not only relevant to physical systems, but also virtualized workloads and communication infrastructure, such as network slices. A lack of isolation between workloads running on the same hardware can enable neighbouring workloads to obtain information about each other based on changes in resource utilization or response behaviour.

8.1.4.3	System Fingerprinting
	Threat ID
	#TC_I_03

	Related Threat Actors
	ⓂⓄ


Systems can also reveal information more overtly than via covert channels. If not hardened properly, attackers may analyse a system's exposed components and functions, debug messages, or the general response behaviour to deduce security-relevant information. This is particularly relevant to operating system services and applications with network connectivity, for example, network protocol implementations (TLS, SSH, SNMP, etc.), web servers, and application servers.

8.1.4.4	Malicious Software
	Threat ID
	#TC_I_04

	Related Threat Actors
	ⓃⓂⓈⒸⓄ


Malicious software, also known as Malware, takes many different forms and can violate different security properties, including confidentiality. In the context of the 5G System, it can target network products or supporting business systems, such as e-mail servers. Common examples for malicious software include rootkits, worms, trojan viruses, and ransomware. The latter is described in further detail in the clause on denial of service threats. 
Attackers can also attempt to deploy malicious software to technology vendors in order to attack victims further down in the supply chain, such as government organizations or corporations. As a result, the 5G network under attack may not provide the confidentiality, integrity, or availability that is expected of it. Depending on the use cases and applications it supports, this can impact purely digital assets or even people’s physical safety.

8.1.4.5	Social Engineering
	Threat ID
	#TC_I_05

	Related Threat Actors
	ⓃⓄ


Social engineering describes the act of deceiving others into revealing confidential information. A more generic term than Phishing, it can comprise various forms of information gathering, pretexting, and eventually engaging with the victim to perform the attack. Using these techniques, attackers can, for example, try to compromise user accounts of 5G operator’s personnel and abuse their privileges to attack the network and its services.

8.1.4.6	Intentional Data Breaches
	Threat ID
	#TC_I_06

	Related Threat Actors
	ⓂⓈ


Privileged insiders can be the cause of information disclosures intentionally if they breach confidential data themselves or aid third parties in obtaining unauthorized access. Note, that this includes, current staff, former employees who no longer work for the organization but may still have access to information, and also service providers who require a certain level of access to provide their services.

8.1.5	Denial of Service
8.1.5.1	Volumetric Attacks
	Threat ID
	#TC_D_01

	Related Threat Actors
	Ⓞ


Volumetric attacks attempt to use the target system’s network bandwidth in order to induce a denial of service situation for other legitimate communication peers. In order to achieve sufficiently high bandwidths, these attacks are usually performed in a distributed manner that is, using a large number of clients sending traffic towards the target system. Common types of volumetric attacks include:
· ICMP flood: a form of denial-of-service (DoS) attack in which an attacker sends a large number of ICMP packets to a targeted system in a short time
· UDP flood: a form of DoS attack in which an attacker sends a large number of UDP packets to a targeted system in a short time 
· Reflection/amplification attack: a form of distributed denial-of-service (DDoS) attack in which an attacker attempts to overload a targeted system by sending small requests to a large number of publicly available systems and tricking them into sending their -relatively large- responses to the system under attack

8.1.5.2	Protocol Attacks
	Threat ID
	#TC_D_02

	Related Threat Actors
	Ⓞ


Protocol level denial of service attacks try to induce a negative impact on service quality by taking up resources at the target system itself, such as example main memory or computing capacity. In order to do so, they commonly utilize weaknesses in network protocols or their implementations. Examples for protocol DoS attacks include:
· SYN flood: a form of DoS attack in which an attacker opens large number of TCP connections with the target system by sending SYN packets without finalizing connection establishment
· IP fragmentation attack: a form of DoS attack in which an attacker attempts to use all of the network bandwidth by exploiting the IP fragmentation mechanism
· Ping of death: a form of DoS attack in which an attacker sends non-standard, malicious ping messages, normally used to check connectivity to a system

8.1.5.3	Application Layer Attacks
	Threat ID
	#TC_D_03

	Related Threat Actors
	Ⓞ


Application layer attacks target the victim at higher system layers and attempt to create a denial-of-service situation by crashing the receiving application. Hence, this type of attack is usually enabled or facilitated by an implementation vulnerability that can be exploited. Possible entry points for application layer DoS attacks include application servers, web server, and other applications communicating over the network. Possible DoS attacks on application layer include:
· Slowloris attack: a form of DoS attack in which an attacker attempts to bind all resources of a targeted system and causes a service outage by keeping many HTTP connections to the web server open without disconnecting them
· R.U.D.Y. attack:  a form of DoS attack in which an attacker abuses HTTP Post messages by informing the receiving system of the amount of data to be expected, but then transmitting that data intentionally very slow

8.1.5.4	Physical Sabotage
	Threat ID
	#TC_D_04

	Related Threat Actors
	ⓂⓄⓈ


Denial of Service can also be induced by physical harm against the compute platform itself or the network infrastructure connecting it. This is especially relevant to deployments on the network edge (i.e., RAN and MEC components) that may be subject to less physical protection than traditionally more centralized Network Functions. With the introduction of distributed RAN in 5G, the attack surface for this type of attack may potentially increase, depending on the exact deployment scenario. Furthermore, it is not just the network elements itself that may be subject to sabotage or vandalism, but also supporting systems and utilities, such as power supplies.

8.1.5.5	Ransomware and other extortion schemes
	Threat ID
	#TC_D_05

	Related Threat Actors
	ⓃⓄ


Ransomware is a specific type of malicious software that encrypts a system’s data and restricts user access to it unless a ransom is paid to unlock it. Once a system is infected, ransomware usually spreads to other hosts in the same network. Ransomware may be embedded in email attachments, or hidden behind an ad or a link, in order to trick employees into unknowingly downloading ransomware onto their system. It may also spread via other channels from external suppliers to their customers, such as technology management channels. Hence, an initial infection in the IT domain can potentially spread into the 5G network domain as well, negatively impacting the availability of network services.
In addition to malicious software, attackers also employ other extortion schemes to pressure victims into making a ransom payment. This could include, for example, targeted network DoS attacks, account takeover, or threatening to release sensitive information. Moreover, different techniques can be combined into double- or even triple-extortion schemes.

8.1.5.6	Breach of Legislation
	Threat ID
	#TC_D_05

	Related Threat Actors
	ⓃⓄ


A fundamental prerequisite for operating public mobile networks is compliance to local laws and regulation. Unless basic security requirements prescribed in the legislation are effectively enforced, providing mobile network services is not allowed.

8.1.6	Elevation of Privilege
8.1.6.1	Vertical Privilege Escalation
	Threat ID
	#TC_E_01

	Related Threat Actors
	ⓂⓄⓈ


Vertical privilege escalation (privilege elevation) is aimed at obtaining a higher layer of permissions than intended. This assumes the attacker to have some limited access to the target system in the first place. By breaching or bypassing security controls, the attacker is able to obtain additional privileges.

8.1.6.2	Horizontal Privilege Escalation
	Threat ID
	#TC_E_02

	Related Threat Actors
	ⓂⓄⓈ


Horizontal privilege escalation is aimed at obtaining access to resources or services restricted to other parties. This is a type of impersonation attack in which the application performs the correct actions in communication with the user, only in the wrong security context. A successful account takeover (see clause 8.1.3.2) is an example for a horizontal privilege escalation, where the system in question may provide the appropriate services to the compromised account, albeit in the wrong security context, i.e., to the wrong user.

8.1.7	Lateral Movement
8.1.7.1	Network Lateral Movement
	Threat ID
	#TC_L_01

	Related Threat Actors
	ⓂⓈⒸⓄ


Malicious actors usually attempt to expand their reach in the network following an initial breach. The act of moving through the IT infrastructure while trying to avoid detection is referred to as Network Lateral Movement. This also includes attacks spreading across organizational boundaries, for example, affecting connected customers environments, following an initial breach at some point in the supply chain.
Similar to malicious actors, so can malicious software spread further inside an organization’s IT infrastructure. In order to do so, it does not always rely on direct network connectivity, but instead propagates through alternative channels, for example, removable storage media or shared storage.

[bookmark: _Hlk105932879][bookmark: _Toc108956753]8.2	Threats to NFV Infrastructure and MANO
8.2.1	Spoofing
8.2.1.1	Spoofing of NFV Workloads
	Threat ID
	#TM_S_01

	Related Threat Actors
	ⓂⓈ


If the NFVI fails to verify the provenance of software at the time of deployment, a malicious actor with control over MANO components can attempt to provision harmful NFV workloads. Such an incident can occur intentionally, for example, through an insider or third-party system integrator, or unintentionally if the VNF image has been tampered with. For the second scenario, please refer to “Tampering of VNF Images”.

8.2.2	Tampering
8.2.2.1	Tampering of VNF Images
	Threat ID
	#TM_T_01

	Related Threat Actors
	ⓂⓈⓄ


Software tampering can lead to the introduction of malicious code or vulnerabilities to VNF images. This can occur at various points in the supplier’s IT environment, during provisioning from suppliers to customers, or while the software is stored in customers’ VNF image library. If an attacker manages to tamper with a VNF image at any of these stages, the changes will affect every VNF instance created from it.

8.2.2.2	Tampering Information in Transit Between MANO Components
	Threat ID
	#TM_T_02

	Related Threat Actors
	ⓂⓄ


A lack of integrity protection between MANO components can lead to security incidents affecting large parts of the network, if malicious actors are able to modify the information exchanged. Such information may include network (security) policies, management and orchestration commands, or monitoring data. This threat affects the entire MANO domain, but is particularly crucial in scenarios in which MANO entities are controlled by separate entities and traffic is exchanged between security domains (e.g., high-level network orchestration by the 5G operator and NFVI orchestration by an external infrastructure provider).

8.2.3	Information Disclosure
8.2.3.1	Untrusted NFV Workloads
	Threat ID
	#TM_I_01

	Related Threat Actors
	ⓂⓈ


The virtualization layer implements crucial security functions by isolating host operating system and physical platform from NFV workloads. However, enabling certain functionalities within a VNF may require exposing parts of the platform to virtual workloads directly, without indirection through the virtualization layer. Care should be taken when deciding which workloads are granted this level of access, as such functionality increases the risk of untrusted software abusing the increased access to the host system. Examples include:
· Single-root I/O virtualization (SR-IOV) which allows virtualized software direct access to physical networking hardware
· Shared folders between host and guest operating system
· Direct access to host sockets (e.g., the Docker daemon socket)

8.2.3.2	VNF Sprawl
	Threat ID
	#TM_I_02

	Related Threat Actors
	ⓈⓃ


Virtualized deployments make it easier for developers and operational staff to provision additional resources if required. However, the unrestricted creation new workloads can make it difficult to enforce a consistent security baseline across the entire deployment and complicate operational security tasks, such as incident detection and response. Due to the increased attack surface and the lack of visibility, it increases the risk to the overall technology ecosystem.

8.2.4	Denial of Service
8.2.4.1	Resource Depletion through NFV Workloads
	Threat ID
	#TM_D_01

	Related Threat Actors
	ⓃⓂⓈ


Insufficient enforcement of usage quotas on virtualized workloads through the NFVI, can lead to a depletion of resources and thus, adverse effects on overall service quality. This may not only be caused by malicious workloads intentionally trying to cause a denial of service, but also legitimate ones consuming more resources based on their current utilization. Failure to enforce such resource limits can be caused by, for example, software vulnerabilities in the virtualization layer or simply improper configuration by the 5G operator.

8.2.4.2	Unavailability of Service Providers
	Threat ID
	#TM_D_02

	Related Threat Actors
	Ⓢ


In scenarios in which the NFV Infrastructure is provided by an external infrastructure provider, mobile network services are critically dependent on the availability of a third party. Therefore, any breach of Service Level Agreements (SLA) by these external parties, for example through unavailability, poses a threat to the mobile network.

8.2.5	Elevation of Privilege
7.2.5.1	Guest-to-Host Escape
	Threat ID
	#TM_E_01

	Related Threat Actors
	ⒸⓄ


A hypervisor or container engine is the software layer isolating virtual workloads from the host system and mediating between the two. If this isolation can be broken or circumvented by the virtualized workload at any point, it opens the door for malicious software compromising the NFVI. Such a hypervisor breakout may be enabled by various vulnerabilities in the host machine’s software stack. Past examples include flaws in the hardware emulation layer, hypervisor management tools, and even graphics drivers.

8.2.6	Lateral Movement
8.2.6.1	Lateral Movement within NFVI / MANO
	Threat ID
	#TM_L_01

	Related Threat Actors
	ⓂⒸⓄ


Similar to how a malicious actor can compromise individual systems to spread the reach of its attack, so can the compromise of central virtualization infrastructure facilitate network lateral movement. In particular, this applies to the following NFV system components:
· Virtualization Layer, which may allow attackers to easily spread their attack to different virtual workloads deployed on a given virtualization technology.
· MANO, which provides control over large parts of the network if not segmented properly. Especially critical are shared MANO domains for deployments of different trust levels (e.g., between MEC and 5G Core).

[bookmark: _Toc108956754]8.3	Threats to NFV Workloads
8.3.1	Spoofing
8.3.1.1	Spoofed Host Platform
	Threat ID
	#TW_S_01

	Related Threat Actors
	ⓃⓈ


Not only can spoofed software be the source security incidents, but a similar threat also exists when legitimate software is executed on an untrusted hardware platform. Unless the NFV environment can assert the host's trust level, there is a possibility for sensitive network components to be deployed in a security domain with a lower trust level. In the context of the 5G System this could mean, for example, that resources for a high-security network slice are processed and/or stored on lower-security infrastructure (e.g., an edge cloud). A situation like this could, for example, cause regulatory compliance issues if personal identifiable data is processed in a non-compliant environment.

8.3.1.2	Spoofed MANO Communication
	Threat ID
	#TW_S_02

	Related Threat Actors
	ⓈⒸ


The interface between a VNF and its VNF Manager is the key communication interface between a VNF instance and the NFV environment. Authentication on this logical channel is a critical prerequisite for secure communication between the VNF and the MANO domain, required for various management tasks, incl. migration, scaling, and deprovisioning. If security for these tasks cannot be guaranteed, an attacker can interfere in VNF lifecycle management.

8.3.2	Tampering
8.3.2.1	Active VNF Introspection
	Threat ID
	#TW_T_01

	Related Threat Actors
	ⓂⓈ


VNF introspection provides a powerful tool to monitor and even modify information within virtual workloads through the virtualization layer. However, if access to this functionality is not sufficiently controlled and monitored, it can be abused by a malicious actor to tamper with the VNF or the data processed. Depending on the deployment scenario, such malicious actor could be internal operational staff, or personnel of the cloud provider.

8.3.3	Information Disclosure
8.3.3.1	Passive VNF Introspection
	Threat ID
	#TW_I_01

	Related Threat Actors
	ⓂⓈ


Similar to the risk of tampering due to misuse of VNF introspection, so can this functionality be abused to mount passive attacks, extracting sensitive information about the virtual workload or the data processed.

8.3.3.2	Communication between NFV Workloads
	Threat ID
	#TW_I_02

	Related Threat Actors
	ⓂⓈ


In addition to isolation between virtualized workloads and the host system, the virtualization layer also needs to ensure isolation between the individual NFV workloads themselves. If the system fails to ensure this isolation, information in shared system memory, caches, or permanent storage may be accessible to peer VNF instances on the same system. The most prominent example of a breach of this kind is the Meltdown attack [05].

[bookmark: _Toc108956755]8.4	Threats to Radio Access Network
8.4.1	Spoofing
8.4.1.1	Rogue Base Stations
	Threat ID
	#TR_S_01

	Related Threat Actors
	Ⓞ


Attackers can impersonate legitimate radio transmission infrastructure in an attempt to mount a MitM attack between User Equipment and gNB. The nature of these attacks limits them to a very narrow location, as they require the malicious transceiver to deliver greater signal strength to the victim device than other legitimate base stations. If the mobile handset is successfully deceived into attaching to the serving network via such a fake base station, the entire traffic is exposed to the malicious actor, exposing non-encrypted traffic and enabling message tampering.

8.4.2	Tampering
8.4.2.1	Bid-down of User Equipment or Network Capabilities
	Threat ID
	#TR_T_01

	Related Threat Actors
	Ⓞ


Bid-down attacks try to abuse backwards compatibility of communication peers with the goal to negotiate potentially less secure configuration parameters of a given protocol. In the context of 3GPP radio access networks, this is particularly relevant to the establishment of RRC and NAS sessions between UE and the network.

8.4.2.2	Tampering of User Plane Traffic
	Threat ID
	#TR_T_02

	Related Threat Actors
	Ⓞ


User Plane data transferred over the 5G NR can also be modified by attackers. Security research in recent years has shown that missing integrity protection can be abused to mount severe attacks on the air interface [06]. In contrast to Control Plane traffic, integrity protection for the User Plane is an optional feature of the 5G technical specification, meaning that network operators have to explicitly activate it in their deployments. Besides sub-par configuration parameters, other factors impacting the protection of User Plane traffic in the RAN are, for example:
· lack of transport-layer protection for fronthaul, midhaul and/or backhaul
· UE implementations only supporting UP integrity protection at a rate below the maximum bandwidth

8.4.2.3	Tampering of Control Plane Traffic
	Threat ID
	#TR_T_03

	Related Threat Actors
	Ⓞ


In a more generic approach than the above modification of protocol parameters, attacks can try to tamper with Control Plane traffic throughout the entire session between UE and network. This kind of attack is possible if the RAN network implementation or configuration do not strictly enforce integrity protection on communication interfaces due to, for example:
· failure to prohibit illegal protocol parametrization in communication with the UE, e.g., in the RRC protocol
· lack of protection for fronthaul, midhaul, and backhaul communication

8.4.3	Information Disclosure
8.4.3.1	Eavesdropping Subscription Identifiers
	Threat ID
	#TR_I_01

	Related Threat Actors
	Ⓞ


5G operators need to ensure that long-term identifiers are never revealed on the air interface in plain text. Failure to do so, for example, by disabling the 5G SUPI concealment feature or operating RAN implementations allowing for paging by plaintext SUPI, creates the risk of identifiers being recorded by malicious actors and utilized for follow-up attacks.

8.4.3.2	Eavesdropping User Plane Traffic
	Threat ID
	#TR_I_02

	Related Threat Actors
	Ⓞ


Providing confidentiality of user data over the air and within the radio access network is a fundamental component of protecting the subscriber's privacy. Failure to do so may expose sensitive information to anyone eavesdropping on the air interface or controlling any of the radio network components. Potential vulnerabilities enabling this threat include:
· PDCP User Plane security policy allowing null-ciphering between UE and gNB
· Lack of transport protection on interfaces between different RAN components
· Lack of physical security, allowing for the compromise of RAN components themselves (see also clause 8.1.2.2)

8.4.3.3	Eavesdropping Control Plane Traffic
	Threat ID
	#TR_I_03

	Related Threat Actors
	Ⓞ


If Control Plan traffic is not properly protected, attackers can obtain information about the network itself or its users, such as configuration parameters and capabilities that may be utilized to mount subsequent attacks. Failure to provide confidentiality protection can occur at several layers of the protocol stack, such as:
· Control Plane security policy allowing for null-ciphering on RRC/NAS protocols
· Lack of transport protection on interfaces between different RAN components

8.4.4	Denial of Service
8.4.4.1	Radio Jamming and Interference
	Threat ID
	#TR_D_01

	Related Threat Actors
	Ⓞ


Radio interference and blocking of wireless signals, also known as jamming, is an inherent threat to wireless networks. Such an attack can either be targeted against a gNB network component or individual mobile handsets. Occasional interference can also be caused unintentionally by non-malicious radio transmitters communicating in a licensed frequency band. The nature of these attacks limits them to a narrow geographic area.

8.4.4.2	Attacks against the mid- and backhaul network
	Threat ID
	#TR_D_02

	Related Threat Actors
	Ⓞ


Instead of attacking the air interface between UE and gNB, attackers can also attempt to intercept the connection between individual RAN components or between RAN and Core Network. The transport network of these interfaces may vary, e.g., Integrated Access and Backhaul, dark fiber, or ethernet.

[bookmark: _Toc108956756]8.5	Threats to Core Network
8.5.1	Spoofing
8.5.1.1	Spoofing User Plane Traffic
	Threat ID
	#TN_S_01

	Related Threat Actors
	ⒸⓄ


The UPF is the only 5G Core Network element directly handling User Plane traffic. Given that it is likely to be deployed in a variety of locations across multiple security domains – for example, at the user-facing network edge handling routing to and from different LADN – mutual authentication between UPF instances is essential. Without it, potential security threats include:
· Spoofing between the gNBs and UPF instances, i.e., on the N3 interfaces
· Spoofing between different UPF instances, i.e., on the N9 interface
· Spoofing between a UPF and other data networks, i.e., on the N6 interface
Spoofing attacks are possible if mutual authentication is not properly enforced by the UPF. An example scenario which could facilitate such attack between different UPF instances is when a malicious application, e.g., running in a Local Area Data Network, manages to poison the DNS cache of the local DNS resolver. If said resolver is shared between untrusted MEC workloads and 3GPP NFs, it may enable follow-up attacks, such as the spoofing of NF instances. It is important to note that this threat does not only concern 3GPP interfaces, but also other communication channels, such as management communication.

8.5.1.2	Spoofing Control Plane Traffic
	Threat ID
	#TN_S_02

	Related Threat Actors
	ⒸⓄ


Similar to User Plane traffic, so too can Control Plane communication be subject to spoofing attacks. Such attacks can target:
· Internal NF-to-NF interfaces
· Interfaces exposed to peer mobile networks (e.g., N32 between SEPPs)
· Interfaces exposed to other data networks (e.g., N33 between a NEF and AF)
· Interfaces for legacy interworking (e.g., N26 between a 5G AMF and 4G MME)
Spoofing attacks in 5G Core Network signalling can occur if Network Functions fail to properly verify the identity their communication peer. Aside from the identity presented during the TLS handshake, identities are also contained in application layer messages, for example, inside of JSON objects or OAuth2.0 Access Tokens. Therefore, it is important that NF identities are verified across network layers.
In certain deployment scenarios, the 5G Core Network can also include a Service Communication Proxy (SCP) that dynamically routes signalling messages between NF instances. This creates additional attack surface that can be exploited by attackers, unless properly secured. These interfaces include:
· NF-to-SCP communication
· Communication between SCP-internal components
· Communication between different SCP instances

8.5.1.1	Spoofed Registration Requests
	Threat ID
	#TN_S_03

	Related Threat Actors
	Ⓞ


Attackers can attempt to impersonate legitimate subscribers by sending spoofed registration requests to the network. Such attack could either be performed using a legitimate subscriber’s SUPI that was pre-recorded or using randomly generated SUPI values. A large number of illegal registration requests can impair the availability of the network and service quality due to, for example:
· Heavy load on Core Network Functions
· Unforeseen malfunction while processing malformed SUPI/SUCI values

8.5.2	Tampering
8.5.2.1	Tampering of User Plane Traffic
	Threat ID
	#TN_T_01

	Related Threat Actors
	ⓂⓄ


A lack of integrity protection on interfaces carrying User Plane data within the 5G Core can lead to the exposure of sensitive, personal information. Although less exposed than traffic in the RAN, the shift to cloud deployments renders it highly advisable to enforce such controls within an operators Core Network interfaces, i.e.:
· N9 interface between different UPF instances
· N6 interface between a UPF and other data networks (e.g., the public internet or a LADN)

8.5.2.2	Tampering of Control Plane Traffic
	Threat ID
	#TN_T_02

	Related Threat Actors
	ⓂⓄ


Depending on the exact deployment scenario, the 5G Core Network can be deployed across multiple network and security domains, both internal and external. Hence, integrity protection of Control Plane interfaces is essential to prevent any unintended modification of signalling traffic exchanged between Network Functions. This applies to the following interfaces, among others:
· Internal NF-to-NF interfaces
· Interfaces exposed to peer mobile networks (e.g., N32 between SEPPs)
· Interfaces exposed to other data networks (e.g., N33 between a NEF and AF)
· Interfaces for legacy interworking (e.g., N26 between a 5G AMF and 4G MME)
· NF-to-SCP communication
· Communication between SCP-internal components
· Communication between different SCP instances

8.5.3	Information Disclosure
8.5.3.1	Eavesdropping User Plane Traffic
	Threat ID
	#TN_I_01

	Related Threat Actors
	ⓂⓄ


A lack of confidentially protection between interfaces carrying User Plane traffic can lead to security incidents associated to disclosure of information. This applies to the N9 interface between different UPF instances and the N6 interface between a UPF and other data networks (e.g., the public internet or a LADN). Insufficient protection on these interfaces can be caused by, for example:
· Lack of enforcement of network security protocols, such as IPsec
· Flaws in the implementation of said network security protocols

8.5.3.2	Eavesdropping Control Plane Traffic
	Threat ID
	#TN_I_02

	Related Threat Actors
	ⓂⓄ


A lack of ciphering between 5G Core Network Functions can lead to the disclose of information on any of the API-driven interfaces of the 5G Core Network, potentially exposing Control Plane traffic on the following channels:
· Internal API-driven NF-to-NF interfaces
· Interfaces for legacy interworking (i.e., N26 between AMF and 4G/LTE MME)
· Interfaces exposed to peer mobile networks (i.e., N32 between SEPPs)
· Interfaces exposed to other IP networks (i.e., N33 between NEF and AFs)
· NF-to-SCP interfaces
· Internal interfaces between SCP components
· Interfaces between SCP instances

8.5.4	Denial of Service
8.5.4.1	Signalling Spikes
	Threat ID
	#TN_D_01

	Related Threat Actors
	Ⓒ


Denial of service situations can be caused by legitimate mobile endpoints by way of usual signalling communication with the 5G Core Network. This concerns machine-type communication in particular, when fleets of IoT devices with the same communication pattern initiate signalling transmissions in large numbers at the same time (e.g., primary authentication).

8.5.5	Elevation of Privilege
8.5.5.1	Attacks against the OAuth2.0 Authorization Framework
	Threat ID
	#TN_E_01

	Related Threat Actors
	ⓈⒸⓄ


The 5G Core Network utilizes the OAuth2.0 authorization framework to control access to network services and securely conveying authorization information between NFs. A token-based framework that involves multiple different participants, OAuth2.0 authorization can be targeted by malicious actors to obtain access to restricted resources. Attackers can attempt to elevate the privileges granted to them, for example:
· during service discovery with the NRF, e.g., by requesting information about restricted services or service producers;
· during access token request, e.g., by requesting to access restricted services, service producers, slices; or
· during service access, e.g., by tampering with access tokens, breaching access or refresh tokens, or attempting to perform service operations not granted by the access token.

8.5.6	Lateral Movement
8.5.6.1	Lateral Movement across Service Mesh Instances
	Threat ID
	#TN_E_01

	Related Threat Actors
	ⓈⒸⓄ


As the SCP is the central router for Control Plane Communication in the Core Network, it is bound to connect with every single Network Function. That said, especially large-scale deployments should warrant the segmentation SCP into multiple instances. Failure to do so introduces a single point of failure scenario that could impact the entire 5G Core.

[bookmark: _Toc108956757]8.6	Threats to Network Slicing
8.6.1	Spoofing
8.6.1.1	Spoofing of Slice Identifiers
	Threat ID
	#TNS_S_01

	Related Threat Actors
	ⒸⓄ


The concept of using network slicing to provision an isolated network experience with distinct service levels is core to the 5G ecosystem. Hence, strong authentication of both the UE and Network Functions when accessing resources unique to a certain slice is crucial. Potential security incidents related to slice authentication can evolve around the following interactions:
· UE spoofing slice identifiers during slice-specific service access
· NF spoofing slice identifiers during registration of slice-specific services
· NF failing to validate slice identifiers of communication peers (UE/peer NFs)

8.6.1.2	Spoofing of Slice Management Communication
	Threat ID
	#TNS_S_02

	Related Threat Actors
	ⓈⓄ


Network slices will likely not only be managed by personnel of the mobile network operator, but by the customer as well. The fact that certain aspects of slice management will have to be exposed to external parties makes this interface prone to spoofing attacks trying to obtain control over network slices. End users or enterprises with control over their own network slice instance could, for example, spoof communication with the Network Slice Manager in an attempt to obtain control of other network slice instances.

8.6.2	Information Disclosure
8.6.1.1	Breach of Slice-specific Information
	Threat ID
	#TNS_I_01

	Related Threat Actors
	ⒸⓄ


Effective Slice Isolation comprises the restriction of access to slice-specific resources to authorized users and the segregation of individual network slice instances. If this segregation is not strictly enforced throughout a network slice instance's lifecycle, information can be breached to unauthorized users or network entities. Such information disclosure can occur on several instances:
· during service discovery, e.g., NRF failing to restrict its response to only those slices the requesting NF is authorized to access
· during access token request, e.g., NRF failing to produce an access token only valid for those slices the requesting NF is authorized to access
· during access token validation, e.g., NF failing to properly validate the received access token before providing slice-specific services

8.6.3	Denial of Service
8.6.3.1	Network Slice DoS
	Threat ID
	#TNS_D_01

	Related Threat Actors
	ⒸⓄ


Situations affecting the quality of service of specific network slice instances can be caused by different sources. On one hand, individual subscribers can saturate the resources of a specific network slice “from the inside” after obtaining access (intra-slice DoS). This is an example of service abuse by clients, be it intentional or unintentional.
On the other hand, different network slice instances can negatively affect each other when sharing the same platform and competing for resources (inter-slice DoS). In contrast to the previous scenario, this is an example for insufficient slice isolation.

8.6.3.2	Security Policy Enforcement in Inter-Network Slice Communication
	Threat ID
	#TNS_D_02

	Related Threat Actors
	Ⓒ


Network slice instances can span beyond a single mobile network domain, requiring both the home network and the serving network to ensure a consistent service level for subscribers. Since the home network operator does not have control about the access network in roaming scenarios, a misbehaving serving network could fail to enforce the expected service level and associated security guarantees.

8.6.4	Elevation of Privilege
8.6.4.1	Network Slices with Different Security Policies
	Threat ID
	#TNS_E_01

	Related Threat Actors
	ⒸⓄ


Network slices are expected to exhibit different service levels depending on the users’ requirements. This can be performance aspects but can also include security properties, for example, the frequency at which re-authentication is to be performed. Therefore, it must be ensured that lower-security network slices do not lead to a degradation in security of other network slices. This is particularly important in scenarios in which a UE accesses slices of different security levels in parallel.

[bookmark: _Toc108956758]8.7	Threats to MEC
8.7.1	Spoofing
8.7.1.1	Spoofing of MEC Management Communication
	Threat ID
	#TE_S_01

	Related Threat Actors
	ⓈⒸⓄ


Workloads deployed on the MEC platform and the MEC platform itself are likely to be controlled in part by external parties, such as application developers or the cloud platform provider. Spoofing attacks targeting management communication in these environments can lead to unauthorized access, unavailability, or other security impacts on MEC services.

8.7.2	Tampering
8.7.2.1	Modification of MEC Control Plane Data
	Threat ID
	#TE_T_01

	Related Threat Actors
	ⓈⒸⓄ


Modification of MEC-related Control Plane traffic can potentially impact MEC apps as well as the edge platform itself. This applies in particular to data influenced in part by the MEC workload, such as DNS records and data caches. If, for example, a MEC workload manages to poison the cache of a DNS resolver in a Local Area Data Network, it could lead to other MEC workloads being redirected to malicious sites.

8.7.3	Information Disclosure
8.7.3.1	Processing and Storage of Sensitive Assets in the LADN
	Threat ID
	#TE_I_01

	Related Threat Actors
	ⓈⒸⓄ


The nature of certain MEC applications renders it inevitable that they process particularly sensitive user information, such as precise location data. Given the increased exposure of edge deployments, this can result in a serious breach of privacy, if such information is not protected properly in transit an at rest.

8.7.3.2	Curious MEC Workloads
	Threat ID
	#TE_I_02

	Related Threat Actors
	Ⓒ


MEC workloads deployed in the 5G operator’s environment can attempt to collect information about the internal network topology, such as IP addresses and available services. Developers of a malicious MEC app could exfiltrate such information and use it to perform targeted follow-up attacks based on these insights.

8.7.4	Denial of Service
8.7.4.1	Abuse of AF-assisted Routing
	Threat ID
	#TE_D_01

	Related Threat Actors
	Ⓒ


MEC apps deployed at the network edge can be supported by third-party Application Functions integrating with the 5G Core Network.  The AF can perform less time sensitive management tasks and influence UPF routing decisions. If the AF-assisted routing functionality is abused, it can lead to unavailability of MEC apps or other network services for subscribers.

8.7.4.2	Resource Sharing between MEC Workloads and Network Functions
	Threat ID
	#TE_D_02

	Related Threat Actors
	Ⓒ


In certain deployment scenarios, third-party MEC apps can run in a LADN on a common platform with internal Radio Access Network components, for example, the gNB Centralized Unit. Unless strict separation between these two domains is ensured, MEC apps can –intentionally or unintentionally– affect internal RAN components.

8.7.4.3	A Abuse of MEC UserApps
	Threat ID
	#TE_D_03

	Related Threat Actors
	Ⓞ


As per the ETSI specification [07], a MEC system can support so-called UserApps. These are applications running on the subscribers User Equipment which can influence MEC applications running on the MEC platform. This control by external parties over workloads within a 5G operator’s environment can be abused to instantiate a large number of MEC applications, potentially leading to a DoS situation.

8.7.5	Elevation of Privilege
8.7.5.1	Compromise of Lawful Interception Functionality in the LADN
	Threat ID
	#TE_E_01

	Related Threat Actors
	Ⓒ


In traditional mobile networks, Lawful Interception (LI) functionality is usually implemented within a 5G Operator’s Core Network, in a highly secured environment. With the introduction of MEC, parts of the 5G Core Network (i.e., the UPF) are deployed on the network edge. In such cases, sensitive LI functionality could potentially also be exposed to a greater security risk.

8.7.6	Lateral Movement
8.7.2.1	Workload Movement across LADN
	Threat ID
	#TE_L_01

	Related Threat Actors
	ⓃⓂⒸ


Workloads on the network edge are expected to be deployed across multiple localized LADN, which can exhibit varying security/trust levels. Depending on the location of the MEC end users, workloads can even “follow” them through the network coverage area. In this scenario, a situation can occur where a MEC workload is deployed on LADN that do not meet a sufficient security/trust level or vice versa – whether intentionally or accidentally.

[bookmark: _Toc108956759]9	Security controls for 5G system
This clause describes recommended security controls related to 5G technology development, integration, and 5G System operation. Controls are mapped to the threats outlined in the previous clause. Clause 8.1 describes security controls recommended to be enforced on an organizational level. Clause 8.2 details controls primarily concerned with the organization's people. Clause 8.3 outlines controls for secure network operations and maintenance. Clause 8.4 contains fundamental safeguards for physical system security. Clause 8.5 describes technical controls, both generic and for specific 5G System domains.

[bookmark: _Toc108956760]9.1	Organizational Controls
9.1.1	Security Organization
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Identify, Protect

	Related Security Properties
	Authentication, Integrity, Non-repudiation, Confidentiality, Availability, Authorization, Network Segregation

	Related Threats
	multiple


Control: Clear roles and responsibilities should be established for ensuring security of the organization and the 5G service.

Guidance: 5G operators should establish a dedicated department tasked with ensuring information security in the organization. To enable said organization to effectively promote and enforce security interests, it is strongly recommended to decouple it from other engineering departments. Its responsibilities should be well-defined and can include, among others:
· Development of security policies, procedures and processes (see also Security Policy Framework)
· Enforcement of compliance to above mentioned rules throughout the organization
· Creation of security concepts and control frameworks
· Security assurance of hard and soft technology components (incl., security testing, security hardening, and vulnerability management, see also Security Assurance)
· Security operations (Monitoring and analysis of security-relevant information throughout the network, see also Security Monitoring)
· -Threat management and incident response (See also Security Incident Reporting and Response and Threat Intelligence)
Accountability for security should reside with a dedicated executive in the organization's leadership, underpinning its importance for the business as a whole.

References: -

9.1.2	Security Policy Framework 
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Identify

	Related Security Properties
	Authentication, Integrity, Non-repudiation, Confidentiality, Availability, Authorization, Network Segregation

	Related Threats
	#TC_D_06


Control: Security policies should be created to ensure the security of the 5G System in accordance with applicable rules and regulations, business requirements, and expectations of stakeholders.

Guidance: 5G operators should establish a security policy framework governing how the 5G System, its users, and the data processed are to be protected. Such documents should take into account:
· relevant laws and regulations of the local legislation
· the organization's own corporate rules and regulation
· security risks the organization and the 5G service are subject to
The contents of the policy documents should provide high-level guidance on managing security of the 5G System, including:
· definition and scope of "5G security"
· security properties associated with 5G
· roles and responsibilities in the provision of 5G services
· internal security reporting structure and communication
· external reporting obligations (e.g., to regulatory bodies)
Security policies should be centrally available to everyone in the organization and be promoted by its leadership. Sub-policies may be created to cover security aspects that are expected to change more frequently, for example, recommendations concerning cryptographic algorithms.

References: -

9.1.3	Contractual Security Framework
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect, Respond

	Related Security Properties
	Confidentiality, Availability

	Related Threats
	#TM_D_02, #TC_I_06


Control: Legal safeguards concerning security should be established in any transaction between an organization and third parties.

Guidance: 5G deployments are complex technology ecosystems, requiring the involvement of several different parties throughout the system lifecycle. The type of engagement with these external parties can vary significantly, from unidirectional service delivery to mutual sharing and processing of sensitive information. Therefore, it is important to capture security requirements concerning, for example, confidentiality or availability, in a legally enforceable way. Examples for such contracts include:
· Non-Disclosure Agreements (NDA) between the organization and external business partners
· Service-Level Agreements (SLA) between the organization and external 5G operators
· Confidentiality clauses between the organization and its own employees

References: -

9.1.4	Organizational Risk Management
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Identify

	Related Security Properties
	Authentication, Integrity, Non-repudiation, Confidentiality, Availability, Authorization, Network Segregation

	Related Threats
	multiple


Control: Organizations should establish a risk management program to assess their security risk and guide the implementation of appropriate security controls.

Guidance: Both 5G technology suppliers and 5G operators should ensure the existence and execution of continuous risk management processes. As an initial step, these should include the identification of threats and potential impacts on the organization. Such risks may stem from a variety of different domains, such as:
· Technology risk, incl. supply chain aspects
· Regulatory and compliance risk
· Financial risk
· Operational risk
· Reputational risk
Secondly, the risks identified should be evaluated and prioritized. This prioritization should also be guided by the organization’s individual risk tolerance. Based on these steps, strategies for managing the identified risks should be developed. As the risk environment will change constantly, this strategy should be continuously re-evaluated and refined.

Reference: [08] SA-14, PM-8, PM-9, PM-11

9.1.5	Business Continuity Planning
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Recover

	Related Security Properties
	Availability

	Related Threats
	#TM_D_02


Control: Organizations should take preventative steps to ensure they can recover from severe incidents and are able to continue delivering products and services in adverse situations.

Guidance: Business Continuity Planning (BCP) comprises a range of preparatory steps aimed at reducing harm from disruptive events. Such events can include, among others, natural disasters, supply chain interruptions, and utility failures. In order to ensure resiliency and continuity of key business processes, business continuity plans should take into account the security of people, technology, and information assets. 
A concrete example relevant to 5G operators is how to handle risks associated to cloud service providers. Once a sizable part of the 5G network is deployed on shared public infrastructure, any service interruption – be it at the cloud service provider or the connection towards it – can have a significant impact on the 5G service. To minimize this risk, both technical and non-technical controls may be considered as part of the supplier strategy, network architecture, and resiliency planning, among others. Specific BCP security controls covered by this guideline in more detail include:
· Vendor Due Diligence (Clause 9.1.6);
· Backup and Recovery Procedures (Clause 9.3.8); and
· Secure Facility Design (Clause 9.4.1).

Reference: [08] (section 3.6)

9.1.6	Vendor Due Diligence
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Identify

	Related Security Properties
	Integrity

	Related Threats
	#TM_I_01,#TW_I_02, #TC_I_04, #TC_I_06


Control: 5G technology suppliers and 5G operators should implement processes and procedures to identify and manage cybersecurity risks associated to their technology supply chain(s).

Guidance: Vendor due diligence in the context of cybersecurity is the systematic process of identifying, assessing and mitigating security risks associated with direct and indirect suppliers.
Vendor selection processes should include a comparison of multiple potential vendors based on objective criteria. By conducting cybersecurity due diligence, it should be ensured that technology suppliers are able to procure secure, trusted products or services. This process can include, for example: 
· Gathering information about the organization itself (e.g., corporate profile, ownership structure, mergers and acquisitions, laws and regulation the organizations subject to, security certifications, known security incidents, etc.)
· Gathering information about the organization’s products and services (e.g., security certifications, security documentation, first-hand tests and trials, etc.)
· Evaluating cybersecurity risks associated with the supplier based on the collected information and the products or services in question
Ensuring the security of the end-to-end supply chain does not end after the vendor selection process. Following this initial step, security should also be embedded into procurement processes and the entire solution lifecycle, incl.: 
· Contractual security (Clause 9.1.3)
· Product security maintenance (Clause 9.2.3)
· Security assurance (Clause 9.3.3)

Reference: [09],[10]

[bookmark: _Toc108956761]9.2	People Controls
9.2.1	Security Education and Awareness
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Identify, Protect

	Related Security Properties
	Authentication, Authorization, Confidentiality

	Related Threats
	#TC_I_05, #TC_S_03


Control: Employees should be provided with the necessary training to understand and identify security risks associated with the 5G System and services and manage them with appropriate care.

Guidance: An organization should enable its people to do the right thing in terms of security by raising awareness for security properties, issues, and potential attacks as well as educating them about how to handle security controls and security incidents correctly. This holds particularly true for 5G technology suppliers and 5G operators today, as the transition towards 5G introduces several technical and operational aspects that are comparatively new in the telecommunication industry, for example:
· cloud-native deployments, including parts of the radio access network
· web technologies and API-driven communication
· diversified ecosystem of third-party and open-source software
Any awareness and education campaign should be designed with the following considerations in mind:
· Clarify roles and responsibilities: People are more likely to follow security controls if they understand their role and responsibilities.
· Communicate security risks: People are more likely to obey security controls if underlying motivation and associated risks are well-understood.
· Ensure relevance to daily work: The impact of any training is greater if participants can easily connect conveyed information to their responsibilities.
· Refresh and repeat regularly: Attacker strategies and security controls are constantly changing. The Security training contents should reflect this change as well and be communicated to the organization on a regular recurring basis.

References: [11]

9.2.2	Positive Security Culture
	Priority
	High

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Identify, Protect

	Related Security Properties
	Authentication, Confidentiality, Integrity

	Related Threats
	#TC_I_05, #TC_S_03


Control: An organizational culture should be created which recognizes security as a business enabler, rather than an inhibitor, and seamlessly integrates it into the day-to-day operations.

Guidance: Ensuring security is never a one-time activity, it is a sustained and continuous effort by everyone involved that has to adapt to changing risks environments and priorities. As such, establishing security as core responsibility of all employees plays a crucial role in securing the business as a whole. Initiatives that support a positive security culture include:
· Setting a good example as a leadership team: An organization's executive management should raise awareness for and itself abide to security policies.
· Making security accessible: Strive to make security as obtrusive and easy to use as possible. When controls are too rigid or complex, people will attempt to circumvent them.
· Recognize and reward good behaviour: Positive motivation often can make a greater impact than negative reinforcement in case of misbehaviour.
· Encourage learning, don’t stigmatize mistakes: Employees should not fear security, but instead be encouraged to learn and confidently handle security in their daily work.

References: [12]

[bookmark: _Toc108956762]9.3	Operational Controls
9.3.1	Secure Software Development Processes
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Authorization, Confidentiality, Integrity

	Related Threats
	#TC_T_03, #TC_S_02, #TC_T_05


Control: Secure software development processes should be established to ensure the protection of related assets and the resulting software product.

Guidance: Software development processes should facilitate the creation of secure, reliable products. This includes fundamental best practices of source code governance, such as change tracking, version control, and the protection of information assets. 
Throughout the development and integration process, mandatory security checkpoints can help to enforce a certain level of security maturity. These processes should be supported by suitable tools partially automating tasks, such as static code analyses, dependency checks, and scanning for known vulnerabilities.
With regards to packaging and delivering software products, 5G technology suppliers should create controlled build environment and processes that enable reproducibility and clear audit trails. The final software product should be assigned a unique release identifier and be signed cryptographically, ensuring its integrity and allowing customers to validate the original source. 

References: [13](sections 7.1-7.6, 7.8), [14] , [15]

9.3.2	Product Security Maintenance
	Priority
	Critical

	Responsible
	Suppliers

	Control Type
	Preventive, Corrective

	Security Concepts
	Identify, Protect, Respond

	Related Security Properties
	Confidentiality, Integrity, Availability, Authentication, Authorization

	Related Threats
	multiple


Control: 5G technology suppliers should implement processes and procedures to maintain the security of their product during its operational lifetime.

Guidance: The supplier’s responsibility for a product’s security does not end with its delivery. Especially in the context of mobile network and other infrastructure components, continuous product security management is indispensable. This includes not only technical security patches, but also processes and procedures to manage newly discovered weaknesses or vulnerabilities, such as:
· Establishing a designated Point of Contact for security related customer inquiries;
· Identifying and evaluating newly discovered security vulnerabilities; and
· Notifying customers of security fixes as soon as they become available and ensuring secure distribution.

References: [13] (section 7.7), [10]

9.3.3	Security Assurance 
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Identify, Protect

	Related Security Properties
	Authentication, Authorization, Confidentiality, Integrity, Availability, Segmentation & Segregation

	Related Threats
	#TC_I_01, #TC_I_03, #TC_I_04, #TC_D_03, #TC_E_01, #TC_E_02 


Control: Processes and procedures for continuous security assessment of hardware and software components and the mitigations of identified weaknesses should be implemented.

Guidance: 5G technology suppliers and 5G operators should establish processes to assess the security of the 5G System and its technology components, ensuring they meet relevant security requirements. Activities that can support this goal include:
· Software analysis: Detecting security weaknesses –accidental or intentional (“back doors”)– in technology components, for example, by:
· static code analysis, if the source code is available
· examining a program's execution paths and state transitions
· binary sandboxing and continuous run-time analysis
· Security hardening: Enforcing secure configuration of system services by:
· closing unneeded interfaces and ports
· disabling or removing unnecessary functions and components
· removing superfluous accounts and credentials
· Vulnerability management: Identifying and mitigating system weaknesses by:
· performing authenticated security scans
· prioritizing vulnerabilities in the context of the system environment
· apply security patches, if available, or take alternative steps to mitigate exploits
· Penetration testing:
· In-depth, manual security audit that simulates behaviour of real attackers by abusing weaknesses and constructing more complex attack chains
· Fuzz testing: 
· May be used to supplement well-defined test cases and identify security flaws in unforeseen edge cases
The above-mentioned activities are an essential part of a 5G technology supplier’s secure software development process. However, security assurance is also responsibility of the 5G operator throughout a system’s lifecycle. On one hand, this is to validate product security as implemented by the supplier. On the other hand, threats and vulnerabilities are constantly changing and thus, effective security assurance requires a continuous effort. For this purpose, 5G operators should consider building their own security test catalogue and automated test pipeline that each 5G component has to pass before being deployed in production.

References: [10], [16]

9.3.4	Asset Management
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Identify

	Related Security Properties
	Availability, Integrity, Confidentiality

	Related Threats
	#TM_I_02


Control: A complete and up-to-date inventory of hardware and software components should be established and maintained throughout the 5G System.

Guidance: A fundamental prerequisite for ensuring security of an asset is gaining visibility. For this reason, 5G operators should implement a system inventory that stores security-relevant information about hardware and software components. This includes systems within the internal network and those outside of it (e.g., software running on external cloud infrastructure). Relevant data to be recorded includes:
· System type
· System identifiers and addresses (e.g., FQDN, IP addresses)
· Processed data and associated protection requirements
· Responsible organization, incl. point of contact within the organization
In addition to this basic system inventory, the organization should also maintain a database tracking information about configuration parameters of each system. This database may be implemented as part of the system inventory or as a separate record kept in sync with the system inventory. Data commonly recorded in such a configuration database includes:
· Operating system and installed applications, incl. patch level
· Communication relationships with and dependencies on other systems
· Associated secrets (e.g., public key certificates, passwords)
· Associated software licenses
· System supplier information, incl. point of contact
The creation of system inventory and configuration database may be supported by semi-automated tools. In order to ensure correctness of the data recorded, there should be defined procedures for the provisioning and update of system components which includes the mandatory registration of the above information in the relevant data store.

References: -

9.3.5	Change Management
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Availability

	Related Threats
	#TM_I_02


Control: Processes and procedures should be implemented so as to allow for unambiguous traceability of changes performed in the 5G System.

Guidance: 5G operators should establish a stringent change management that ensures any changes to the 5G ecosystem have a distinct owner, are planned, reviewed, and approved by the relevant stakeholders, including the security organization. Records of all performed changes should be stored for an appropriate time.
Change descriptions should include sufficient information that allows retrospective traceability, such as:
· Change rationale
· Change window
· Detailed change procedure
· Affected systems and services
· Owner and point of contact
With regards to security-relevant configuration parameters, the following activities are recommended:
· Define hardened configuration templates: Hardened configurations and software images should be created in cooperation with the security organization (see also “Security Organization”) for standard operating systems and services.
· Record changes and exceptions: Any exception from the recommended security configuration should be recorded and be assigned an expected remediation time.
· Regularly verify security configurations:  Remote attestation should be utilized to assess configuration parameters on a regular basis.

References: -

9.3.6	Patch Management
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Authorization, Availability

	Related Threats
	#TC_I_04


Control: Structured processes and procedures should be established for the implementation of software patches in production environments of the 5G System.

Guidance: Software is never free of errors and exists in constantly changing environments, requiring continuous maintenance and amendments. Therefore, 5G operators should implement a systematic process for managing software patches, ensuring a timely and reliable rollout of security relevant updates while not negatively affecting operations. The following considerations should be considered when designing a security patch management process:
· Regularly scan software for known vulnerabilities (see also” Security Assurance”)
· Follow supplier/developer announcements about identified vulnerabilities and newly released patches 
· Implement patches as soon as possible, taking a risk-based approach to determine their prioritization
· Test patches before applying them to production systems
· Keep track of system-wide patch levels and document every exception
The implementation of security patches should be subject to the same processes as described in the Change Management clause.

References: [17]

9.3.7	Security Monitoring
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Detective

	Security Concepts
	Detect

	Related Security Properties
	Authentication, Confidentiality, Integrity, Availability

	Related Threats
	#TC_R_01, #TC_L_01


Control: Visibility of security-relevant events across the 5G System should be established so as to enable timely identification of and response to security incidents.

Guidance: Security monitoring focusses on identifying and managing security events during a system's operation in production. In order to do so, it is essential for network operators to collect, record, and analyse security-relevant information of system components. In the context of the 5G System, this includes the following activities:
· Monitoring network communication for evidence of a potential security incident using, for example, flow monitoring, sinkholing, network-based IDS; or 5G System components themselves (e.g., NRF, SCP)
· Monitoring system events in the form of system logs and alerts (see also “Secure Log Collection and Storage”); in addition to 5G System components, monitored systems can also include dedicated security elements (e.g., firewalls, honeypots)
· Recording of security monitoring data in a centralized data store 
· Correlation of security-relevant information from different data sources
· Analysis and risk-based prioritization of security events 
· Tracking events requiring a response in an incident management tool
Integration into the security monitoring architecture should be a mandatory prerequisite for deploying system components in the 5G System. Monitoring data collected during the system’s operation, such as UE measurements or gNB logs and alerts, may also assist in detecting attacks that cannot effectively be prevented (e.g., #TR_S_01, #TR_D_01).
An essential prerequisite for 5G operators to perform the above-mentioned monitoring tasks is the implementation of monitoring functionality by 5G technology suppliers. Suppliers should therefore implement adequate capabilities for information gathering and reporting that allows comprehensive verification of the system behaviour.

References: [18] (section 2.1)

9.3.8	Backup and Recovery Procedures
	Priority
	High

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Recover

	Related Security Properties
	Availability

	Related Threats
	#TC_I_04, #TC_D_05


Control: Processes and procedures should be implemented that enable creating regular security copies of the 5G System components’ current state (incl. application data, configurations, and metadata) and to efficiently restore a previous state when required.

Guidance: During the operation of the 5G System, various scenarios can necessitate a previous system state to be restored – be it caused by an information security incident or other events. In preparation of these scenarios, 5G operators should implement processes and technical controls that enable to take regular system backups. In preparation, it is advisable to develop a comprehensive backup strategy detailing, for example, the data to back-up, the backup interval, and where to store the security copies. Once backups have been created, the following measures should be enforced to secure the data in need of protection:
· Keeping redundant and physically separated backup copies;
· Restricting access to stored backups to authorized personnel;
· Ensuring the confidentiality and integrity of stored backups; and
· Regularly verifying that backups can be effectively restored.
Processes and procedures for restoring backups should be practiced on a regular basis.

References: -

9.3.9	Security Incident Reporting and Response
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Detective

	Security Concepts
	Detect

	Related Security Properties
	Confidentiality, Integrity, Availability

	Related Threats
	#TC_L_01, #TC_I_04, #TC_D_05


Purpose[Control?]: Processes and procedures should be established that allow communicating security incidents to a central point of contact and manage them efficiently.

Guidance: Even in mature organizations, not every single incident can be prevented by security controls. In these situations, it is essential to have clear processes and procedures in place that enable the organization to swiftly identify and respond to minimize the security impact. When setting up security incident reporting and response programs, 5G operators should take into account the following best practices:
· Establish an Incident Response (IR) Policy: Document key responsibilities, processes, and expectations on employees and promote this information in the organization.
· Define a concrete IR plan based on the IR policy: In the event of an incident, co-ordination among the IR team, reporting structures, triage and escalation criteria, need to be well understood.
· Encourage accountability, don't intimidate: No one should be afraid to reach out and create an incident report because of potential repercussions. Intimidation is a breeding ground for hidden security issues.
In many jurisdictions, operators of public 5G Systems are also obligated by national regulators to report significant security incidents.

References: [19] [20]

9.3.10	Utilization of Threat Intelligence
	Priority
	Moderate/High

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Identify

	Related Security Properties
	Authentication, Integrity, Non-Repudiation, Confidentiality, Availability, Authorization

	Related Threats
	#TC_I_04, #TC_D_05


Control: Information on newly discovered threats and threat actors should be utilized to be able to respond to emerging threats early on.

Guidance: Threat intelligence is an umbrella term for any information on newly emerging threats, threat actors, or attack schemes. By receiving and analysing such alerts as earlier as possible, organizations can validate the readiness of their security controls and minimize their security risk.
Sources for such threat information include proprietary service offerings, information sharing communities, or openly accessible resources (e.g., DNS records, source code repositories, text pastes).

References: [18](section 2.2), [21]

9.3.11	Restrict Information Flow
	Priority
	High

	Responsible
	Operators

	Control Type
	Preventive, Detective

	Security Concepts
	Protect, Detect

	Related Security Properties
	Confidentiality

	Related Threats
	#TC_I_06


Control: The information flow into and out of internal systems and facilities associated to the 5G network should be controlled and restricted.

Guidance: 5G operators should implement security controls to identify, classify, and monitor information exchanged between internal and external entities. Such Data Loss Prevention (DLP) functionality is relevant to the 5G System wherever network capabilities are exposed to third parties (e.g., via the Network Exposure Function, or the Security Edge Protection Proxy), but is also important in the context of the operator’s ICT infrastructure (e.g., email servers).
Besides logical DLP, 5G operators should further consider physical controls ensuring that direct access to the 5G infrastructure is not abused to infiltrate malicious components or exfiltrate sensitive information. This includes controls such as:
· Restricting electronic storage devices from entering or leaving facilities without explicit permission
· Prohibiting recording equipment (e.g., mobile phones, digital cameras) from entering facilities
· Monitoring the location and movement of organization-defined assets

References: [08] (section 3.1)

[bookmark: _Toc108956763]9.4	Physical Controls
9.4.1	Secure Facility Design
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Availability, Authentication

	Related Threats
	#TC_T_02


Control: The physical environment of the 5G System components should be designed in a way that promotes the security of the processed data and the platform itself.

Guidance: The design and construction of facilities housing 5G components should serve the protection of the contained systems from physical harm. This includes the geographic location of a facility, its immediate surroundings, its room layout and interior architecture, and physical security controls to be installed. A comprehensive security concept should take into account the following points:
· Selection of a facility location that can be effectively protected from physical compromise or hazards
· Definition of layered security boundaries in and around the facility
· Definition of designated entry and exit points
· Physical segmentation of systems based on their criticality
· Implementation of mandatory security gateways

References: [22] (section C), [08] (section 3.11)

9.4.2	Restrict Physical Access
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Authorization

	Related Threats
	#TC_T_02, #TC_D_04


Control: Physical access to the 5G System components should be restricted to authorized personnel. 

Guidance: Similar to remote access over the network, physical access to 5G Systems should only be granted to authorized personnel. In order to effectively enforce this authorization, these individuals need to be uniquely authenticated. Therefore, granting physical access permission to the facility should be preceded by the following activities:
· Permission to the facility should be based on the individual's position or role.
· The individual should identify him/herself using multiple factors, in accordance with the organization's rules and regulations.
· The organization should issue personalized credentials for facility access.
Once permission has been granted, access credentials should be verified on every occasion without exception. In order to ensure correctness of all credentials issued, the list of authorized personnel should be subject to regular review. If a change in roles or employment status disqualifies an individual from accessing the facility, they should be removed from the facility's access lists.

References: [23] (section C), [08] (section 3.11)

9.4.3	Monitor Physical Access
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Detective

	Security Concepts
	Detect

	Related Security Properties
	Authentication, Authorization

	Related Threats
	#TC_D_04


Control: Complete visibility and traceability of physical access to facilities housing 5G components should be ensured.

Guidance: 5G operators should establish a detailed audit trail of anyone accessing facilities housing system components, regardless of whether it is authorized personnel or visitors. This can be achieved by implementing the following controls:
· Maintaining access logs that record identity, the rationale, and time of the visit
· Preventing unescorted movement of visitors within the facility
· Employing video surveillance technology inside and outside the facility and retaining the recordings for and appropriate time

References: [23] (section C), [08] (section 3.11)

[bookmark: _Toc108956764]9.5	Technical Controls
9.5.1	Generic Technical Controls
9.5.1.1	Secure Systems Engineering
	Priority
	Critical

	Responsible
	Suppliers

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Confidentiality, Integrity, Availability

	Related Threats
	#TC_I_03, #TC_D_02, #TC_D_03, #TC_E_01


Control: It should be ensured that principles of secure system design and development are integrated into an organization's engineering processes.

Guidance: Following the principle of security by design, 5G technology suppliers should promote and implement security best practices from the very beginning of the product design and development process. Each 5G network product should provide safeguards to protect the information under its controls, but also support the integration with centralized security controls provided by 5G operators, such as Identity and Access Management and log collection systems. Fundamental recommendations for secure product development include:
· Minimizing the system’s attack surface;
· Validating all inputs received;
· Enforcing proper access control; and
· Encrypting sensitive information.
As the 5G System utilizes API-driven communication, 5G technology suppliers should pay particular attention to applying basic security hygiene to these communication interfaces. This includes safeguards for the design and development such as:
· Ensuring each API endpoint only exposes the minimum information necessary;
· Validating the compliance of incoming requests against the API specification; and
· Implementing rate limiting functionality.

References: [24], [14], [25], [26]

9.5.1.2	Secure Network Engineering
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Availability, Segmentation & Segregation

	Related Threats
	#TC_D_01, #TC_L_01, #TM_L_01


Control: It should be ensured that principles of secure network design are integrated into an organization's engineering processes.

Guidance: Engineering teams of 5G operators should be well-versed in ensuring principles of secure network architecture and design, including:
· Security by design: Taking into account security risks and requirements from the very beginning of the design process.
· Defence in depth: Ensuring redundancy of security controls by applying a layered defence model to avoid single points of failure.
· Fault-tolerance and resilience: Ensuring the system is able to continue operating normally under adverse conditions, and to resist or cleanly recover from them. (see also “8.3.8 Backup and Recovery Procedures”)
	
References: [16]

9.5.1.3	Secure Cryptographic Algorithms
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Confidentiality, Integrity

	Related Threats
	#TC_I_01


Control: Secure cryptographic algorithms should be used to protect information in transit and at rest.

Guidance: 5G technology suppliers and 5G operators should specify acceptable cryptographic primitives used to protect services and associated data. Such policy should include information such as:
· allowed cryptographic hash algorithms
· allowed symmetric and asymmetric encryption algorithms
· allowed curves for Elliptic Curve Cryptography
· minimum key length 
Since the security of cryptographic algorithms changes over time, it is recommended to periodically review the cryptographic algorithms adopted by the organization to ensure they still meet the required security level.
With regards to the 5G System specifically, either the cryptographic policy or the 5G security policy should contain guidance on the following points:
· RRC and NAS confidentiality algorithms
· RRC and NAS integrity algorithms
· PDCP confidentiality algorithms
· PDCP integrity algorithms
· SUPI concealment algorithms
· (D)TLS, IPsec, and JOSE cipher suites

References: [27]

9.5.1.4	Identity and Access Management
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Identify

	Related Security Properties
	Authentication, Authentication

	Related Threats
	#TC_R_02, #TC_E_01, #TC_E_02, #TW_T_01, #TW_I_01


Control: A single source of truth for digital identities should be established to operate and maintain the 5G System, the associated credentials, and permissions.

Guidance: 5G operators should ensure that system users are enrolled in a central identity management system that handles identifiers, credentials, roles, and privileges of all user accounts. In order to prevent the account takeover and abuse, such a system should cover the following capabilities:
· Automated enrolment of newly deployed systems
· Provisioning, modification, and deprovisioning of system accounts and associated data (i.e., roles, privileges)
· Enforcement of authentication and authorization in accordance with security policies (e.g., password length, password age, multi-factor)
· Assign unique identities to each element and interface
· Identity self-services (e.g., password reset, delegation)
· Identity federation with trusted parties
· Auditing functionalities related to any account activity
It is strongly recommended to bind these logical identities to a digital certificate or raw cryptographic key (specifically, a private/public key pair) which can be used as a mathematical proof of identity.

References: -

9.5.1.5	Secrets Management
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Confidentiality, Integrity

	Related Threats
	#TC_R_02


Control: Cryptographic secrets used by the 5G System should be managed and stored securely.

Guidance: In order to protect the information processed, 5G System components need to handle cryptographic secrets, incl. private keys, passwords, and tokens. Ensuring these secrets are not revealed to unauthorized parties requires the presence of adequate technical controls.
Therefore, 5G technology suppliers and 5G operators should ensure any such information is protected by enforcing safeguards, such as:
· Ensuring the presence of a secure cryptographic module in system components handling sensitive key material;
· Guaranteeing integrity protection and confidentiality by only storing and using sensitive keys in secure environments;
· Ensuring the same level of protection through alternative means (i.e., cryptographic, non-cryptographic, or physical mechanisms) whenever key information is available outside of a cryptographic module; and
· Securely disposing sensitive key material after its lifetime.
Particularly in cloud-native deployments, one approach to simplify secrets management is the use of centralized credential stores or “vaults”. In certain scenarios, these functions may be a viable option for handling sensitive material and performing cryptographic operations on behalf of other workloads. Nevertheless, they should still be supported by hardware-based security elements to ensure an appropriate level of security.

References: [28], [16]

9.5.1.6	Secure Boot Procedure
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Integrity

	Related Threats
	#TC_T_04


Control: The correctness of low-level firmware and operating system components should be ensured during startup.

Guidance: 5G technology suppliers should ensure controls are available that allow for the verification of system integrity during the boot procedure. This requires the existence of a root of trust within the system, such as a Trusted Platform Module. Possible methods for asserting the integrity of a system include:
· Measured boot: recording low-level system measurements that can then be verified by a third party
· Trusted boot (also known as secure boot): cryptographically verifying each step of the boot procedure against an expected value
5G operators should ensure that such controls are effectively utilized. That is, either trusted boot procedures are enforced prohibiting the bootup of non-compliant systems, or the information retrieved during a measured boot are taken into account to determine the trust placed in that system.

References: -

9.5.1.7	System Integrity Monitoring
	Priority
	High

	Responsible
	Suppliers, Operators

	Control Type
	Detective

	Security Concepts
	Detect

	Related Security Properties
	Integrity

	Related Threats
	#TC_T_04


Control: The correctness of locally stored information should be ensured during system operation.

Guidance: To complement the Secure Boot Procedure, 5G technology suppliers should further employ security software, such as Host Based Intrusion Detection Systems (IDS), that is able to continuously monitor the system for changes and compare any findings against a known “good state”. 5G technology suppliers should further define a default good state for certain system types to cover relevant data, such as configuration files and application data. 5G operators should monitor alerts of the system integrity monitoring solution, and to respond to violations in a timely manner to mitigate potential incidents.

References: -

9.5.1.8	Secure Management Communication
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Integrity, Confidentiality, Authentication

	Related Threats
	#TC_S_01, #TW_S_02, #TN_S_01, #TC_T_01


Control: It should be ensured that all operational tools and protocols provide mutual authentication of communication peers as well as confidentiality and integrity of transferred data.

Guidance: Network management traffic carries some of the most critical information about a 5G deployment, including access credentials, configuration, and monitoring data. As such, 5G operators should ensure it is never transferred unprotected by enforcing the following safeguards:
· Ensuring management protocols which utilize secure cryptographic algorithms according to the organization's cryptography policy
· Enforcing strict mutual authentication, ideally tied to the organization's PKI
· Prohibiting the use of insecure legacy protocols (e.g., Telnet, File Transfer Protocol, SNMPv2)

References: -

9.5.1.9	Secure Log Collection and Storage
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Integrity, Confidentiality

	Related Threats
	#TC_R_01


Control: It should be ensured that system log data is protected during creation, transfer, and storage in a central repository.

Guidance: 5G operators need to ensure the correctness of system log data collected throughout their deployments, so security monitoring efforts are able to obtain a factual view on the state of the network in a timely manner. In order to do so, the following precautions are recommended to be taken:
· Synchronizing log producers to a common time source
· Continuously monitoring the reporting status of log producers
· Defining and configuring sensible log levels (incl. minimum information required, such as timestamp, resource identity, address information, requesting entity (name or service), and result of the access request (allow, deny))
· Preventing the recording of sensitive data in logging outputs wherever possible
· Abstaining from storing log files locally. Instead, transfer the data to a central data repository immediately after creation
· Ensuring the transmission of log files over protocols providing integrity and, ideally, confidentiality protection
· Restricting access to the central log data repository and ensuring stored data cannot be retroactively tampered
· Configuring an appropriate log retention period in accordance with organization's rules and local regulation
It is advisable to capture the above recommendations in a dedicated logging policy specifying expected behaviour and required security controls for log generation, transfer, storage, analysis, and eventual deletion.

References: [29]

9.5.2	Virtualization Controls
9.5.2.1	Hardware-Based Root of Trust
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Confidentiality, Integrity

	Related Threats
	#TC_T_02, #TW_S_01


Control: A root of trust should be provided to both physical host and virtual workloads executing sensitive cryptographic operations.

Guidance: Sensitive information and critical cryptographic operations should be stored or supported by a Hardware-based Root of Trust (HBRT). Therefore, virtual workloads should be able to make use of an HBRT, for example, a Secure Element or a Hardware Security Module including Trusted Platform Module functionalities. Said element should meet the following requirements:
· Being both physically and electronically tamper-resistant and tamper-evident
· Verifying resistance against attacks according to trustable certifications
· Including a hardware-based compute engine to be used by workloads for cryptographic and security functionality
· Being able to provide isolated instances of the HBRT capabilities for individual workloads
As far as communication between HBRT and the NFVI host is concerned, the following security safeguards should be enforced:
· Binding each HBRT to its host system to detect displacement
· Protecting all interfaces (physical or logical) between HBRT and other components from tampering, eavesdropping, replay or similar attacks
· Providing host detection capability whether its HBRT has been tampered with
This requirement is particularly relevant to workloads in the 5G System terminating security protocols (e.g., PDCP, NAS) or storing sensitive information.

References: [30]

9.5.2.2	NFVI Host Hardening
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Confidentiality, Integrity, Availability

	Related Threats
	#TM_I_01


Control: Systems hosting virtual workloads related to the 5G System should be appropriately configured and operated according to a defined security baseline.

Guidance: In addition to generic hardening measures that should be applied to every system unanimously, NVFI hosts are exposed to additional risk stemming from workloads running on top of them. In order to protect the host machine itself and ensure isolation between said workloads, 5G operators should ensure the following safeguards are applied:
· Ensure the host provides hardware-assisted memory management and Direct Memory Access features
· Configure OS-level access controls (e.g., SELinux, sVirt) to enforce capability controls on virtual workloads
· Disable host memory deduplication techniques that allow for sharing of memory pages between workloads
· Prohibit local caching of binary images for virtual workloads 
· Ensure the host performs a secure wipe of virtual workloads and all files associated immediately after de-provisioning
· Prohibit the host to provide insecure cryptographic algorithms to virtual workloads, according to the organizations cryptography policy

References: [30]

9.5.2.3	Virtualization Layer Hardening
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Availability, Authorization, Segmentation & Segregation

	Related Threats
	#TM_I_01, #TM_D_01, #TM_E_01, #TM_L_01, #TW_I_02


Control: Appropriate security measures should be implemented at the virtualization layer to protect the NFVI host as well as virtual workloads.

Guidance: As the primary component tasked with resource allocation for and isolation of virtual workloads, the hypervisor should be configured to strictly limit the resource usage of each of its guest system. In order to protect the availability of the host system and guarantee the service level of workloads, virtual platform operators should ensure that the virtualization layer is:
· Able to prioritize specific workloads over others
· Able to enforce defined memory, compute, and network limits
· Able to guarantee workloads a minimum amount of physical resources
· Configured to prevent over-committing of physical resources
· Configured to run device drivers in user space, instead of privileged mode
· Configured to disable memory deduplication techniques in the hypervisor

References: [30], [31]

9.5.2.4	MANO Security
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Confidentiality, Integrity, Authentication, Segmentation & Segregation

	Related Threats
	#TM_S_01, #TM_T_02, #TC_T_03, #TM_T_01, #TW_S_02


Control: The security of management traffic that controls the NFV environment and the underlying computing infrastructure should be ensured.

Guidance: MANO components form the backbone of an NFV deployment, transmitting and storing some of its most sensitive information. Due to the fact that it is necessarily integrated with almost all components, a security incident affecting MANO can easily affect the entire NFV ecosystem. Given this importance, 5G technology suppliers should ensure the following security recommendations are followed during design and implementation:
· Enabling the assignment of each MANO entity to one or more MANO trust domains
· Enforcing mutual authentication on all MANO interfaces
· Ensuring integrity protection and confidentiality protection of data transferred over any internal MANO interface 
· Preventing unauthorized modification, deletion, or insertion of VNF images Stored in the NFV Image library

During production use, the virtual infrastructure operator should ensure trust domains and the relationship between them are properly implemented by segmenting different MANO entities, i.e.:
· Defining distinct MANO trust domains, based on the deployment scenario
· Defining trust relationships between different MANO trust domains
· Ensuring that MANO trust domains without a define trust relationships do not impact each other, either directly or indirectly

References: [32]

9.5.3	Radio Access Network Controls
9.5.3.1	User Plane Protection
	Priority
	High

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Confidentiality, Integrity

	Related Threats
	#TC_T_01, #TR_T_02


Control: Confidentiality protection and integrity protection of User Plane traffic between User Equipment and 5G base station should be ensured.

Guidance: 5G operators should ensure integrity protection is applied to User Plane traffic transferred over the radio access in order to prevent tampering of data on the air interface or during processing in RAN system components. This includes the following precautions:
· Ensuring that PDCP security policies effectively mandate ciphering and integrity protection
· Enforcing secure cryptographic algorithms according to the organization's cryptography policy
· Validating that RAN components do not accept illegal configuration parameters provided by 5G UEs (e.g., disabled RRC/NAS integrity protection, illegal algorithm identifiers, otherwise malformed messages)

References: [33], [16]

9.5.3.2	Control Plane Protection
	Priority
	High

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Confidentiality, Integrity

	Related Threats
	#TR_T_03	


Control: Confidentiality protection and integrity protection of Control Plane traffic between User Equipment and 5G base station as well as User Equipment and AMF should be ensured.

Guidance: 5G operators should ensure control plane traffic is never transferred in an unprotected fashion over the air or between 5G NR components. In order to secure this information from eavesdropping and tampering, the following controls should be observed:
· Ensuring that RRC and NAS security policies effectively mandate ciphering and integrity protection
· Enforcing secure cryptographic algorithms according to the organization's cryptography policy
· Validating that 5G NR components do not accept illegal configuration parameters provided by 5G UEs

References: [33]

9.5.3.3	User Plane Protection
	Priority
	High

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Confidentiality, Integrity

	Related Threats
	#TC_T_01, #TR_T_02, #TR_T_03, #TR_I_02, #TR_I_03


Control: Mutual authentication as well as confidentiality protection and integrity protection on transport level should be ensured between 5G NR system components.

Guidance: 5G technology suppliers and 5G operators should ensure interfaces between 5G NR components offer mutual authentication, confidentiality, and integrity protection. Beyond providing another layer of protection for User Plane and Control Plane traffic, this further helps to protect operations and management traffic. According to the 3GPP specification [33], this protection can be achieved in the following way:
· For the Control Plane interface between gNB-DU and gNB-CU, i.e., F1-C, IPsec and/or DTLS may be used.
· For the User Plane interface between gNB-DU and gNB-CU, i.e., F1-U, IPsec may be used.
· For the interface between gNB-CU-UP and gNB-CU-CP, IPsec and/or DTLS may be used.
· For the Control Plane interface between individual gNBs, i.e., Xn-C, IPsec and/or DTLS may be used.
· For the User Plane interface between individual gNBs, i.e., Xn-U, IPsec may be used.
· For the Control Plane interface between gNB and 5G Core, i.e., N2, IPsec and/or DTLS may be used.
· For the User Plane interface between gNB and 5G Core, i.e., N3, IPsec may be used.

References: [33]

9.5.3.4	Access Network Redundancy
	Priority
	High

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Availability

	Related Threats
	#TR_D_02


Control: Network architecture and deployment should incorporate redundancy to ensure availability of the network under adverse conditions.

Guidance: Redundancy measures can help to improve the resiliency of the network when individual system components fail (e.g., 5G NFs, routers and switches, or communication links). This is especially relevant to the Access Network, where reachability of network elements is limited. Redundancy can and should be implemented on multiple levels to prevent different kinds of failure scenarios, for example: 
· redundant network elements (NFs, router, switches, etc.);
· redundant physical links; and
· redundant logical connections.
5G operators should incorporate redundancy measures early on in their network design in order to evaluate different options and choose the appropriate ones considering the required investment, security risk, and damage prevented.

Reference: -

9.5.3.5	Secure Non-3GPP Access
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Confidentiality, Integrity

	Related Threats
	#TC_S_01, #TC_T_01


Control: It should be ensured to secure trust establishment and subsequent communication between the 5G Core and mobile handsets connecting via untrusted non-3GPP access networks.

Guidance: The 5G System is access network agnostic, allowing clients to connect to the 5G Core via various access network technologies. Depending on whether such network is considered trusted or untrusted by the home network operator, the User Equipment either connects to a Trusted Non-3GPP Gateway Function (TNGF) or a Non-3GPP Interworking Function (N3IWF) via the EAP-5G protocol. In order to protect the communication between 5G UE and Core Network over non-3GPP access, 5G operators should observe the following guidance:
· Determining the trust level of non-3GPP access networks based on the 3GPP security framework and/or the organizational security policy
· Configuring a list of trusted networks in the subscriber's USIM, if trusted non-3GPP access is used
· Enforcing secure cryptographic algorithms in TNGF and N3IWF according to the organization's cryptography policy

Reference: [33]

9.5.4	Core Network Controls
9.5.4.1	User Plane Protection
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Confidentiality, Integrity

	Related Threats
	#TC_T_01, #TN_T_01, #TN_I_01


Control: It should be ensured that User Plane traffic is never transferred unprotected over interfaces connecting to the 5G Core or those internal to it.

Guidance: Protection of User Plane data is not just relevant in the context of 5G NR. Depending on the deployment scenario, certain parts of the 5G Core Network –and particularly the UPF– can also run in less trusted environments. In these scenarios it is essential that all external communication is protected using established security protocols. Therefore, 5G operators should ensure mutual authentication, confidentiality, and integrity protection for User Plane traffic, i.e.:
· interfaces connecting UPFs to 5G NR (i.e., N3 interfaces)
· interfaces connecting different UPF instances (i.e., N9 interfaces)
· interfaces connecting UPFs to LADN or external networks (i.e., N6 interfaces)
3GPP TS 33.501 specifies the use of Network Domain Security/IP network layer security (NDS/IP) for the protection of above interfaces, unless security is provided by other means. In addition to NDS/IP, 5G also introduces the Inter PLMN UP Security (IPUPS) function to protect the communication between UPF instances of different 5G operators. A logical part of the UPF, IPUPS is responsible for enforcing GTP-U security on incoming traffic on the N9 interfaces, including:
· verifying the validity of GTP-U messages against the 3GPP protocol standard
· verifying GTP-U messages contain a Tunnel Endpoint Identifier of an active PDU session
Beyond controls prescribed by 3GPP, 5G operators may consider implementing further controls related to User Plane communication to protect the 5G System and its subscribers.

References: [33], [34]

9.5.4.2	Intra-PLMN Signalling Security
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Confidentiality, Integrity

	Related Threats
	#TC_T_01, #TN_S_02, #TN_T_02, #TN_I_02


Control: Control Plane signalling internal to the 5G Core should be protected.

Guidance: The architecture of the 5G Core has been designed with flexibility and extensibility in mind, highlighted by the adoption of API-driven communication and the (optional) integration of an SCP enabling mesh networking between Control Plane Network Functions. What used to be communication via static reference points is transforming into a zero-trust network that puts increased responsibility for security enforcement on the individual communication peers.
As a result of this change, it is even more important than in previous mobile generations for 5G operators to enforce strong cryptographic controls on every communication flow within their Core Network. This includes ensuring mutual authentication, confidentiality, and integrity protection during:
· NF-NRF communication at service registration and service discovery
· NF-NF communication at service access

If the 5G deployment utilizes an SCP for indirect communication among 5G Core Network NFs, the same recommendations apply to the interfaces below:
· Communication between NFs and the SCP
· Communication between SCP components
· Communication between different SCP instances

References: [33]

9.5.4.3	Inter-PLMN Signalling Security
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Confidentiality, Integrity

	Related Threats
	#TC_S_01, #TN_E_01


Control: Inter-PLMN Control Plane traffic and the network itself should be protected from threats on the interconnect interface between mobile networks.

Guidance: The N32 interface is one of the main points of exposure towards external parties in the 5G System. The Security Edge Protection Proxy (SEPP) acts as a security enforcement point by applying cryptographic protection on outbound traffic as well as controlling inbound N32 messages. In order to protect the information transferred over this link and the network itself from unauthorized requests, 5G technology suppliers and 5G operators should observe the following precautions with regards to the N32 interface:
· Enforcing the use of PRINS or TLS security protocols. If there is no requirement for intermediaries to access message contents, end-to-end protection via TLS is strongly recommended
· If TLS is used for the protection of N32 messages:
· Ensuring the use of cipher suites using secure cryptographic algorithms according to the organization's cryptographic policy (see clause 9.5.1.3)
· If PRINS is used for the protection of N32 messages:
· Ensuring ciphering of all information elements in the SEPP protection policies, except those explicitly required to be accessed by intermediaries
· Ensuring the SEPP refuses all incoming messages that do not comply with the requirements specified in the SEPP protection policies or that fail message validation
· Enforcing a defined rate-limit for incoming N32 messages
· Enforcing cross-layer anti-spoofing mechanisms for incoming N32 messages
· Enforcing topology hiding in communication with external entities
It should be noted that SEPP inter-PLMN security is only available if both roaming partners operate 5G SA deployments. In scenarios where either the home or the visited network operates on a previous generation Core, inter-PLMN signalling is transported over legacy protocols, such as DIAMETER or SS7. 

References: [33], [35], [16]

9.5.4.4	Enforcement of API Access Control
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Authorization

	Related Threats
	#TN_E_01, #TC_E_02, #TNS_I_01


Control: It should be ensured that API endpoints of 5G NFs authenticate and authorize communication peers appropriately. 

Guidance: 5G software suppliers and 5G operators should ensure all API endpoints 5G NFs and other network components enforce strict authentication and authorization of the requesting party. In accordance with the 3GPP security specification, acceptable authentication methods are:
· Authentication on transport layer using TLS
· Implicit authentication via NDS/IP
Note: Contrary to the 3GPP specification, implicit authentication by physical security is not recommended, since it violates the security principle of defence in depth.
Explicit authorization to access a service should be required at all times. Specifically, it is recommended that NF APIs make use of token-based authorization based on the OAuth2.0 authorization framework. The Network Functions issuing and validating authorization tokens (i.e., NRF and NF Service Producers) should properly confirm NF Service Consumers’ permissions before granting access. This includes the following best practices related to OAuth2.0 tokens:
· Every token should include an appropriate expiry time
· Every token should specify a well-defined client and audience
· Every token should have a limited scope
· Every token should only be valid in the context of a specific Network Slice
· Tokens should be protected with Messages Authentication Codes based on JSON Web Signatures (JWS) as specified in 3GPP TS 33.501
In addition to API security functionality built into 5G NFs directly, 5G operators may also consider deploying dedicated security elements for this purpose (e.g., API security gateways) in key locations of the network. Particularly sensitive NF APIs include, among others, those of NRF and UDM.

References: [27], [36]

9.5.4.5	Protection of Initial NAS Messages
	Priority
	High

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Integrity

	Related Threats
	#TR_T_03


Control: Integrity of initial NAS messages transferred between UE and the AMF should be ensured.

Guidance: 5G enables the protection of initial NAS messages at the time of session establishment by allowing the 5G UE to either transfer the required information elements protected using an existing security context or to only send a limited set of elements, when it has no security context. Once a NAS security context has been established, the AMF can request the UE to resend the complete initial NAS message in protected form alongside the original cleartext message, enabling the AMF to verify the integrity of the received information. 
5G technology suppliers and 5G operators should assert that AMF implementations behave as specified in the 3GPP technical standards by initiating a new authentication procedure if the integrity check of the initial NAS message fails.

References: [33]

9.5.4.6	Subscriber Privacy
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Confidentiality

	Related Threats
	#TR_I_01, #TN_S_03


Control: Subscribers' permanent identifiers in the 5G System should be protected.

Guidance: 5G introduces security safeguards that prevent the exposure of the Subscription Permanent Identifier (SUPI) to any parties other than the UE and the 5G Core Network NFs involved in authentication. This is achieved by encrypting the SUPI to form a Subscription Concealed Identity (SUCI) and prohibiting paging of subscribers, instead relying on the 5G Global Unique Temporary Identifier (5G-GUTI). In order to effectively enforce these controls, 5G operators should observe the following recommendations.
Regarding SUPI concealment:
· Describing in the 5G security policy where computation of the concealed SUPI should be performed, i.e., inside of the USIM or the ME 
· Preparing subscription profiles inside the USIM to specify where SUCI concealment is to be performed and what concealment schemes are to be used
· Ensuring the 5G Core Network does not accept SUCIs generated using the null-scheme, except when the UE accesses emergency services
· Provisioning the home network public key for SUPI concealment to all 5G UEs
Regarding temporary subscriber identities:
· Enforcing frequent reassignment of the 5G-GUTI
· Ensuring that the 5G-TMSI, random component of the 5G-GUTI, is generated in a process guaranteeing sufficient entropy and unpredictability

References: [33], [16]

9.5.4.7	Service Mesh Security
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Availability, Segmentation & Segregation

	Related Threats
	#TN_L_01


Control: The 5G SCP should be protected by following best practices for software-defined mesh networks.

Guidance: The Service Communication Proxy is a key element of the 5G Core Network, connecting to all Control Plane Network Functions and supporting elementary communication tasks such as service discovery, message routing, and load balancing. Given its crucial role for NF-to-NF communication, it is essential for 5G operators to ensure the security of the SCP itself. To do so, the following security control should be observed:
· Deploying the SCP in a distributed manner using multiple SCP instances, segmented according to the security domains of the 5G System deployment;
· Implementing the network segmentation created by the SCP service mesh at layer 3, particularly in highly sensitive areas of the network;
· Defining and enforcing resource usage limits on individual SCP components;
· Ensuring the collection and centralized recording of operational data associated with the SCP, such as:
· Resource usage per system component (e.g., CPU load, memory usage)
· Message statistics (e.g., number of messages received, denied, accepted)
· Information about communication peers (e.g., connected NFs, number of active/unresponsive NFs, number of messages sent per second)

References: [37]

9.5.4.8	Increased Home Control 
	Priority
	Moderate/High

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Authorization

	Related Threats
	#TC_S_01


Control: Fraudulent requests sent to the home network on behalf of the subscriber should be rejected.

Guidance: The 5G System allows the subscriber's home network operator to link the result of a primary authentication run –regardless of whether it is successful or not– to subsequent procedures requiring confirmation by the UDM. In order for 5G operators to make use of this capability, 5G technology suppliers should provide functionality allowing the utilization of the authentication confirmation as part of their UDM implementations. 
5G operators should identify scenarios prone to fraud requiring explicit authentication confirmation and document them in their 5G security policy. The UDM should be configured to only allow these procedures after receiving a sufficiently recent, successful authentication confirmation. An example of how to link the information to the Nudm_UECM_Registration procedure is provided in the 3GPP technical specifications.

References: [33]

9.5.4.9	DDoS Protection
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Availability

	Related Threats
	#TC_D_01, #TC_D_02, #TN_D_01



Control: Network Functions at risk of targeted DDoS attacks or unintentional traffic spikes should be protected from excessive traffic loads.

Guidance: A number of 5G NFs are at particularly high risk of being subject of a DDoS attack, due to their functionality and position in the 5G System. This includes Network Functions such as the AMF, N3IWF/TNGF, UPF/IPUPS, NRF, NEF, as well as other network entities such as the SCP and SEPP. In order to ensure the availability of these components, 5G operators should follow the recommendations below:
· Incorporating redundancy and appropriate failover strategies into the network architecture, including:
· Logical system redundancy
· Geographic system redundancy
· Link redundancy
· Avoiding direct exposure of the Network Function requiring protection, but ensure incoming traffic is load-balanced amongst multiple instances
· Employing rate-limiting and traffic shaping technologies, both in dedicated security elements as well in the Network Function themselves
· Ensuring that virtual deployment units can scale-up and scale-down within certain limits, based on their current utilization

References: -

9.5.5	Network Slicing Controls
9.5.5.1	Network Slice Isolation
	Priority
	Critical

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Availability, Segmentation & Segregation

	Related Threats
	#TNS_D_01, #TC_I_02, #TNS_D_02


Control: Network slices, incl. supporting platforms and applications, should be effectively isolated from each other.

Guidance: Network slicing enables 5G operators to provision multiple virtual networks with their own distinct resources, services, and SLAs, multiplexed over a common 5G System. More of an architectural concept than a specific technology, network slicing can be implemented in different ways, for example, utilizing message tagging, VLANs, or VPNs.  Effective slice isolation means that individual slice instances do not impact the performance or availability of others. In order to achieve this requirement, 5G technology suppliers should observe certain security precautions, such as:
· Design and development of management frameworks (incl. slice orchestrators) suitable for multi-vendor and multi-tenant environments;
· Enforcing secure communication between network slice orchestrators and slice instances as well as between different slice orchestrators;
· Enabling the definition of a minimum and a maximum network resource budget for each slice;
 Ensuring logically isolated processing of slice-specific traffic and storage of slice-specific data; and
· Ensuring cryptographic isolation between slices.
At the same time, 5G operators should assess the risk of provisioning different network slices on shared platforms and design their network accordingly. On a high level, 5G operators have two choices for slice isolation:
· soft network slicing: slice instances sharing the same resources, with quality of service enforced in software according to the operator’s policy; and
· hard network slicing: slices instances using dedicated resources, so two instances cannot possibly affect each other.

References: [38]

9.5.5.2	Virtual Network Security
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Segmentation & Segregation

	Related Threats
	#TNS_S_02, #TNS_D_01


Control: It should be ensured that a transition from physical to virtual networks does not result in a degradation of security measures.

Guidance: In traditional deployments, security enforcement points are often placed into the network in form of physical appliances that traffic has to pass through. The shift to purely virtual –that is, software defined– networks make these enforcement points less visible but should not result in a dilution of security boundaries. In order to guarantee effective isolation of traffic flows and segmentation of virtual networks, 5G operators should observe the following recommendations:
· Using firewalls integrated with the virtualization management platform instead of standalone ones
· Using of centralized or federated SDN controllers using standard management protocols
· Using Dedicated Virtual Switches and NICs for Management Traffic
· Reflecting overlay-based segmentation in physical network (e.g., using VLANs)
· Utilizing network monitoring tools in the physical network, if possible

References: [39]

9.5.5.3	Network Slice Access Control
	Priority
	Critical

	Responsible
	Suppliers

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Authorization, Confidentiality

	Related Threats
	#TNS_S_01, #TNS_I_01, #TC_E_02


Control: Resources associated to a certain network slice instance should only be accessible to clients of this slice.

Guidance: Although the same Network Functions may process information from multiple network slices, resources restricted to a specific slice instance should not be revealed outside of it. Ensuring this level of access control requires that 5G suppliers enforce strict authentication and slice-specific authorization in network communication.
It should be emphasized that this control is not only relevant in communication between subscribers and the network (e.g., when validating requested network slice instances), but also in NF-to-NF communication. 

References: -

9.5.5.4	Network Slice Security Policy Enforcement
	Priority
	Critical

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Authorization, Confidentiality

	Related Threats
	#TNS_E_01


Control: When a UE is subscribed to multiple slices with different security requirements, security policies should be enforced in such a way that does not endanger network slices with higher security guarantees.

Guidance: In addition to performance requirements, network slice can also define different security levels. As the UE is outside of the management domain of network operators and can participate in communication with different network slices in parallel, it is important that security requirements of high-security slices take precedence over those of lower-security slices. Examples for relevant configuration parameters/security features include:
· e-authentication frequency;
· over-the air subscriber privacy; and
· increased home control.
In general, the 5G operator should further define a minimum security baseline that all network slices have to meet, regardless of whether they are managed by the operator itself of by customers.

References: [38]

9.5.6	MEC Controls
9.5.6.1	MEC Application Auditing
	Priority
	Moderate/High

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Identify

	Related Security Properties
	Authentication, Confidentiality, Integrity

	Related Threats
	#TE_I_01, #TE_I_02


Control: 5G operators should define security requirements to be met by third-party MEC applications to ensure security of the network and the communication data processed.

Guidance: In addition to the general security assurance activities recommended to be performed on software running in the 5G System (see clause 9.3.3), MEC applications and supporting AFs should be subject to a dedicated auditing process. Such process should verify whether basic security standards regarding the protection of subscriber data are met. 5G operators should therefore be:
· Specifying security requirements to be met by MEC application developers wishing to deploy their software in the 5G operators MEC environment, for example on secure communication, key management, identity and access management, etc.
· Requiring adequate documentation about security-relevant aspects of the MEC application by the developer, such as processed information types (e.g., location data, user audio/video), data classification, security controls on application layer, retention times at the LADN, etc.
· Requiring proof of compliance to the above-mentioned security requirements from MEC application developers or actively verify the same

References: [40]

9.5.6.2	MEC Access Control
	Priority
	Moderate/High

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Authentication, Authorization

	Related Threats
	#TE_S_01


Control: Unauthorized access to MEC applications should be prevented.

Guidance: Multi-Access Edge Computing is expected to power specific use cases which benefit from the close proximity to the end-user due to the reduced round-trip time. Hence, access to these applications should be restricted to certain user groups subscribed to a given service. 5G operators and MEC application developers should ensure access to MEC apps is restricted on multiple levels, for example:
· By the PCF, verifying the requesting UE is authorized to access MEC services
· By the SMF, tasked with steering the user data to the correct LADN (most likely the one closest to the subscriber)
· By the local UPF, which should only forward UP traffic that matches the relevant traffic filters for the MEC application
· By the MEC app itself, which should authenticate and authorize the subscriber on application layer
Authentication of mobile subscribers with MEC apps may also utilize 5G secondary authentication. This mechanism allows external parties to perform an additional EAP-based authentication procedure before granting access to over-the-top services.

References: [40]

9.5.6.3	Protection of MEC Control Data
	Priority
	Moderate/High

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Confidentiality, Integrity

	Related Threats
	#TE_S_01, #TE_T_01


Control: Tampering of Control Plane data exchanged between MEC components internally and with external entities should be prevented.

Guidance: Control Plane traffic, as in other network domains, requires confidentiality, integrity protection. In MEC scenarios, this can include service configuration, access control lists or policies, and DNS records. 5G operators, MEC application developers, and operators of MEC environments should ensure the protection of such traffic classes by observing the following security controls:
· Enforcing mutual authentication, confidentiality, and integrity protection on transport layer, both on external interfaces and between internal MEC components (e.g., between MEC applications and platform, between MEC platform and platform manager, etc.)
· Enforcing integrity and –where required– confidentiality protection on application layer for particularly critical control data. For example, by use of DNSSEC for DNS records or NTS for time data.
· Storing cryptographic secrets used to protect Control Plane traffic in adequate secure environments (see clause 9.5.1.3)

References: [41], [42]

9.5.6.4	Protection of MEC User Data
	Priority
	Moderate/High

	Responsible
	Suppliers, Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Confidentiality, Integrity

	Related Threats
	#TE_I_01


Control: User Plane Traffic should be protected in transit and at rest within MEC environments.

Guidance: Due to their deployment on the network edge, MEC components could be subject to weaker physical security than more central Network Functions. Hence, it is required to enforce cryptographic protection of User Plane traffic exchanged or stored within the MEC ecosystem. 5G operators, MEC application developers, and operators of MEC environments should jointly ensure the following security controls:
· Encryption and integrity protection of interfaces carrying user data, both external and internal to the MEC environment
· Storing of cryptographic secrets used to protect User Plane traffic in adequate secure environments (see clause 9.5.1.3)
· Encrypting sensitive application data before writing to permanent storage
· Utilizing self-encrypting storage devices

References: -

9.5.6.5	MEC Environment Isolation
	Priority
	High

	Responsible
	Operators

	Control Type
	Preventive

	Security Concepts
	Protect

	Related Security Properties
	Segregation & Segmentation

	Related Threats
	#TE_D_02, #TE_I_02, #TE_E_01, #TE_L_01


Control: Strict segregation between the MEC environment and surrounding network components should be ensured.

Guidance: In addition to isolation of MEC workloads on the virtualization layer, there should also be a strict isolation between MEC deployments and surrounding Network Functions. Given the MEC reference architecture allows for flexible deployment options, MEC components could be collocated with either RAN or Core NFs. In such scenarios, 5G operators and operators of MEC environments should implement strict segregation by enforcing controls such as:
· Where possible, MEC components should be run on platforms both physically and logically separate from other Network Functions
· If complete isolation cannot be achieved, ensure strict logical isolation on multiple layers, including:
· Defining dedicated virtualization trust domains for MEC components, so that the virtualization layer can enforce execution on separate hosts
· Defining dedicated MANO trust domains, so management information is handled completely separately and does not affect other domains
Similarly, strict isolation should also be enforced to different traffic categories, such as user plane and management plane communication. For example, MEC applications and users accessing them from their UEs should not be able to access management interfaces and services of the MEC platform. Such isolation can be provided on different system layers and operators of MEC environments and 5G operators should follow a defence in depth approach in implementing this control.

References: [40]

9.5.6.6	Controlled Traffic Steering
	Priority
	Moderate/High

	Responsible
	Suppliers, Operators

	Control Type
	Preventive, Detective

	Security Concepts
	Detect, Protect

	Related Security Properties
	Authorization

	Related Threats
	#TE_D_01


Control: Interactions between MEC applications, supporting AFs, and subscribers should be monitored and appropriately controlled.

Guidance: The 5G System allows for third parties to actively influence workloads on the MEC platform and associated traffic routing.  Since this capability can lead to adverse service impact due to misbehaviour of external AFs and UserApps, it is recommended to monitor and validate all requests from these entities. Therefore, 5G technology suppliers, operators of MEC environments, and 5G operators should ensure the presence of security controls such as:
· Enforcement of security policies in NEF and/or PCF, specifying MEC services and mobile subscribers a given AF is authorized to influence
· Traceability of MEC application instances across the MEC platform(s)
· Enforcement of resource limits on MEC application instances, especially when controlled by external entities, such as AFs and MEC UserApps
· Continuous monitoring of communication between the 5G network (incl. the MEC platform) and external entities, such as AFs and MEC UserApps

References: -
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