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ITU-T Study Group 17 is pleased to inform you that we have established a new work item X.sa-ec, ‘Security architecture of edge cloud’. This work will focus on the security of the networks and information surrounding cloud-edge collaboration to safeguard edge cloud for operators to carry out a more efficient security architecture.
The current work item has an architectural representation of the security architecture for edge cloud:
[image: ]

We are particularly interested if 3GPP has done work in this area and if there are alternative models for provision of cloud services at the edge. SG17 hopes that 3GPP could reply to this liaison in the event that other models for provision of cloud services at the edge (and the security models for those services) exist in 3GPP.
The new work item on X.sa-ec, which was established at 20-30 April 2021 SG17 meeting for development by Q8/17, is attached for your information.

Annex:
· Draft Recommendation ITU-T X.sa-ec: Security architecture of edge cloud

Draft Recommendation ITU-T X.sa-ec
Security architecture of edge cloud
[bookmark: _Toc67297117][bookmark: _Toc67316102][bookmark: _Toc67560194][bookmark: _Toc67560530][bookmark: _Toc70241484][bookmark: _Toc70256997]1	Scope
This Recommendation proposes a security architecture for edge cloud, in this Recommendation, it specifies security architecture of edge cloud, functionality of each module, specifies key technologies to the architecture and reference implementation for work procedures. 
[bookmark: _Toc67297118][bookmark: _Toc67316103][bookmark: _Toc67560195][bookmark: _Toc67560531][bookmark: _Toc70241485][bookmark: _Toc70256998]2	References
The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.
The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
[bookmark: _Toc67297119][bookmark: _Toc67316104][bookmark: _Toc67560196][bookmark: _Toc67560532][bookmark: _Toc70241486][bookmark: _Toc70256999]3	Definitions
[bookmark: _Toc67297120][bookmark: _Toc67316105][bookmark: _Toc67560197][bookmark: _Toc67560533][bookmark: _Toc70241487][bookmark: _Toc70257000]3.1	Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1	
<To be added>
[bookmark: _Toc67297121][bookmark: _Toc67316106][bookmark: _Toc67560198][bookmark: _Toc67560534][bookmark: _Toc70241488][bookmark: _Toc70257001]4	Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

<To be added>
[bookmark: _Toc67297122][bookmark: _Toc67316107][bookmark: _Toc67560199][bookmark: _Toc67560535][bookmark: _Toc70241489][bookmark: _Toc70257002]5	Conventions
None.
[bookmark: _Toc67297123][bookmark: _Toc67316108][bookmark: _Toc67560200][bookmark: _Toc67560536][bookmark: _Toc70241490][bookmark: _Toc70257003]6	Security protection challenges for edge cloud
 [This section identifies main protection challenges for edge cloud that should be considered]
[bookmark: _Toc67297131][bookmark: _Toc67316116][bookmark: _Toc67560203][bookmark: _Toc67560539][bookmark: _Toc70241492][bookmark: _Toc70257004]7	Security architecture of edge cloud
[This section describes a hierarchical architecture of cloud and propose the collaborative cloud-edge computing security architecture. ]
[image: ]
Figure-1 Security architecture of edge cloud
[bookmark: _Toc70241493][bookmark: _Toc70257005][bookmark: _Toc67297132][bookmark: _Toc67316117][bookmark: _Toc67560204][bookmark: _Toc67560540]7.1	Multi-Vendor Security Resource Pool and Adaptation Layer
[This clause describes the security capabilities deployed nearby, and the mechanism of multi-vendor security capabilities working normally.]
[bookmark: _Toc70241494][bookmark: _Toc70257006]7.2	Local and Global Security Mgmt.
[This clause describes the cooperative O&M monitoring and emergency response mechanisms to ensure maximum security, availability, and reliability.]
[bookmark: _Toc67297133][bookmark: _Toc67316118][bookmark: _Toc67560205][bookmark: _Toc67560541][bookmark: _Toc70241495][bookmark: _Toc70257007]7.3	Security Situation Awareness
[This clause describes Big Data–based situation awareness which can facilitate quick responses.]
[bookmark: _Toc67297134][bookmark: _Toc67316119][bookmark: _Toc67560206][bookmark: _Toc67560542][bookmark: _Toc70241496][bookmark: _Toc70257008]7.4	Security Service Orchestration
[This clause describes unified security policies and orchestration and security service lifecycle mgmt. aspect of the orchestrator in global security mgmt.]
[bookmark: _Toc67297135][bookmark: _Toc67316120][bookmark: _Toc67560207][bookmark: _Toc67560543][bookmark: _Toc70241497][bookmark: _Toc70257009]7.5	Policy Control mechanism
[This clause describes policy controller how to allocates the security service flows defined by the orchestration to edge nodes for scheduling and execution. ]
[bookmark: _Toc70241498][bookmark: _Toc70257010][bookmark: _Toc67297136][bookmark: _Toc67316121][bookmark: _Toc67560208][bookmark: _Toc67560544]8	Key technologies
[This section will include key technologies in adaptation layer, collaborative security and management aspect of the security architecture.]
[bookmark: _Toc70241499][bookmark: _Toc70257011]8.1 	Multi-Vendor Security Resource Pool
[This clause describes key technologies of how to deploy multi-vendor security resource pool, such as hardware and software deployed.]
[bookmark: _Toc70241500][bookmark: _Toc70257012]8.2	Multi-Vendor Security Capability Adaptation 
[This clause describes key technologies of how to adapt multi-vendor security resources to ensure maximum security for edge cloud, such as interface specification and etc.]
[bookmark: _Toc70241501][bookmark: _Toc70257013]8.3	Security Situation Awareness
[This clause should be align with X.nssa-cc.]
[bookmark: _Toc70241502][bookmark: _Toc70257014]8.4	Collaborative Security
[This clause describes key technologies from cooperative local layer and global layer, such as cooperative the orchestrator in global mgmt. and the security resource pool in local mgmt., emphasis on how to orchestrate services based on the security service templates and security policy templates defined by the service framework and reuse the templates.]
[bookmark: _Toc70241503][bookmark: _Toc70257015]9	Work procedures
[This clause defines these key work flows in the security architecture. For example, the work flows of security lifecycle management such as security mechanism deployment, loading, update, uninstallation, and deletion. Another example, the work flows of security management and orchestration which makes security services can be flexibly deployed and expanded.]
[bookmark: _Toc426637771][bookmark: _Toc67297137][bookmark: _Toc67316122][bookmark: _Toc67560209][bookmark: _Toc67560545][bookmark: _Toc70241504][bookmark: _Toc70257016]Bibliography
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