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ITU-T Study Group 17, Security, is working on ICT security aspects including generic security architecture, mechanisms and management guidelines for heterogeneous networks/systems/services, cloud computing, smart grid, intelligent transportation systems (ITS) including V2X communication, the 5G cellular network, software-defined networks, Big Data analytics, Internet-of-Things, protection of the personally identifiable information (PII) and serves as the lead Study Group on Security in ITU-T. Question 13 in SG17 is a lead Question for developing Recommendations regarding security aspect for ITS including road transport, railway, maritime and air transport as well.
SG17 informs ISO TC20 and 3GPP SA3 that we established a new work item ITU-T X.evtol-sec "Security guidelines for an electric vertical take-off and landing (eVTOL) vehicle in an urban air mobility environment" in our August/September 2020 SG17 meeting. Summary of the new work item can be found in Attachment.
ITU-T SG17 would appreciate if you could collaborate with ITU-T SG 17 on security aspects on eVTOL in UAM environments. 
Attachment: 
1. Information of new work item: X.evtol-sec

Attachment: Information of new work item: X.evtol-sec, " Security guidelines for an electric vertical take-off and landing (eVTOL) vehicle in an urban air mobility environment "

Scope
This draft new Recommendation provides security guidelines for a connected electric vertical take-off and landing (eVTOL) in an urban air mobility environment. This draft Recommendation introduces security aspects on technical and environmental consideration of connected eVTOL systems used as an urban air mobility. In addition, this draft Recommendation provides security threat analysis and security requirements.
Summary 
Urban air mobility (UAM) is an on-demand passenger or cargo-carrying air transportation services, typically flown within urban areas. This new type of transportation is expected to resolve various problems including the utmost traffic jam occurred in a big city. For providing air mobility service in an urban area, the characteristics of the city such as noise-sensitiveness, cramped spaces and crowded people should be considered. So an electric powered vertical take-off and landing (eVTOL) vehicles is being developed by many companies and it has various communication devices for safe and exact aviation. When UAM is compared with unmanned air vehicle/system (UAV/UAS) in H/W architecture and communication channel aspects, UAM has many different components such as fuel cell system, safety controller, rescue system, satellite communication system, ADB-S (Automatic Dependent Surveillance-Broadcast)/V2V communication channel in order to carry people safely in the airway. Thus, embedded communication systems make it highly probable that some communication channels can be targets of an attacker to access to connected eVTOL internal systems and might cause heavy casualties. 
Therefore, it is necessary to consider and study technical and environmental characteristics, potential vulnerabilities and their security requirements for connected eVTOL vehicle equipped with various connectivity functionalities utilized in an urban air mobility. So this draft new Recommendation provides overview of eVTOL system, security threat analysis and security requirements for eVTOL for providing security guidelines to industries involved in an urban air mobility services.
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