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Attachment: Proposal for draft Recommendation, Physical layer assisted lightweight AKA (PL-AKA) protocol for the Internet of things


Summary
The IoT is a core technology of the Fourth Industrial Revolution that enables a hyper-connected society where many people and objects are closely connected. The connection of numerous objects and devices can provide new information environments and services such as virtualization, cyber physics, autonomous driving, big data, and smart energy. However, due to the creation and connection of heterogenous IoT devices, it is difficult to manage IoT devices systematically. Meanwhile, numerous IoT devices are wirelessly connected, making them very vulnerable to security. Furthermore, when privacy data of IoT is exposed, the serious social and economic loss may occur. However, existing cryptography-based IoT security is stable in terms of security, but may be very inefficient in terms of network traffic, complexity, and power consumption to support large-scale IoT devices in the future. 
This draft Recommendation described the physical layer assisted lightweight AKA (PL-AKA) protocol between IoT devices and public & non- public networks. To this end, physical layer authentication (PLA) that utilizes physical features including channel state information (CSI) as an encryption key is applied to AKA. This standard demonstrates an integration strategy and PL-AKA protocols for applying the PLA to AKA. The authentication of massive IoT devices is divided into two cases: 1) PL-AKA without a shared secret key, 2) PL-AKA with a shared secret key. In addition, when applying PLA to AKA protocol, cryptography-based authentication is selectively conducted by the statistical measures employed in the PL-AKA authentication protocol.
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1.  Scope

In this standard, a physical layer assisted lightweight AKA(PL-AKA) protocol is described for the authentication and key agreement (AKA) between IoT devices and cellular networks. To this end, physical layer authentication (PLA) that utilizes physical features including channel state information (CSI) as an encryption key is applied to AKA. This standard demonstrates an integration strategy and PL-AKA authentication protocols for applying the PLA to AKA.
2. References
The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.

[3GPP TS 33.401]        3GPP TS 33.401 v16.3.0 (2020-07-10) 3GPP System Architecture Evolution (SAE); Security architecture (Release 16)
3. Definitions
[bookmark: _Toc350525973][bookmark: _Toc46326115]3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1 authentication [b-ITU-T X.1641]: Verifying the identity of a user, process, or device, often as a prerequisite to allowing access to resources in an information system
3.1.2 encryption [b-ITU-T X.800]: The cryptographic transformation of data (see cryptography) to produce ciphertext.
Note – Encipherment may be irreversible, in which case the corresponding decipherment process cannot feasibly be performed
3.1.3 physical layer (PHY) [b-ITU-T J.122]: Layer 1 in the Open System Interconnection (OSI) architecture; the layer that provides services to transmit bits or groups of bits over a transmission link between open systems and which entails electrical, mechanical and handshaking procedures.
3.1.4 physical channel [b-ITU-R M.1224]: A path through a communication space defined in time, frequency and code, which is established for a given period of time. Multiple physical channels can be mapped onto a single radio-frequency channel. One physical channel can also be mapped or duplicated on multiple radio-frequency channels.

[bookmark: _Toc46326116]3.2 Terms defined in this Recommendation
[bookmark: _Toc46326117]This Recommendation defines the following terms:
3.2.1 physical layer authentication: Physical layer authentication is RF signal processing based authentication using physical layer attributes.
3.2.2 challenge-response authentication mechanism (CRAM): a challenge-response authentication mechanism is a group of protocols that require a party to ask questions as a challenge and another to provide valid answers as a response to obtain certification.
3.2.3 channel state information (CSI): Channel state information (CSI) refers to the channel properties of the wireless communication link.

4. Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
[bookmark: _Toc46326118]AKA      	Authentication and Key Agreement
AUTN   	Authentication Token
AV         	Authentication Vector
CFO      	Carrier Frequency Offset
CRAM  	Challenge-Response Authentication Mechanism
CSI        	Channel State Information
IoT        	Internet of Things
PHY     	Physical layer
PHY-CRAM  	Physical layer Challenge-Response Authentication Mechanism
PLA      	Physical Layer Authentication
RAND  	Random challenge
RES      	Response
RF		Radio frequency

5. Conventions
None.

6. Overview
This standard proposes a physical layer assisted lightweight AKA(PL-AKA) protocol model for the authentication of many IoT devices in cellular IoT systems. The IoT is a core technology of the Fourth Industrial Revolution that enables a hyper-connected society where many people and objects are closely connected. The connection of numerous objects and devices can provide new information environments and services such as virtualization, cyber physics, autonomous driving, big data, and smart energy. As a result, the market for IoT is rapidly growing. By 2020, the total IoT market size is expected to reach $1.7 trillion. However, due to the creation and connection of heterogenous IoT devices, it is difficult to manage IoT devices systematically. Meanwhile, numerous IoT devices are wirelessly connected, making them very vulnerable to security. Furthermore, when privacy data of IoT is exposed, the serious social and economic loss may occur. Gartner predicts that by 2020, more than 25% of all hackers will conduct IoT security attacks. However, existing cryptography-based IoT security has drawbacks as following [b-W5ref]. First, public key management is difficult in massive IoT environments. Second, the process of a shared key exchange can be exposed in some scenarios. Third, if the computational abilities of eavesdroppers exceed a certain level (e.g., use a quantum computer), the encryption key which relies on computational complexity can be estimated. Forth, the cryptography-based authentication is inefficient in terms of network traffic, complexity, and power consumption in some scenarios of supporting large-scale IoT devices in the future. The physical layer feature is changed according to the position of the transmitter and receiver, so it is hard to estimate unless the malicious user is close to either node. In addition, it is possible to have shared keys across the channel estimation while transmitting/receiving arbitrary information through channel reciprocity. Therefore, the proposed standard using the physical layer an supplement the drawbacks of the cryptography-based IoT security.

In order to minimize the traffic of the core network generated when authenticating, this standard considers a distributed authentication architecture based on the base station rather than a centralized authentication architecture based on a core network. In the distributed authentication architecture, a PLA technique using physical characteristics in the RF stage is utilized. Here, physical characteristics such as physical channel information or carrier frequency offset (CFO) can be used as a secret key. Moreover, the PLA is suitable for the IoT because it is a RF signal processing-based security using the physical features. The PLA is divided into a method that uses physical information as an authentication key, does not require a separate authentication key, and a method that requires a separate authentication key by using physical information for encryption key transmission. In the former case, physical features are extracted and registered as an authentication key. Thus, authentication is performed through hypothesis verification with the physical features. In the latter case, physical features are used to encrypt a shared secret key for authentication. Thus, authentication is performed through hypothesis verification with the shared secret key. However, since the authentication reliability of the PLA may be degraded due to noise or interference, it is combined with AKA protocol.

An integration strategy between a PLA and a cryptography-based AKA protocol is required to design a physical layer assisted lightweight AKA(PL-AKA) protocol. To this end, PLA is used as a preemptive authentication method, and cryptography-based authentication is selectively performed in accordance with the result of PLA. When performing hypothesis verification based on the statistical characteristics of PLA, two thresholds are set to divide the authentication result into the states of authentication success, authentication failure, and ambiguous decision. Then, if the result of the PLA is successful or the authentication fails, the authentication is completed at the base station. In contrast, when the result of the ambiguous decision is released, the cryptography-based authentication finally performed from a MME to derive a final decision.
7. Physical layer authentication (PLA)
The PLA performs authentication based on a received signal using a unique physical feature set. The physical layer features that possess uniqueness and steadiness are used for authentication of IoT devices. Then, the PLA is divided into 1) without a shared PHY secret key and 2) with a shared PHY secret key according to the presence or absence of a shared secret key.

7.1 PLA without a shared PHY secret key
In the PLA without a shared PHY secret key, the characteristics of the physical layer are used as a direct authentication key. To this end, upon initial registration, physical layer features are extracted and stored as an authentication key [b-USouthampton]. When a subsequent authentication request is made, statistical hypothesis testing is performed for authentication using stored physical layer features.

7.2 PLA with a shared PHY secret key
In the PLA with a shared PHY secret key, the physical features are used to encrypt the shared secret key. Typically, the PHY-CRAM is an RF signal processing-based CRAM technology. In the PHY-CRAM authentication, an IoT device estimates the CSI from a challenge signal. Then, the device encrypts and transmits a response signal using the estimated CSI. The receiving end performs authentication based on statistical hypothesis verification [b-NanjingUPT, b-GIST].

7.3 Considerations of PLA
This section describes the security considerations of PLA. The uniqueness that can distinguish the physical characteristics of different IoT devices is a significant security consideration in the PLA. It relies on the unique characteristics of the physical features. In addition, steadiness, which does not change physical characteristics over time, is also a matter to be considered in certification. It is determined by the consistency of physical characteristics and measurement accuracy of the characteristics. Accordingly, if the uniqueness and steadiness performance of the physical characteristics are not the best option, it is required to increase the authentication reliability by combining with the cryptography-based authentication technique.
8. Physical layer assisted lightweight AKA(PL-AKA) protocol
The PL-AKA protocol is a protocol that combines the PLA with an existing AKA authentication protocol. The proposed protocol aims to find a suitable authentication protocol in various situations (e.g., signaling overhead in massive IoT devices). Namely, a suitable integration strategy is required between two authentications. This standard considers a consolidation method that utilizes a PLA technique as a preemptive authentication and selectively performs cryptography-based authentication according to the result of the preemptive authentication.
[image: ]
Figure 8-1 – Probability density functions of test statistics 

8.1 Integration strategy
PLA is determined by statistical hypothesis verification. In this case, it is assumed that the authentication server has statistical characteristics of legitimate and malicious signals. Then, the PLA results are divided into 'Rejected', 'Ambiguous', and 'Authenticated' through two thresholds (,). 'Rejected' and 'Authenticated' mean authentication failure and authentication success, respectively, and the authentication is completed at the base station without cryptography-based authentication. On the other hand, 'Ambiguous' is an ambiguous result of authentication due to external factors (e.g., noise, interference, etc.). Then, the MME performs authentication based on cryptography-based authentication for the final decision.

8.2 Authentication protocol
The PL-AKA protocol l proposed in this standard is divided into 1) without a shared PHY secret key, and 2) with a shared PHY secret key according to the PLA method. The PL-AKA protocol without a shared PHY secret key is given as follows:

[image: ]
Figure 8-2 – PL-AKA protocol without a shared PHY secret key

1) : The IoT device sends a user identification response.
2) : For the initial authentication, the server generates AVs. Also, the server selects an AV, retrieves RAND and AUTN, and sends them to the IoT device. 
3): The IoT device authenticates the networks and transmits a pilot signal to extract PHY features for PLA.
4) : For the initial authentication of the IoT device, the IoT device transmits RES to the Server.
5) : The server authenticates the IoT device and transmits a pilot signal to extract PHY features for PLA.
6) : For the subsequent authentication, the server transmits a pilot signal for the authentication using a PLA scheme
7) : For the subsequent authentication, the IoT transmits a pilot signal for the authentication using a PLA scheme.
8) : If the PLA result is `Ambiguous', the server selects an unused AV, retrieves RAND and AUTN, and sends them to the IoT device.
9) : If the PLA result is `Ambiguous', the IoT device authenticates the networks and transmits RES to the server
[image: ]
Figure 8-3 – PL-AKA protocol with a shared PHY secret key

The PL-AKA authentication protocol with a shared PHY secret key () is given as follows :

1) : Same as . 
2) : The server generates AVs that include a PHY secret key for PLA,and retains the other authentication information for cryptographic challenge-response authentication.
3) : For authentication of the IoT device, the server transmits a pilot (i.e., challenge) signal to the IoT device.
4) : The IoT device sends the server a PHY-response signal with the PHY secret key which is encapsulated with the estimated PHY features.
5) : For authentication of the network, the IoT device transmits a pilot (i.e., challenge) signal to the server.
6) : The server sends the IoT device a PHY-response signal with the PHY secret key which is encapsulated with the estimated PHY features.
7) : Same as .
8) : Same as .

[bookmark: _Toc46326122][bookmark: _Toc426637771]9. Security requirements
<TBD>


Annex A

Use cases of physical layer assisted lightweight AKA (PL-AKA) protocol in LTE IoT environment 
(This annex forms an integral part of this Recommendation.)

A.1	Case 1) without a shared PHY secret key

[image: ]
Figure A-1 – PL-AKA protocol without a shared PHY secret key in LTE IoT

1) : The IoT device sends a user identification response.
2) : The MME requests authentication data to the HSS by forwarding user identification and network information.
3) : The HSS generates AVs and transmits them to the MME.
4) : For the initial authentication, the MME selects an AV, retrieves RAND and AUTN, and sends them to the IoT device.
5) : The IoT device authenticates the networks and transmits a pilot signal to extract PHY features for PLA. 
6) : For the initial authentication of the IoT device, the IoT device transmits RES to the MME.
7) : The MME authenticates the IoT device and transmits a pilot signal to extract PHY features for PLA. 
8) : For the subsequent authentication, the BS transmits a pilot signal for the authentication using a PLA scheme. 
9) : For the subsequent authentication, the IoT transmits a pilot signal for the authentication using a PLA scheme. 
10) : If the PLA result is `Ambiguous', the MME selects an unused AV, retrieves RAND and AUTN, and sends them to the IoT device.
11) : If the PLA result is `Ambiguous', the IoT device authenticates the networks and transmits RES to the MME.

A.2	Case  2) with a shared PHY secret key according to the PLA method


[image: ]
Figure A-2 – PL-AKA protocol with a shared PHY secret key in LTE IoT

The PL-AKA authentication protocol with a shared PHY secret key () is given as follows :

1) : Same as . 
2) : Same as .
3) : The HSS generates AVs that include a PHY secret key for PLA and transmits them to the MME.
4) : The MME forwards the secret key for the PLA to the BS and retains the other authentication information for cryptographic challenge-response authentication.
5) : For authentication of the IoT device, the BS transmits a pilot (i.e., challenge) signal to the IoT device.
6) : The IoT device sends the BS a PHY-response signal with the PHY secret key which is encapsulated with the estimated PHY features.
7) : For authentication of the network, the IoT device transmits a pilot (i.e., challenge) signal to the BS.
8) : The BS sends the IoT device a PHY-response signal with the PHY secret key which is encapsulated with the estimated PHY features.
9) : Same as .
10) : Same as .


Appendix I

Security key generation experiment based on the physical channel 
(This appendix does not form an integral part of this Recommendation.)

I.1 	Overview
This apenddix is for analysis of physical channel characteristics using universal software radio peripheral (devices).  This part shows that channel reciprocity (i.e. steadiness) and uniqueness. For conducting the analysis, 2 types of scenarios were employed, and the bit error rate (BER) analysis is utilized for the demonstration of the physical channel characteristics.

[image: ]
Figure Apendix.I-1 – Experimental environment

I.2	Experimental environment
In order to acquire the channel dataset, the two NI USRP devices are used. The static environment in an office which has various scatters was considered. Detail specifications of the communication are following as:
· IEEE 802.11 framework
· # of subcarrier: 242 subcarrier
· Center frequency: 5GHz
· Modulation: BPSK
· Distance: 2.0 m
· SNR: 20 dBm
· Channel type: gain and phase
· Scenarios: with obstacle & without obstacle

[image: ]
Figure Appendix.I-2 – Results of key generation using gain and phase of the physical channel

I.3 	Results
 In figure C.2, the channel reciprocity and uniqueness were demonstrated via qualitative analysis. The physical channel between legitimate users had similar waveforms, and the malicious had different waveforms. The channel gain is directly related to the signal strength, and it had reciprocity distortion occurs by the multipath attenuation of the signal due to an obstacle.
Moreover, the bit error rate (BER) of the security key generated by 4-bit quantization was calculated for the quantitative analysis (Table C-1). The security key generated based on the physical channel can be used for device authentication, but it was confirmed that the channel gain of the obstacle environment is inappropriate as the security key. Furthermore,  it was confirmed that the channel of the legitimate user and the malicious were clearly distinguished in the short distance experiment. If the operating environment is dynamic in which the communication location changes, the generated key update is continuously required.

Table Appendix.I-1 – BER results of key generation using gain and phase of the physical channel
	　
	Legitimate channel
	Illegal channel

	
	BER(AB and BA)
	BER(BA and BE)

	Results
	Without obs.
	Gain
	0.0238
	0.3079

	
	
	Phase
	0.0413
	0.2738

	
	With obs.
	Gain
	0.3564
	0.4928

	
	
	Phase
	0.0227
	0.2696

	Ideal case
	0
	0.5



I.4	Summary
We have experimentally analyzed the effectiveness of channel gain and phase-based security keys. The physical channel sharing (i.e., steadiness) between the transceivers was confirmed due to the reciprocity of the channel during channel coherence time, and in case of malicious Eve channel, it was confirmed that it has the proper channel and the uniqueness in the indoor environment.



Appendix Ⅱ

Uniqueness and steadiness of channel state information for PLA
(This appendix does not form an integral part of this Recommendation.)

Ⅱ.1	Overview
This annex is for analysis of the uniqueness and steadiness of channel state information for PLA in physically separated locations using universal software radio peripheral (devices). This part shows that the feasibility of channel based PLA in terms of the wavelength unit distance from the specific locations. Moreover, we analyzed the channel steadiness for the reliability of channel state information. For conducting the analysis, 1 type of scenario was employed and the absolute correlation coefficient analysis is utilized for the demonstration of the uniqueness of channel state information as well as its steadiness.
[image: 그림5]
Figure Appendix. Ⅱ-1 – Experimental environment and absolute correlation heatmap
Ⅱ.2	Experimental environment
In order to acquire the channel dataset, the two NI USRP devices are used. The static environment in the non-work time of the corridor was designed. Detail specifications of the communication are following as:
· IEEE 802.11 framework
· # of subcarrier: 242 subcarrier
· Center frequency: 3 GHz
· Wavelength: 10 cm
· Modulation: BPSK
· Distance resolution: 1 cm
· Transmit power: 20 dBm
· # of received data frame: 250 frames
· Data acquisition period: 10 seconds per spot
· Channel type: gain 

Ⅱ.3 	Results
 In the figure Appendix. Ⅱ-2, The physical channels are similar within the half wavelength area due to spatial correlation, which makes a legitimate channel vulnerable in case an attacker is in the vicinity of the legitimate users, allowing to forge the secret key from the correlated channels. However, channel uniqueness can be validated after half wavelength distance apart, being able to exclude the attacker`s channels from the legitimate channel effectively. For numerical analysis, two side absolute correlation coefficient is used in figure Appendix. Ⅱ-3. On both sides, a drastic decrease of the correlation coefficient after half wavelength distance is confirmed.
[image: 그림7]
Figure Appendix. Ⅱ-2 – Channel gain profile of the specific locations
[image: 그림15]
Figure Appendix. Ⅱ-3 – Two side absolute correlation of the specific locations
In some cases, received data frames from one spot can be slightly different from each other because of its variance, which prone to making disagreement between legitimate users. In this reason, we analyzed channel steadiness for consistent and realiable PLA through the errorbar plot. Appendix. Ⅱ-4  shows the gain information of 3 data frames at 3 timestamp [0, 4, 8] sec. on location 1, keeping reasonable steadiness for raliable PLA.
[image: ]
Figure Appendix. Ⅱ-4 – Channel steadiness at 3 timestamp on location 1.

Ⅱ.4	Summary
We have experimentally analyzed the uniqueness of channel state information for PLA in physically separated locations. PLA can be vulnerable in spatially correlated channel but still valid only after a half wavelength distance apart, easily discriminating the attacker channels from the legitimate channel. For this numerical analysis, we calculated two side absolute correlation coefficients and confirmed its drastic decrease after half wavelength. Moreover, steadiness test is also conducted for consistent and reliable PLA, which is sufficient to implement channel based PLA.


Appendix III

Stochastic analysis of PL-AKA protocol for security level 
(This appendix does not form an integral part of this Recommendation.)


III.1 	Overview
This appendix is for stochastic analysis of physical layer assisted lightweight AKA (PL-AKA) protocol to check the security level. In the case of the proposed PL-AKA technology, it is determined whether to proceed with additional cryptography-based authentication after performing statistical analysis of physical layer authentication (PLA) by exploiting the miss and false alarm probabilities (i.e.  and , respectively). Therefore, through the  and , which can impact on security, the efficiency and necessity of the proposed standard technology were analyzed in terms of signaling overhead and computational cost.

III.2 	Simulation environment
The simulated channels are generated based on the Rayleigh fading channel. The static environment in an office which has various scatters was considered. Details are following as:
· LTE IoT based protocols (annex A)
· Rayleigh fading channel
· # of subcarrier: 64 
· # of path (): 48
· SNR: 20 dB 
· Number of IoT devices (): 200
· Number of trials () : 20
· # of data: 2×107  
Moreover, the simulation scenario is denoted that:
· The independent, identically distributed (iid) complex Gaussian random vector was exploited to generate datasets of the Rayleigh fading channel (.
· The stored legitimated channel () and estimated legitimated channel () have high correlation coefficient.
· The intrusion channel () is randomly generated.
· Correlation coefficients-based test statistic was exploited to obtain the ambiguous range.

Among the environment, the channel can be denoted that:
									(eq. A.III-1)
						(eq. A.III-2)
									(eq. A.III-3)
In the eq. A.III-2, the  is employed to investigate the scenario when the channels of legitimate user and intruder are highly correlated.

[image: ]
Figure Appendix. ⅡI-1 – Probability density function of test statistics in the simulation environment
III.3 	Stochastic analysis of PLA 
In the protocol, stochastic analysis of the PLA results can be divided into three regions (i.e., rejected, authenticated, and ambiguous). In the ambiguous region, the protocols try to authenticate by the cryptography-based authentication, and it is selected using  in test statistics (Figure Appendix. ⅡI -1). Moreover, the  are influenced by the  and .  The relationship is determined as follow:
						(eq. A.III-4)
						(eq. A.III-5)
, where  is the cumulative distribution function of  for , and  is the test statistic for authentication. In this simulation,  is used correlation coefficient of  and  or . Furthermore,  is received signal is transmitted by the legitimate device, and  is received signal is transmitted by the intrusion device. 
III.4 	Performance analysis
From the above processes, the ambiguous region can be determined, and then the probability of ambiguous () can be calculated using the below equation.
		(eq. A.III-6)
[image: ]
Figure Appendix. ⅡI-2 – Signaling overhead results in =200, =20, ==64, and ==10-7
, where  is the weighting factor. Additionally, the server and IoT device exchange the message for the cryptography-based authentication. So, the probability of mutual authentication can be estimated by the following equation.
								(eq. A.III-7)
Using the , the signaling overhead and computational cost can be estimated. The proposed protocols are compared with the EPS-AKA protocol [b-3GPP TS 33.401]. The simulation results fixed the  as 10-7, and evaluate the performance in : 10-2 ~ 10-7. 
1) Signaling overhead
The signaling overhead of EPS-AKA is given by
	 				(eq. A.III-8)
, where  is the number of authentication vector.  The signaling overhead of PL-AKA without a shared key is given by
		(eq. A.III-9)
	, where  is the length of the pilot sequence. 	The signaling overhead of PL-AKA with a shared key is given by
		
											(eq. A.III-10)
, where  is the length of the PHY secrete key. Figure appendix. ⅡI-2 shows that the signaling overhead in the highest security level using the generated dataset (i.e., ==10-7). Moreover, it shows that the proposed protocols have advantages in terms of the signaling overhead in comparison with the EPS-AKA. 
[image: ]
Figure Appendix. ⅡI-3 – Computational cost results about the  in =200, and =10-7
Table Appendix.III-1 – Computation cost of AKA protocols
	
	EPS-AKA
	PL-AKA

	First IoT device
	
	

	Remaining IoT devices
	
	

	BS
	0
	0

	MME
	0
	0

	HSS
	
	

	Total
	
	



2) Computational cost
The computational costs are calculated via table appendix.III-1. Figure appendix. III-3 shows that the PL-AKA protocol has an advantage of the computational cost compared to the EPS-AKA. However, the advantage of the cost can gradually be decreased by the increase of the cryptography-based authentication, if the security requirements are increasing (i.e., decreases of  )

III.5 	Summary
In this appendix, stochastic analysis of PL-AKA in static indoor environments was simulated. The  and  values that determine the security performance of PLA were used to analyze the efficiency of PL-AKA in terms of the signaling overhead and computational cost. The results of the experiments showed that PL-AKA was lightweight, even when a comparatively high level of security was required (i.e.,  and  are very low values). Therefore, the results show that the IoT devices requiring concise security can employ the PL-AKA protocol.


Appendix IV

The search results of the PLA-based standardization works
(This appendix does not form an integral part of this Recommendation.)

IV.1 Search results
Keywords: physical layer authentication, physical layer security
	
Association
	Standardization works

	3GPP
	· There are no related standardization woks.

	ISO
	· ISO/IEC FDIS 20897: physical unclonable functions (low relevance)

	ETSI
	· ETSI TR 103 502 V1.1.1 (2017-09) (no relevance)

	GSMA
	· There are no related standardization woks.

	Others
	· There are no related standardization woks.



IV.2 Related work
· PHYLAWS project (http://www.phylaws-ict.org/)
They were discussed “Enhanced protections using Physical Layer Security” from 1 – 5 February 2016 (3GPP TSG-SA WG3 Meeting #82, S3-160267). But, there were no standardization works of technology.
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