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ITU-T Study Group 17, Security, at its current meeting, has started new work item draft Recommendation ITU-T X.sbb concerning smartphone-based botnets. Attached is the current draft.

SG17 would appreciate review of this draft and identification of duplicate work with 3GPP SA3, if any, and any suggestions for improvements that appear appropriate.

Attachment: 1

· Draft Rec. ITU-T X.sbb, Security capability requirements for countering smartphone-based botnet.
Attachment

Draft Recommendation ITU-T X.sbb
Security capability requirements for countering smartphone-based botnets
Summary

Along with the fast development of mobile Internet and the widespread use of smartphones, surveys show the trend that formerly PC-based botnets are replicating to smartphones very quickly. Compared with PCs and servers, smartphones have less processing power, storage space and battery life, however, the adversarial influence of smartphone-based botnet might be more impactful to users, as (1) many important PIIs are stored on the smartphones; (2) user experience may degrade significantly due to the prevalence and user dependence on smartphones if attacks to them or to the operator’s infrastructure occur. 

The new work item will mainly analyse the background and security threats of smartphone-based botnet, and provide security capability requirements.

Keywords

smartphone, botnet, C&C, PII, malware

CONTENTS
41
Scope





42
References



43
Definitions



44
Abbreviations and acronyms


45
Conventions



46
Background



57
Characteristics of smartphone-based botnets


58
Security threats


59
Security capability requirements


6Bibliography






1 Scope

This work item is to provide security capability requirements for countering smartphone-based botnets. The intent of the work item is to study the challenges brought forward by smartphone-based botnets, and hence their specific threats to and requirements on the operator’s network as well as smartphone themselves. The scope of study will focus on threat analysis and requirement enumeration. The purpose is to safeguard operator’s infrastructures and smartphones, ensure operator’s services and service qualities, and enhance user experience. Detailed technical solutions, other intelligent terminals such as tablet devices are beyond the scope of this work item. 

2 References

[ITU-T X.1205]


Recommendation ITU-T X.1205 (04/2008), Overview of cybersecurity

[ITU-T X.Supl.8]

Recommendation ITU-T X.Supplement 8, Supplement on best practices against botnet threats

[ITU-T X.1546]


Recommendation ITU-T X.1546, Malware attribute enumeration and characterization

3 Definitions

3.1
Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.2
Terms defined in this Recommendation

This Recommendation defines the following terms:

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

5 Conventions

<Describe any particular notation, style, presentation, etc. used within the Recommendation, if any>

6 Background
Since the appearance of the first smartphone-based bot Cabir (which was found in 2004), a rapid growth in smartphone-based botnet has been witnessed. The smartphone-based botnet SymbOS.Yxes targeted Symbian in 2009 and its variants E, F and G were again discovered in July 2009. In the same year, smartphone-based botnet Ikee.B targeted iPhone. In December 2010, Geinimi targeted Android. Surveys show that the number of smartphones-based botnet doubles each year, so is the proportion of their attack flows.

7 Characteristics of smartphone-based botnets

7.1
IP address changes frequently

7.2
Directional infection

7.3
Not always active

7.4
Concealment

7.5
Commercial interests

8 Security threats

8.1
User privacy information disclosure

8.2
DDoS attack

8.3
Spam messages

8.4
Malicious fee deduction

8.5
Decline in battery life 

9 Security capability requirements
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