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Summary

<TBD>
1.
Scope

The Secure Real-time Transport Protocol (SRTP) is an RTP profile that can provide confidentiality, message authentication and replay protection to RTP and RTCP sessions. The Secure RTP package allows the MGC to control the use of SRTP by a MG. This package is defined in detail in clause 6 of this Recommendation.

By itself, the Secure RTP package is incomplete, as it does not provide procedures for key management. Instead, it is designed to rely on existing key-management schemes. Clause 7 of this Recommendation provides procedures for the use of one such key-management scheme: SDP security descriptions.
Several reasons exists why this Recommendation is required, in addition to the already existing, usually SDP-based, SRTP key-management schemes. The most significant of which are listed below:

· Existing SDP key-management schemes rely on the SDP Offer/Answer model (see b-IETF RFC 3264) for negotiating parameters between the communicating parties. However the Offer/Answer model is not used in H.248 as it does not fit the nature of the connection between an H.248 MGC and MG.

· Existing SDP key-management schemes do not contain procedures concerning relating to parameter overspecification and underspecification, which are unique to H.248.
· The limited life-time of SRTP master-keys require mechanisms for master-key expiry. The existing mechanisms (which are Offer/Answer based) cannot be used in H.248.

· The new SRTP package allows explicit control over the key-management scheme employed, allowing easy interoperability and migration to future schemes.

· The new SRTP package allows an MGC to audit an MG’s support of SRTP through the use of the Pacakges Descriptors and new properties of the SRTP package.
2
References
The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
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ITU-T Recommendation H.248.49 (08/2007), Gateway control protocol: Session description protocol RFC and capabilities packages.
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3
Definitions

3.1
Terms defined elsewhere
<TBD>
3.2
Terms defined in this Recommendation

<TBD>
4
Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
	AES
	Advanced Encryption Standard

	HMAC
	Keyed-Hash Message Authentication Code

	MG
	Media Gateway

	MGC
	Media Gateway Controller

	MKI
	Master Key Identifier

	RTP
	Real-Time Transport Protocol

	RTCP
	RTP Control Protocol

	SDP
	Session Description Protocol

	SHA1
	Secure Hash Algorithm 1

	SRTP
	Secure RTP


5
Conventions
The names of H.248 Descriptors are always capitalized. For example, Streams and Local Descriptor.
The names of H.248 properties, events, signals and parameters appear in the text in italics, for example ReserveValue.

All error codes appearing in this Recommendation are described in [ITU-T H.248.8] and [ITU‑T H.248.49].
6
Secure RTP package

Package Name:

Secure RTP
Package ID:


srtp (0x00??)
Description:


This package defines elements that allow the MGC to control an MG’s use of the SRTP profile.
Version:



1

Extends:



none
6.1
Properties

6.1.1
Supported Encryption Transforms

Property Name:
Supported Encryption Transforms
Property ID:
set (0x0001)
Description: 
This property declares the set of encryption transforms that can be used by SRTP sessions.
Type: 
Sub-list of Enumeration
Possible values:
Each item in the list can be one of:
"AES_CM_128" (0x0001)
AES in counter mode with a 128-bit key
"AES_CM_192" (0x0002)
AES in counter mode with a 192-bit key

"AES_CM_256" (0x0003)
AES in counter mode with a 256-bit key

"AES_F8_128" (0x0004)
AES in f8 mode with a 128-bit key

"AES_F8_192" (0x0005)
AES in f8 mode with a 192-bit key

"AES_F8_256" (0x0006) 
AES in f8 mode with a 256-bit key

Default: 
Provisioned
{Editor’s note: Additional values can be added in future versions of the package. For example, "SEED_CTR_128"}
{Editor note: Do we need a NULL cipher default?.}
Defined in: 
TerminationState
Characteristics:
ReadOnly
6.1.2
Supported Authentication Transforms

Property Name:
Supported Authentication Transforms
Property ID: 
sat (0x0002)
Description: 
This property declares the set of authentication transforms that can be used by SRTP sessions.
Type: 
Sub-list of Enumeration
Possible values:
Each item in the list can be one of:
"HMAC_SHA1_80" (0x0001)
HMAC-SHA1-80
"HMAC_SHA1_32" (0x0002)
HMAC-SHA1-32

{Editor’s note: Additional values can be added in future versions of the package.}
Default: 
Provisioned
Defined in: 
TerminationState

Characteristics:
ReadOnly
6.1.3
Key Management Scheme
Property Name:
Key Management Scheme
Property ID: 
km (0x0003)
Description: 
This property controls the key management scheme that will be used for supplying the SRTP parameters and keys. 
Type: 
Enumeration
Possible values:
"None" (0x0001)
No key management will be used.
"SDES" (0x0002)
SDP security descriptions [IETF RFC 4568]
Default:
"None"; unless provisioned otherwise.
Defined in: 
TerminationState
Characteristics:
Read/Write
{Editor’s Note: Additional values can be added in future versions of the package. For example "DTLS"}
{Editor’s Note: Placing this property in TerminationState means that all Streams belonging to a single Termination will use the same key management scheme. Allowing each stream to use a different scheme appears to be an unnecessary flexibility. Note that the SDES scheme still allows securing only some of the Streams.}
6.2
Events
6.2.1
Master Key About to Expire
Event Name:
Master Key About to Expire
Event ID: 
mke (0x0001)
Description: 
An SRTP master-key is about to expire. 
6.2.1.1
EventsDescriptor Parameters:

6.2.1.1.1
RTP Watermark

Parameter Name:
RTP Watermark

Parameter ID:
rtpw

Description:
The number of RTP packets that the master key can still support when the event is notified.

Type:
Double (NOTE 1)
Optional:
Yes

Possible Values:
Any non-negative value.

Default:
0; unless provisioned otherwise
6.2.1.1.2
RTCP Watermark

Parameter Name:
RTCP Watermark

Parameter ID:
rtcpw

Description:
The number of RTCP packets that the master key can still support when the event is notified.
Type:
Unsigned Integer (NOTE 1)
NOTE 1 – The maximal master key lifetime is 248 RTP packets and 231 RTCP packets. Therefore the RTP Watermark and RTCP Watermark parameters are of type Double and Unsigned Integer respectively.
Optional:
Yes

Possible Values:
Any non-negative value.

Default:
0; unless provisioned otherwise
6.2.1.2
ObservedEventsDescriptor Parameters: None


6.3
Signals

None.

6.4
Statistics

None.

6.5
Error Codes
None.

6.6
Procedures
6.6.1
Determining cryptographic capabilities
The MGC can determine the cryptographic transforms that an MG supports by auditing the value of the Supported Encryption Transforms (set) and Supported Authentication Transforms (sat) properties. Usually, these properties are only available on the Root termination, and convey the cryptographic capabilities of the MG as a whole. However, it is possible that some use cases will call for the support of these properties on non-Root termination. One example would be a case where different terminations have different cryptographic capabilities.
{Editor’s Note: Could we have a “dynamic” set of encryption capabilities per termination/stream? i.e. if MG load/capacity means that only low grade (or no encryption) can be supported in new calls?}
6.6.2
Key management

The SRTP package does not define protocol elements for performing SRTP key management. Instead, the Key Management Scheme (km) property allows the MGC to indicate the use of one of several, already established, key management schemes.

The only key management scheme supported by version 1 of the package is the use of SDP security descriptions (see [IETF RFC 4568]) in the Local and Remote Descriptors. Further details about the adaptation of these descriptions for use in H.248 are provided in clause 7. Future version of this package may allow the use of additional key management schemes, for example SDP key management extensions (see [b-IETF RFC 4567]).
By default, the value of the Key Management Scheme property is “None”; indicating that no key management is used, and therefore SRTP is not employed. This prevents an MGC that is unaware of this package from inadvertently “turning on” SRTP through the careless inclusion of SDP parameters in the Local and Remote Descriptors.
6.6.3
Master key lifetime
SRTP master keys have a limited lifetime, measured in the number of RTP and RTCP packets that may be encrypted using the same key. The Master Key About to Expire (mke) event allows the MGC to be notified when the master key is close to being (or has already been) exhausted.
The RTP Watermark (rtpw) and RTCP Watermark (rtcpw) event parameters allow the MGC to control how long before key exhaustion the mke event is notified. The MG shall generate the event when the master key have been used for (lifetime - rtpw) RTP packets or (lifetime - rtcpw) RTCP packets (whichever happens first). For example, if the key lifetime is 220, and rtpw and rtcpw are both equal to 216, the event will be notified after (220-216 = 983040) RTP or RTCP packets have been protected by that key.
{Editor’s Note: Some contributions to 3GPP SA3 suggest that key-management should provide several master-keys that are used in series. Only when the last of those is about to be exhausted, should the mke event be notified. We can consider modifying the text of this clause in order to reflect such behaviour.}
{Editor’s Note: Is there a need to consider the MG security policy here? RFC3711 sect 9.2 indicates behaviour for RTCP. If the RTCP closes the stream (i.e. BYE) should this be detected by the generic cause event (i.e. section E.1.2.1/H.248.1) or (6.2.1/Q.1950)? Or should there be a new event? If the Master key event notifies at default of 0 does this mean that the stream has already ended (been released)? How does this relate to when one master key relates to multiple streams?}

7.
Key management using SDP security descriptions
The MGC indicates that SDP security descriptions will be used for key management by setting the value of the Key Management Scheme property to “SDES”. Under this scheme, the MGC and MG negotiate a Stream’s SRTP parameters by placing a “crypto” SDP attribute in the Local and Remote Descriptors. The “crypto” attribute and its use for negotiating SRTP parameters is described in [IETF RFC 4568]. This section provides additional details regarding the adaptation of those procedures for use with H.248.
Naturally, this scheme is only applicable when SDP is used for the Local and Remote Descriptors. The MG shall use error #473 (Conflicting Property Values) to reject any attempt to set the Key Management Scheme to “SDES” in combination with non-SDP Local or Remote.
The Local Descriptor controls the SRTP parameters of the flow(s) leaving the MG. Similarly, the Remote Descriptor controls the SRTP parameters of the flow(s) entering the Stream. A Local or Remote Descriptor indicates that flows are protected using SRTP if both:

1. The media description (“m=” line) uses an SRTP-based profile as the transport protocol (e.g. “RTP/SAVP” or “RTP/SAVPF”)

2. The SDP contains one or more “crypto” attributes.
If neither of these conditions is met, the flows are not protected by SRTP. The MG shall reject an SDP where only one of the conditions is met, using error #473 (Conflicting Property Values). Similarly, the MG should raise error #474 (Invalid SDP Syntax) if the “crypto” attribute does not match the SRTP-specific use, as described in [IETF RFC 4568], 
In the following sub-clauses, words appearing in fixed-font are references to specific ABNF rules from 9/[IETF RFC 4568].
{Editor’s Note: We should probably discuss in more details the use of session parameters.}
{Editor Note: Some aspects of RFC 4568 are not straightforward or natural in the context of H.248 (for example the use of Offer/Answer or removal of crypto contexts). The text should be clear about what aspects of the RFC are being employed.}
7.1
Overspecifying and wildcarding of SRTP parameters
There are two possible ways for the MGC to overspecify the SRTP parameters:

1. The MGC may include more than one “crypto” SDP attribute in one SDP group.

2. The MGC may include more than one key-param in one “crypto” attribute.

The two are not entirely equivalent. If the Stream’s ReserveValue property is set to False, the MG must choose only one of the different “crypto” SDP attributes appearing in each SDP group. However if the chosen attribute contains more than one key-param, the MG must be prepared to send or receive packets using each of those keys. If the Stream’s ReserveValue property is set to True, the MG must be prepared to send or receive packets using any of the parameter sets appearing in the SDP group (and the two methods for overspecification are equivalent).

{Editor’s Note: The above behaviour when ReserveValue is set to False was chosen to match the Offer/Answer behaviour of the “crypto” attribute, as defined in RFC 4568.}
Overspecifying the SRTP parameters appearing in the Remote Descriptor indicates that the MG shall be prepared to accept packets protected using any of the parameter sets supplied. To achieve this, each parameter set shall include a unique MKI value. Any overspecification resulting in one MKI value being mapped to more than one set of parameters shall be rejected using error #473 (Conflicting Property Values).

Overspecifying the parameters appearing in the Local Descriptor indicates that the MG shall be prepared to send packets protected using any of the SRTP parameter sets supplied. However the MG shall always use the first parameter set appearing in the Descriptor for protecting sent packets. Unlike the Remote Descriptor case, it is possible to have several parameter sets sharing the same MKI value. Such a configuration, however, is usually transient, and exists only while the RTP connection is being set up.

NOTE – Mandating the use of the first parameter set in the Local Descriptor allows using overspecification for re-keying an existing session. The MGC would: (a) Overspecify the Local Descriptor of the sender, adding a second SRTP parameter set that is not yet used. (b) Overspecify the Remote Descriptor of the receiver, adding the new SRTP parameter set. (c) Remove the overspecification from the Local Descriptor of the sender, leaving only the new parameter set.
{Editor’s Note: The above procedures will have to be changed if we want to allow the use of multiple keys in order to avoid key exhaustion. In that case, the MG shall use the first parameter set containing a key that has not yet expired.}
In addition to overspecification, many sub-fields of the “crypto” attribute may be underspecified using the CHOOSE (“$”) wildcard. When a sub-field is underspecified, the MG shall choose a value for it based on the MG’s capabilities and local configuration. The exact procedures for doing so are outside the scope of this Recommendation. 

The following table summarizes the guidelines for any sub-fields that may be wildcarded. Sub-fields that do not appear in the table cannot be wildcarded.

Table 1/H.248.SRTP: Wildcarding of SDP security descriptions
	Sub-Field
	Guidelines

	crypto-suite
	Wildcarding this sub-field mandates that key-salt is also wildcarded, as the MGC cannot know in advance the required key length.

	key-info
	Each part of key-info is wildcarded separately

	
	key-salt
	Can be wildcarded.

It is impossible to wildcard only the key or the salt.

	
	lifetime
	Can be wildcarded.

	
	mki
	Only mki-value can be wildcarded (i.e. mki‑length cannot).
The MG shall choose the mki-value so that it is different from any other MKI appearing in the Descriptor.

	kdr 
	Can be wildcarded, using the form “KDR=$”

	fec-order
	Can be wildcarded, using the form “FEC_ORDER=$”

	fec-key
	The key-params part of the sub-field can be wildcarded, using the procedures for key-info above.

	wsh
	Can be wildcarded, using the form “WSH=$”


Whenever the MG needs to choose SRTP parameters (due to wildcarding or due to the values of ReserveValue and ReserveGroup), it should ensure that the same crypto-suite is used for both the Local and Remote Descriptors. This will increase compatibility with the Offer/Answer procedures described in [IETF RFC 4568].
8
Security Considerations

The SDP security descriptions do not provide any inherent authentication or encryption of the SRTP parameters carried in the Descriptors. Therefore, use of this key-management scheme is only appropriate when the H.248 channel is secured through some other means (e.g. IPsec).
{Editor’s note: This clause should be expanded to discuss all the pre-requisites for a secure key-exchange. Also H.248 transport modes (e.g. from the ones mentioned I H.248.67) that are appropriate for the use of this Recommendation should be highlighted.}  
Appendix I
Examples
I.1
Key management using SDP security descriptions
In the following examples, tokens such as <key1> and <key2> indicates sequences of 240 bits, encoded in base64 as a 40 characters string.

I.1.1
Initial Session Setup
1) <TBD>
MGC to MG1:

MEGACO/3 [123.123.123.4]:55555

Transaction = 10003 {

    Context = $ {

        Add = $ {

            Media {
                TerminationState {

                    km = SDES

                },
                Stream = 1 {

                    LocalControl {

                        Mode = RecvOnly,

                        ReservedValue = ON

                    },

                    Local {

v=0

c=IN IP4 $

m=audio $ RTP/SAVP 4

a=ptime:30

a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:$|2^20|1:4;inline:$|2^20|2:4

a=crypto:2 F8_128_HMAC_SHA1_80 inline:$|$|1:4

                    }

                }

            }

        }

    }

}
2) <TBD>
MG1 to MGC

MEGACO/3 [124.124.124.222]:55555

Reply = 10003 {

    Context = 2000 {

        Add = A4445 {

            Media {
                Stream = 1 {

                    Local {

v=0

o=- 2890844526 2890842807 IN IP4 124.124.124.222

s=-

t=0 0

c=IN IP4 124.124.124.222

m=audio 2222 RTP/SAVP 4

a=ptime:30

a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:<key1>|2^20|1:4;inline:<key2>|2^20|2:4

a=crypto:2 F8_128_HMAC_SHA1_80 inline<key3>|2^30|1:4

                    }

                }

            }

        }

    }

}

3) <TBD>

MGC to MG2:

MEGACO/3 [123.123.123.4]:55555

Transaction = 50003 {

    Context = $ {

        Add = $ {

            Media {
                TerminationState {

                    km = SDES

                },
                Stream = 1 {

                    LocalControl {

                        Mode = SendRecv

                        ; ReserveValue is false by default

                    },

                    Local {

v=0

c=IN IP4 $

m=audio $ RTP/SAVP 4

a=ptime:30

a=crypto:1 $ inline:$|$|$:4 
                    },

                    Remote {

v=0

c=IN IP4 124.124.124.222

m=audio 2222 RTP/SAVP 4

a=ptime:30

a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:<key1>|2^20|1:4;inline:<key2>|2^20|2:4

a=crypto:2 F8_128_HMAC_SHA1_80 inline<key3>|2^30|1:4

                    }
                }

            },

            Events = 1234 {

                srtp/mke { rtpw=10000, rtcpw=50 }

            }
        }

    }

}

4) <TBD>

MG2 to MGC:

MEGACO/3 [125.125.125.111]:55555

Reply = 50003 {

    Context = 5000 {

        Add = A5556{

            Media {

                Stream = 1 {

                    Local {

v=0

o=- 7736844526 7736842807 IN IP4 125.125.125.111

s=-

t=0 0

c=IN IP4 125.125.125.111

m=audio 1111 RTP/SAVP 4

a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:<key4>|2^20|1:4 

                    },

                    Remote {

v=0

o=- 7736849782 7736858112 IN IP4 125.125.125.111

s=-

t=0 0

c=IN IP4 124.124.124.222

m=audio 2222 RTP/SAVP 4

a=ptime:30

a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:<key1>|2^20|1:4;inline:<key2>|2^20|2:4

                    }

                }

            }

        }

    }

}
5) <TBD>

MGC to MG1:

MEGACO/3 [123.123.123.4]:55555

Transaction = 60006 {

    Context = 2000 {

        Modify = A4445 {
            Media {

                Stream = 1 {

                    LocalControl {

                        Mode = SendRecv
                    },

                    Local {

v=0

c=IN IP4 124.124.124.222

m=audio 2222 RTP/SAVP 4

a=ptime:30

a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:<key1>|2^20|1:4;inline:<key2>|2^20|2:4

                    },
                    Remote {

v=0

c=IN IP4 125.125.125.111

m=audio 1111 RTP/SAVP 4

a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:<key4>|2^20|1:4 

                    },

                }

            },

            Events = 5678 {

                srtp/mke { rtpw=10000, rtcpw=50 }

            }
        }

    }

}

6) <TBD>

MG1 to MGC

MEGACO/3 [124.124.124.222]:55555

Reply = 60006 {

    Context = 2000 {

        Modify = A4445
    }

}
I.1.2
MG1’s Key Is About to Expire

1) <TBD>

MG1 to MGC:

MEGACO/3 [124.124.124.222]:55555

Transaction = 76819 {

    Context = 2000 {

        Notify = A4445 {

            ObservedEvents = 5678 {

                20091201T07450122:srtp/mke

            }
        }

    }

}
2) <TBD>

MGC to MG1:

MEGACO/3 [123.123.123.4]:55555

Transaction = 76819 {

    Context = 2000 {

        Notify = A4445
    }

}

I.1.3
Auditing SRTP PAckage

1)
<TBD>

Appendix II
Living list of possible use cases with H.248-controlled bearer encryption
II.1 "Use cases for 'media security'

There are many network use cases, and many different H.248 connection models, with H.248 SRTP stream endpoints.
II.1.1
Use case #1: H.248 MG for peering IP and non-IP networks

Figure II.1 illustrates the H.248 connection model of (IP, physical), which is e.g. fundamentally applied in residential-, access- and trunking media gateways for peering circuit-switched with IP networks. The RTP session is terminated in the H.248 MG. The MG is consequently behaving as “RTP endsystem”.

Any application of SRTP as a means of media security implies the termination of the SRTP protocol by the correspondent H.248 stream/termination/context.
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Figure II.1 – Use case #1 – H.248 “IP to phy” MG – e.g. PSTN-IP Gateway 
II.1.2
Use case #2: H.248 MG for peering IP networks

H.248 IP-IP media gateways are widely used as e.g. border routers, border gateways, policy enforcement points, firewalls with session-dependent filter rules, NAT devices, media transcoders etc. 

Figure II.2 outlines a scenario, where such a gateway is located between two IP domains: one domain without any media security and another domain with SRTP encrypted media.

The H.248 MG  provides the RTP topology „Back-to-Back RTP Endsystem“ (B2BRE) mode in that configuration, due to the termination of SRTP in one H.248 stream endpoint.
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Figure II.2 – Use case #2 – H.248 IP-IP H.248 MG - 
Border Gateway in operational mode “media-aware”
II.1.3
Use case  #3: H.248 MG with transparent SRTP forwarding

For completeness: Figure II.3 provides an H.248 IP-IP MG in “RTP agnostic mode”. Any UDP packet with SRTP payload is transparently forwarded.
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NOTE ‑ the H.248 MG may provide a local NAPT function, is media-agnostic, but transport protocol aware 
(due to UDP checksum updates)
Figure II.3 –  use case - H.248 MG with transparent SRTP forwarding

II.2 Use cases for 'network security'
II.2.1
Example of SIP-over-IPsec transport

Transport of SIP messages over IPsec is a common mean for securing SIP signaling. A IPsec Security Association (SA) is established between the two SIP UA entities (like a SIP UA in a terminal and a SIP UA as part of a B2BUA in a SIP call/session control server).

Figure II.4 illustrate a use case for network security, by the combination of network layer encrypted signaling and media-path coupled signaling paths. There might be good reason to terminate already the IPsec SA in the H.248 MG (or course without any termination of the SIP protocol itself). Such a model may be driven e.g. by off-loading the SIP server from IPsec processing, location of the SIP server in a trusted environment (which doesn’t demand for IPsec transport), scalability models, or the application of policy rules by the H.248 MG on SIP traffic (and the condition that the enforcement of such policy rules requires unencrypted IP packets).
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Figure II.4 – Use case #0 – Proxy termination of IPsec SA in H.248 MG 
(media-path coupled SIP signalling)

There are consequently two models concerning the location of the IPsec SA endpoint from perspective of (decomposed) H.248 gateways:

1. “Call/Session Control level”-located SA Endpoints 
2. “Media/Bearer level”- located SA Endpoints 

We are considering the 2nd bullet item, the IPsec SA termination within an H.248 Context.

Any termination of IPsec SA’s by H.248 MGs implies involvement in IPsec key exchange procedures. Like for media security and SRTP, there are again different key exchange models: media-path keying (here: e.g. IKE/ISAPMK) or signalling-path keying (here e.g. RFC 3329 based SA establishment with SIP).
II.2.2
Generic use cases

The usage of IPsec is basically application-independent. We need thus abstractions on generic use case scenarios.
II.2.2.1
Use case #1: H.248 MG for peering IP and non-IP networks

Figure II.5 illustrates the generic use case of an H.248 IP stream/termination with IPsec, whereby the IP bearer connection is terminated by the H.248 MG. E.g. scenario for an PSTN access gateway.
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Figure II.5 – Generic use case #1 – H.248 “IP to phy” MG – e.g. PSTN-IP Gateway 
II.2.2.2
Use case #2: H.248 MG for peering IP networks

Figure II.6 outlines a scenario, where such an H.248 border gateway is located between two IP domains: one domain without IPsec usage and another domain with IPsec encrypted IP traffic.
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Figure II.6 – Generic use case #2 – H.248 IP-IP H.248 MG - 
Border Gateway might be in operational modes 
“media-agnostic” … “transport-protocol agnostic”
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� 	Note – The diagram indicates two H.248 Contexts, located in a) IP bearer-path and b) IP signalling-path. Possible functions enforced in H.248 Context for (b) might be e.g. IPR (H.248.64), IPRNAT (H.248.64), SIP signalling pinhole control (according MSF-IA-MEGACO.014-FINAL), bearer-level ALG (H.248.ALG), or filter rules for signalling path traffic.
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