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1 Introduction
Subject: NAT Traversal and keep-alive for NAT
Scope: RTP, RTSP
Summary:

In generic streaming service following 3GPP TS 26.234[1] and IETF RTSP[2], there is no way to open UDP ports in NAT environment because the fist RTSP/TCP direction is different from the first RTP/UDP message direction. A practical way is to send a UDP packet to the streamer right after SETUP. However, there was no standard way to do this and some stops the session because some servers disallow undefined communication for the security reason. What’s more, each proprietary way can not support keep alive mechanism on NAT traversal after long PAUSE for example, because it occurs just at the beginning of the RTSP session.

In the mean time, one IETF draft summarizes this issue in a generic fashion and it was approved at least in IETF 71st MMUSIC meeting. Therefore, this memo introduces the recommended way to do according to that IETF proposal([1]) and how to test it. 
Reference: 

[1] 3GPP TS 26.234: " Transparent end-to-end Packet-switched Streaming Service (PSS); Protocols and codecs"
[2] IETF RFC 2326: "Real Time Streaming Protocol (RTSP)"
[3] IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications", Schulzrinne H. et al., July 2003.
[4] http://www.ietf.org/internet-drafts/draft-ietf-avt-app-rtp-keepalive-04.txt
[5] IETF RFC 4566: "Session Description Protocol (SDP)"
2 How to use draft-ietf-avt-app-rtp-keepalive-04 in PSS
2.1 Introduction

First, this draft introduces the list of alternatives for performing RTP keepalive. And it also provides recommended solution for keepalive mechanism: “RTCP packets multiplexed with RTP packets”(See Section 4.3 of [4]) and “RTP packet with Unknown Payload Type”(See Section 4.6 of [4]). For PSS player and server following [1], the later way(section 4.6 of [4]) is appropriate and it always works. 

In draft 04, an optional media level SDP attribute, a=rtp-keepalive, is added to indicate, the sender is understanding keepalive message packet. The purpose of this attribute is also to support the fallback RTP keepalive mechanism (Section 4.6 of [4]).
2.2 Timing Consideration
Because NAT could be reset in such case of long period of PAUSE in which no RTP packet is being sent, this memo defines a periodic transmission every a few seconds and default is 15 seconds. When “RTP packet with Unknown payload type” is used, this is no mandatory rule to support this. In fact, RTSP defines periodical RTCP RR&SR exchange to update RTP session, it does not mean that NAT can be aware of it because NAT does not see application layer and  there is still no RTP traffic from client to server. Therefore, a player is strongly recommended to send a periodical keepalive packet to RTP port of streaming server if it already sends a packet at the beginning of the streaming session.
3 Test Strategy
3.1 Packet Structure
Although [4] didn’t specify the actual packet structure but just a simple description, the following could used for the test.
0                   1                   2                   3

    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |V=2|P|X|  CC   |M|     PT=211  |       sequence number         |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                           timestamp                           |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |           synchronization source (SSRC) identifier            |

   +=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

   |            contributing source (CSRC) identifiers             |

   |                             ....                              |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      (RTP packet of 0 length)
Figure 1 Packet Structure of the sample keep-alive packet for NAT traversal
Note that PT should be a numeric value within dynamic range allowed in RFC 3550([3]) according to [4]. But for easy test, this document suggests using 211 for the payload type. It is appropriate because this high value does not match with any conventional payload type for the actual media and [4] mandates that the PT value should be different from the media payload type being used in the same session.
The sequence number is incremented by one for each packet, as it is sent within the same RTP session as the actual media.  The timestamp contains the same value a media packet would have at this time.  The marker bit is not significant for the keepalive packets and is thus set to zero.
Normally the peer will ignore this packet, asRFC3550[3] states that "a receiver MUST ignore packets with payload types that it does not understand".
Because the length of RTP payload is 0, the actual length of this packet has 96 bits(12 bytes) because CSRC is usually not used, and it would not affect much to RTCP bandwidth. Although [4] recommends it be configurable and default is 15seconds, this memo recommends using more than 15 seconds or default value, 15 seconds.

3.2 Test Procedure

3.2.1 Detects the first keep-alive packet 
1) prepare a generic streaming session
2) PSS client issues DESCRIBE, receives SDP in the response.
Server is recommended to have a=rtp-keepalive at media level of SDP.
3) PSS client issues SETUP, receives the response

4) Right after getting SETUP message PSS client sends keep-alive UDP packet defined in section 3.1 to even server port of PSS server.

5) Client and server do the PLAY exchange in the usual way

6) After the given RTSP session is over, analysis packet dump and see if there is keep-alive UDP packet after each SETUP response.

3.2.2 Detects the periodic keep-alive packet 
1) PSS client setups configuration for keep-alive packet.

A. In this test, we use default 15 seconds
2) Executes the test given in section 3.2.1.

A. The streaming session should be at least 60 seconds.
3) After the given RTSP session is over, analysis packet dump and see if there is keep-alive UDP packet after each SETUP response and every 15 seconds.

4 Contribution to Standard Body
4.1 3GPP SA4 PSS SWG

3GPP SA4 PSS SWG could be considered first, because this group has received LS from IMTC in the past and it is the right body to define a practical way of RTSP streaming as in 3GPP packet switched service.

4.2 IETF MMUSIC

So far, many IETF RFC documents define test guideline for the existing specification. Therefore, this memo could be good contribution for [3] with practical example and test case.
