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Introduction
GSMA SECAG previously reported the commencement of the Pilot phase of NESAS to SA3. One of the pilot activities is for a test lab to execute the tests on the MME as defined in the 3GPP SCAS. One of the test labs has provided feedback to SECAG on this activity and in some cases suggested some improvements to the SECAM documents.

2. Proposed changes to TR 33.916 and TS 33.117
As a result of conversations between SECAG and the test lab involved in executing tests on MME for the NESAS pilot there are a number of changes proposed to be made to TR 33.916 and TS 33.117.

i) SECAG agrees with a suggestion from the test lab that for network products that require licenses in order to operate, some reference or details should be mentioned in the SCAS instantiation. SECAG proposes adding an item to the list in Section 7.1 of TR 33.916 to clarify this point. 

ii) SECAG agrees with the test lab suggestion to provide more details on each network product interface in the SCAS instantiation document. SECAG proposes adding text in Section 7.2.2. of TR 33.916 to address this.

iii) Use of tools in testing. The suggestion from the test lab is to add some details which clarify the use of vendor test tools in cases where the tool is proprietary or not easily available to the test lab. This would cover the use of the vendor test tool in the test lab and also testing of the NE in the vendors test lab. ISO 17025 Section 5.5 has some details which would allow this to take place under ‘controlled’ circumstances. In addition, SECAG took advice from UKAS (UK Accreditation body) and it concurred with the approach proposed.
SECAG proposes adding text to section 4.1.2 of TS.33.117 to address this.

iv) The test lab suggests that the pre-condition for the test case in TS.33.117 4.2.3.2.2 is made more specific by indicating what a system function is expected to be. The current text in the precondition is seen as too broad since there is no clear context to indicate that these only refer to those functions that generate user-visible output. SECAG agreed that clarification is required and it proposes adding text to 2nd pre-condition. 

v) The text in test case TS.33.117, section 4.2.4.1.1.3 (Handling of IP options and extensions) assumes that the product supports IPv6. This may not be the case for all network products. SECAG proposes that the text be modified such that IPv6 is only applicable and tested where the product supports IPv6. 

vi) TS.33.117 Section 4.2.6.2.2 (Interface robustness requirements) and 4.4.4 Robustness and fuzz testing.
The test lab pointed out that ‘COTS tools may have an acceptable failure rate (e.g. 0.1%) during fuzz tests due to different non-deterministic variables in their implementation. At some point the tool’s documentation may even mention that the failing test shall be repeated to check whether it is really a recurring problem or not. Similar failure rates may occur for vulnerability scanners also. SECAG proposes to add notes for test cases in 4.4.3 (Vulnerability Scanning) and 4.4.4 (Robustness and fuzz testing) to clarify the criteria to use in these situations to assign a test result. 

vii)  [For requirement on buffer overflow protection (requirement 4.3.3.1.5. Protection from buffer overflows) SECAG agrees with the suggestion from the test lab that where the network product is using a standard buffer overflow mechanism that the vendor can include a reference to official document (e.g. Linux guide) rather than describe the mechanism in detail. A note is proposed to be added to the pre-condition for test case in section 4.3.3.1.5. 

viii) The test lab suggested that for ‘complex’ products which have several ‘boards’ that the SCAS should be clear on whether the requirement applies to some or all of the boards. SECAG agrees with the suggestion in principle. Adopting this change would first require a review of all requirements and test cases to see which way to add text. i.e. add text at start of each SCAS which says that test cases apply for all units or ‘boards’ of the Network Product unless otherwise stated or add specific details to individual test cases/requirements as applicable. SECAG suggests adding an editor’s note (In either 33.916 or 33.117.) which will address the issue identified by the test lab. Proposed location for EN is section 4.2 of TS.33.117. 

3. Action for 3GPP SA3
SECAG kindly asks SA3 to consider the proposals in their further development of TR 33.916 and TS 33.117.

4. Next SECAG Meeting
· SECAG#35 1 – 2 Feb 2018, Athens, Greece – Face to Face
· SECAG#36 Thu 8 Mar 2018 – conference call

5. Contact
In case of further questions and/or feedback to the attached document, these can be directed to James Moran (jmoran@gsma.com), Head of Security, GSMA.
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