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Introduction
GSMA SECAG thanks 3GPP TSG SA WG3 for its LS (S3-194567) on Virtualised Network Products.
In line with 3GPP TS 33.916, GSMA SECAG has designed NESAS to consist of two parts:
1. Vendor development and lifecycle processes assessment, and
2. Network equipment product evaluation. 
For 1, NESAS defines the procedures for assessment and the security requirements the equipment vendors need to meet. For 2, NESAS relies on SCAS documents, defined by SA3, covering the functionality and respective security properties and controls of 3GPP-defined network functions. 
The requirements defined in NESAS for vendor processes assessments (1 above) are generic, in order not to preclude certain equipment vendor approaches on product development and lifecycle management. The idea of NESAS is that equipment vendors demonstrate during the assessment, that they have adequate security controls and procedures in place and that these are effective and adhered to. How equipment vendors integrate security controls and procedures is at their discretion. Given this generic approach, NESAS vendor processes assessments are not limited to certain architectures, deployment models, or composition of components. In other words, since a virtualised network function is a Network Product, like a classic network function, it is fully covered by NESAS vendor processes assessments.
For network equipment evaluations (2 above), NESAS includes SA3-defined SCAS documents that set the security requirements and security test cases for network equipment. SECAG assumes that a network function – be it virtualised or not – provides the same functionality and that, therefore, related test cases defined in SCAS documents apply to virtualised network functions, as well as to traditional physical network functions. In that regard, no different considerations are required for virtualised network functions. However, it may be necessary to cover additional security considerations related to virtualisation of network functions. If deemed necessary, additional requirements and test cases should be added to SCAS documents. 
Regarding the network function virtualisation infrastructure (NFVI), additional considerations are required. The NFVI, as an execution environment for virtualised network functions, is not currently covered by NESAS, nor is it covered by SCAS documents. It is SECAG’s understanding that SCAS documents focus on network functions only and not on their execution environment. NESAS network equipment evaluations entirely rely on SCAS documents. If no SCAS documents are defined for NFVI, NESAS network equipment evaluations will not cover NFVI. 
SECAG is receptive to including NFVI. NESAS is a generic and scalable scheme that can use different test specifications for network equipment. Currently, NESAS relies on 3GPP-defined SCAS documents only. NESAS can expand its scope with the support of additional SCAS documents, as long as they are defined, maintained and accepted by 3GPP. NESAS has the capability to cover all the different classes of network equipment a PLMN operator typically deploys. Today, NESAS focuses on 3GPP-defined network functions only. This is based on the request, initially expressed by SA3, which led to the creation of NESAS. Should there be demand for broader coverage of network functions not yet defined by 3GPP, SECAG is happy to consider the inclusion of additional SCAS documents.
Response to SA3’s Questions
SECAG answers SA3’s questions as follows:
· security assurance of virtualized network products,
NESAS covers virtualised and non-virtualised network products in the same way. Vendor processes assessments are generic, so that virtualisation is covered. For product evaluations, NESAS relies on SCAS documents. If SCAS documents cover virtualisation aspects, NESAS does too. 

· security assurance of virtualization infrastructure such as NFVI,
NESAS covers NFVI with its vendor processes assessments, as long as NFVI is an offering by an equipment vendor to PLMN operators. NESAS equipment evaluations do not currently cover NFVI. SCAS documents would be required for NFVI to fall within the scope of NESAS, as explained above. 

· plans on expanding its role of SECAM Accreditation Body to virtualized network products,
NESAS is already structured to cover virtualised network products and there is no need for an expansion of its coverage. SCAS documents may need to cover virtualisation aspects. 

· plans on studying what requirements and process controls need to be developed in order to cover virtualised network products, if GSMA SECAG feels this is in its scope.
SECAG currently does not intend to study this area, but is open to initiate such a study, if there is demand. NESAS vendor processes assessments already cover virtualisation and NFVI. In the view of SECAG, additional SCAS documents for NFVI are required in order to also cover NFVI in NESAS network equipment evaluations. 
ACTIONS
SA3 is kindly asked to consider the explanations and responses above. Should SA3 see the need for further exchanges on this matter SECAG is happy to engage.
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