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Considerations
Given the two change request proposals included in this LS, we would like to respond to these proposed change requests separately.
C4-224633 – FQDN and port number for N32-f connection
We welcome the refinements to 29.573 with this change request and have no comments.
C4-225387 – N32-f Interface IP address
This CR was discussed extensively at DESS#89, 14 December 2022 and raised the following security concerns.
Advertising an IP address instead of an FQDN implies that the N32f endpoint would need to have an TLS certificate with this IP address in the subject name field, or in the SAN field. However, issuing TLS certificates on IP addresses is not best practice, because IP addresses tend to be dynamic, and it is not obvious to which entity the certificate has been issued. Moreover, this is not supported currently in GSMA PRD FS.34, and the 3GPP agreed that the responsibility for Subject Name and SAN field contents lies with the GSMA.
A fundamental security concern with IP addresses is when the SEPPs are in different security domains. Since this will be default for the N32 connections, the use of IP address without DNS resolution is not advisable either. 
GSMA has made efforts to harmonize the usage of its FQDNs within the IPX ecosystem. For example, an MNO SEPP has a domain of xxxx.3GPPNETWORK.org and a non-MNO SEPP of xxxxx.IPXNETWORK.ORG. The idea is that players in the ecosystem are clearly identified and attributable in the entire chain including TLS certificates. 
From an operational perspective, using the FQDN just requires a check to see that the PLMN-ID part of the FQDN advertised in N32c (for N32f endpoint) matches the N32c context. This simplicity helps to implement a secure working practice (e.g., avoiding work-arounds) because the checks are based on the same type of identifiers with a direct traceability between N32c and N32f identifiers. 
Please also note that SEPP NAPTR/SRV DNS discovery (as per IR.67) is solely based on constructing a well-known FQDN from a PLMN ID. Without FQDNs (and PLMN IDs within there) this practice will not work noting that in IR.67 N32-f procedures still need to be specified in detail.
It should also be noted that the PLMN IDs are a primary key in different GSMA resources: 
1. The certificates stored in GSMA RAEX 
2. The storage of PLMN IDs is in MNO IR.21. 
Without PLMN IDs and usage of FQDNs this linkage is lost.
As a result, GSMA is not in favour of C4-225387 and will not include the IP address option in their guidelines.

ACTION to 3GPP TSG CT4
NG NRG and FASG DESS kindly requests CT4 to reconsider C4-225387 – N32-f Interface IP address given the security concerns listed above.
Next meetings
DESS#90			25 January 2023
DESS#91			15 February 2023
DESS#92			15 March 2023
5GMRR#41			1-2 March 2023
5GMRR#42			3-4 April 2023
NRG#17			5 April 2023
							


image1.png
GSMA




image2.jpeg
GSMA.





