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1. Background
GSMA has been made aware through its Coordinated Vulnerability Disclosure Programme of research on attacking the NAS protocol in the EPS, and potentially also in the 5GS (GSMA reference CVD-2021-0043).
Publication timeline: the researchers (Imtiaz Karim and Elisa Bertino at Purdue University and Syed Rafiul Hussain at The Pennsylvania State University) have submitted research to 41st IEEE International Conference on Distributed Computing Systems (7-10 July 21). The paper may be available online prior to this.
Item for Consideration 

Summary of the Research 
The attack assumes a Man-in-the-Middle (MitM) attacker that can surreptitiously cause chosen NAS messages not to reach their destination. The researchers claim that – in addition to Denial-of-Service (DoS) – the attack can cause essential security procedures to fail. As an example, the GUTI reallocation procedure may be prevented. The researchers claim this will lead to a prolonged usage of the same GUTI, allowing for prolonged tracking of a subscriber via the GUTI. They have observed this behavior in an open source MME implementation. They also mention that preventing the NAS security mode procedure could prevent security key refresh.
The researchers suggest as a mitigation that the UE should restart the attach procedure to the network if it notices an unexpected, significant increase of the downlink NAS count between two received NAS messages.
Observations from GSMA 
Selective message dropping is a known threat (e.g., mentioned in LTEInspector, 3GPP TR 33.809). 
When it comes to the DoS effect, GSMA understands that the threat cannot be completely prevented – DoS will always be possible if the attacker can interfere sufficiently with signaling between the UE and the network. However, the threat is already today non-persistent (attack goes when the attacker goes away).
When it comes to the failing of security procedures (e.g., GUTI reallocation and NAS security mode procedures), GSMA thinks that, if the impact could be long lasting and if sufficient mitigations are missing from the 3GPP specifications, then the threat should be addressed.
1. Action
[bookmark: _Hlk33194554]GSMA politely requests 3GPP CT1 and SA3 groups to take the above information into account and consider whether the current specifications sufficiently mitigate these threats, or whether a clarification / mitigation is required.
GSMA also requests 3GPP SA3 group to kindly consider if MME SCAS (TS 33.116) needs an update. 
1. Contacts
In case of any further questions and/or feedback to this Liaison Statement, please contact James Skuse [jskuse@gsma.com].
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