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1. Background
The GSMA’s CVD programme has been made aware, through a researcher submission (attached to this LS), of a potential OAuth vulnerability. More specifically the research highlights how a possible misinterpretation of an OpenAPI initiative description could be negating the 3GPP OAuth policy entirely. 
Submission date: The university researchers, Seaver Thorn, K. Virgil English, William Enck, Kevin R.B. Butler from North Carolina State University & University of Florida, under CVD-2022-0060 The disclosures were made on 26 July 2022. 
Summary of the Research - Automated Analysis of OAuth Policy between Network Functions in the 5G Core - Finding 1 (Negated OAuth Policy)
A full copy of the CVD-2022-0060 paper “Automated Analysis of OAuth Policy between Network Functions in the 5G Core” is attached. The specific section of the paper we refer to is Finding 1 Negated OAuth Policy pg 9.
3GPP make use of descriptions from the OpenAPI Specification [1] for the formal definition of APIs in their service-based architecture. The vulnerability described in the research paper highlights how, whilst the OpenAPI descriptions describe the set of possible features and capabilities of an API, a specific API deployment may choose different configuration options that might enable or disable certain features. Both the researchers and the OpenAPI Initiative believe this vulnerability is due to a potential misunderstanding of the empty braces feature in OpenAPI.
The figure below shows an example of how the OpenAPI Specification uses empty braces on line 10 to indicate that OAuth is optional. The security requirements object in OpenAPI accepts a list of security requirements, and only one list item needs to be met for the request to be allowed. Therefore, even though additional OAuth requirements exist on an API on lines 11–12, all rules following an empty brace are negated, i.e. no OAuth can be enforced. 
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1. Potential Remediations
The OpenAPI Initiative and Researchers have offered different remediation offerings as below.
1. Open API reccomendation
It is expected that when a client attempts to use the previously described capabilities that the HTTP API respond with an appropriate HTTP status code and an error payload explaining why those capabilities do not behave as expected.
In order to help client developers be aware that certain capabilities may not be accessible at runtime, the OpenAPI definition could include a custom extension to signal this variability.  For example,
 
{
  "security": [
       {
            x-runtime-configurable: true
    },
       {
           "oAuth2ClientCredentials" : [],
     x-runtime-configurable: true
       }
   ]
}
 
It is necessary to use an "x-" extension to describe this variability as there is currently no native way to describe this. The x-runtime-configurable name is simply a suggestion, there may be a better way to describe this.
1. Researcher Recommendation
The researchers believe that all API’s require OAuth and to avoid generators incorrectly enforcing the [ ] security objects they suggest removing the [ ] from all specifications and the operator can choose through a network wide policy at deployment time whether or not they want to enforce OAuth.  
1. GSMA Request to 3GPP SA3, CT3 and CT4
[bookmark: _Hlk33194554]GSMA politely requests 3GPP SA3, CT3 and CT4 to review the information provided by the researchers and consider whether they agree that there could be a misunderstanding due to the use of [ ] and whether they feel either of the recommended mitigations are of value.  
1. Contacts
In case of any further questions and/or feedback to this Liaison Statement, please contact Roger Brown [rbrown@gsma.com].

1. References
[1] https://swagger.io/specification/#security-requirement-object
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