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1. Background
The GSMA’s CVD programme has been made aware, through a researcher submission, of potential bidding down attacks in 5G and 4G.
The disclosure was submitted by researchers Bedran Karakoc and David Rupprecht from Ruhr University Bochum, Nils Furste from Software Radio Solutions and Katharina Kohls from Radboud University Nijmegen on 3 October 2022 and filed as CVD-2022-0064 . 
The paper “Never let me down again: Bidding-Down Attacks and Mitigations in 5G and 4G” is due to be presented at WiSEC 29/05/23 until when the researchers prefer the paper remains private. 
In the paper the researchers provide several examples of both Intra- and Inter-generational attack vectors. GSMA CVD believe two of their specific findings relate to 3GPP specifications and are of particular interest:
Finding 1 - Unsecure RRC Connection Release with redirection from 4G to 3G
The researchers observe that in 4G, the specs support to prevent redirection to 2G in unprotected RRC Connection Release messages, but do not prevent such redirection to 3G. So an attacker could add to the release message a redirection that leads the UE to the attacker’s false 3G base station, and from there, the attacker can redirect the UE to the attacker’s false 2G base station. 
2.1 Finding 1 - Potential Remediations
The researchers propose therefore to add to 4G a mechanism that prevents unsecure redirection to 3G.
GSMA CVD politely asks 3GPP SA3 and RAN2 to review the researcher’s proposal and if necessary, consider updating the specifications.
Finding 2 - Security Capabilities handling in MME
The researchers observe/claim that in 5G NSA, the specifications do not mandate that the MME checks the UE NR security capabilities in the initial NAS message and rejects invalid UE NR security capabilities. They conclude that this may lead to lack of security between the UE and the secondary en-gNB, so they propose to introduce a check of the UE NR security capabilities by the MME and rejection of invalid UE NR security capabilities.
There is the following text in the bullet j of clause 5.5.1.2.7 of TS 24.301 on the handling of the UE security capabilities that are used between the UE and MME. 

                “…… mandatory EPS encryption algorithms not supported or mandatory EPS integrity algorithms not supported, etc.) …..”

 
There is no equivalent text for the UE Additional Security Capabilities. GSMA CVD assume that is because the algorithms in the UE Additional Security Capabilities are 5GS security algorithms and are therefore not used between the UE and MME (and any such checks will be performed by the gNB). However, it is not clear what the above text actually means e.g. does the mandatory refer to expected support by the UE (as it is not clear an MME can know what the UE should support as these can vary based on the UE’s release) or refer to what is mandatory to support by the UE to get service by the PLMN this MME is part of. 
Finding 2 - Potential Remediations
GSMA CVD politely asks 3GPP SA3 and CT1 to provide the reason for the lack of checking of the UE Additional Security Capabilities in the specifications with regards to handling of invalid, unacceptable or missing 5GS security capabilities. 
GSMA CVD also asks 3GPP SA3 and CT1 to provide an explanation of the expected MME behaviour described in the quoted text.
Contacts
In case of any further questions and/or feedback to this Liaison Statement, please contact Roger Brown [rbrown@gsma.com].
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