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Overall description
5GMRR thanks 3GPP SA3 for the clarifications on the use of the ipxnetwork.org domain. This document solicits further clarifications on the use of PLMN IDs in TLS certificates in the context of N32.
Background
5GMRR would like to inform 3GPP that it specified a variant of the N32 interface stipulating that Roaming Intermediaries operate SEPPs[footnoteRef:2] rather than PRINS proxies. In this variant, there may exist more than two SEPPs in a chain between two roaming partners, and there is no Application Layer Security as in PRINS; as security associations fully terminate at each SEPP, this represents a hop-by-hop security approach. In this variant, the communication leg between a PLMN and a Roaming Intermediary uses the GSMA-defined "N32-s" variant of N32, and the communication leg between two Roaming Intermediaries uses the GSMA-defined “N32-p” variant of N32. [2:  In this document, the term SEPP refers to an N32 endpoint, irrespective of whether it is located at the edge of a PLMN (as per 3GPP architecture) or an Intermediary. ] 

In the context of N32-s and N32-p, but also in the context of N32-f as specified in 3GPP, from the perspective of Roaming Intermediaries it is desirable to use “aggregation”, i.e. to carry the signalling for multiple roaming relations (i.e. multiple pairs of roaming partners) over a single TLS connection. 
While such aggregation appears to be impossible over N32-c and N32-f/TLS, it remains somewhat unclear whether it is conformant with N32-f/PRINS as specified in 3GPP. This is because, among other things, clause 13.1.2 of TS 33.501 mandates the use of PLMN IDs in N32-c TLS connection leaf certificates and, according to the same clause, if TLS is the negotiated security mechanism for N32-f, then the PLMN IDs in N32-f TLS connection leaf certificates are compared to the PLMN IDs that appear in the certificate that was used in the corresponding preceding N32-c exchange. However, TS 33.501 does not appear to contain a similar comparison requirement for the case where PRINS is the negotiated security mechanism.
If PLMN IDs must be included in leaf certificates, then a potentially large number of PLMN IDs would need to be included in the TLS certificate in the context of aggregation, undermining the purpose of trust anchoring with the granularity of single PLMNs. More precisely, if the PLMN IDs are required in the leaf certificate used for N32-f/PRINS, then all the PLMN IDs of all roaming partners reachable through a given N32-f TLS (PRINS) connection appear in the certificate SAN fields. In situations with a chain of two Roaming Intermediaries this may include PLMN IDs of roaming partners that are not a customer of the given Roaming Intermediary, but a customer of the other Roaming Intermediary in the chain. Moreover, because N32-c is established E2Es it will only contain the PLMN IDs of a single roaming partner while the N32-fTLS (PRINS) certificate would contain the PLMN IDs of all roaming partners served through the Intermediary. 

5GMRR also informs 3GPP that there exists a trusted relationship withnon-PLMN entities in the mobile ecosystem,(e.g. Roaming intermediaries, RVAS providers,…). These entities have not been assigned any PLMN IDs by a regulatory body .
Request to 3GPP
In light of the above, GSMA 5GMRR would like to obtain confirmation over the following interpretations of 3GPP specifications.
· For the PRINS security mechanism PLMN IDs are not required in the leaf certificates used by the Roaming Intermediary to set up the TLS connections for N32-f/PRINS. In this case, 3GPP is asked to explain how the security threats are mitigated for N32-f TLS connections with the Roaming intermediaries, and how the responding SEPP would decide whether an incoming TLS connection is for N32-c (and therefore trust anchor selection according to PLMN ID is applicable) or for N32-f (and therefore it is not applicable).
· Alternatively, for the PRINS security mechanism PLMN IDs are required in the leaf certificates used by the Roaming Intermediary to set up the TLS connections for N32-f/PRINS. And which PLMN IDs need to be added to the leaf certificates used by the Roaming Intermediary.
· It is admissible to carry signalling pertaining to multiple roaming relations over a single N32-f PRINS connection (aggregation),
Actions
3GPP SA3 is kindly asked to take the following actions:
· Confirm the above interpretations as appliable and provide further feedback.
· Acknowledge the existence of a trust relation with non-PLMNs.
· Provide any feedback on how to handle the coexistence of N32-c/N32-f as specified in 3GPP, and N32-s/N32-p as specified in GSMA 5GMRR and outlined above.
Next meetings
5GMRR#49:10-11 June 2024, London.
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