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IWG SOLU kindly thanks 3GPP for considering and providing clarification on the concerns and questions raised by GSMA SOLU on the technical report on IMS Network Independent Public User Identity. 

In particular IWG SOLU takes note of the following:

· That SA1 acknowledges that the solution for INIPUI needs to be global from the beginning.
· That the new agreed requirements seem to cater for the originating operator need to determine the cost of terminating a call using INIPUI.

· That the need to identify the source of query has been addressed.
· That the need for one INIPUI to be associated with different service providers for different services, when the same URI scheme is used, is not foreseen by SA1.
· That the security aspects on service provider identifications, now are being addressed by the experts in 3GPP WG3.
· That INIPUI is in addition (an alias) to the Public User Identity associated with the IMS operator that each user must have. 

Based on the common understanding of the above points, IWG SOLU has currently no further questions or concerns with respect to INIPUI, and appreciates the good cooperation between IWG SOLU and 3GPP WG SA1. 
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1. Overall Description:



3GPP TSG SA WG1 thanks GSMA SOLU for their liaison statement. The comments and questions raised were discussed and 3GPP TSG SA WG1 would like to provide the following feedback.



1.1
Generic comments


GSMA SOLU statement:



IWG SOLU understands the impact of INIPUI being comparable to that of number portability in today’s word. Key differences to today’s number portability solutions being



· User Identities for a particular domain are not only shared between national entities (national MNOs) but across global entities



· User Identities from other ecosystems, e.g. email (mailto) can be used in the mobile ecosystem



Therefore, any solution must be a global one from the very beginning. National solutions as deployed today for mobile number portability will not be successful.



3GPP TSG SA WG1  response:


3GPP TSG SA WG1 acknowledges that the solution for INIPUI must be global from the beginning and that national solutions will not be successful.


3GPP TSG SA WG1 would like to emphasise that INIPUI does not relate to number portability and thus, should not be seen as a number portability solution. On the contrary, INIPUI finds closer relation with e.g. allocation of global mail addresses in the context of a multinational corporation in which employees are assigned addresses of the type “name.surname@company.com” which do not identify the actual location of the employee and his/her serving server (e.g. whether in UK, Sweden..) and for which appropriate resolution is needed.


GSMA SOLU statement:



Based on this understanding, SOLU would like to highlight to 3GPP that despite the fact a solution is proposed and implemented by GSMA on how to overcome mobile number portability in an IMS space (well known as Pathfinder) this solution is not yet adapted by the telecom industry for several reasons



· The commercial model is very difficult



· There is substantial resistance of MNOs to disclose their user data to 3rd parties.



3GPP TSG SA WG1  response:



3GPP TSG SA WG1 understands the commercial difficulties, however 3GPP can only addresses the technical solutions that the market may adopt.


1.2
Querying registry by an IPX Provider



GSMA SOLU statement:



-
[…] As the final destination of a call would be known only after querying the registry the operator does not know the cost of terminating the call. Normally, operators do not pass a call to an IPXP for routing if the cost of the call (e.g. final destination, termination costs of the terminating network) is not known in advance.



-
This situation could be overcome, if the IPX Provider would resolve the INIPUI and provide information back to the operator, before the operator decides how to route the call.


3GPP TSG SA WG1  response:



In order to satisfy the need to know the cost of terminating a call, two models are foreseen:



1. The originating operator is capable of querying the registry by itself, and thus is able to determine the destination of the call, taking any appropriate action based on that.


2. The originating operator passes the responsibility of resolving the INIPUI to a third party so the requirements need to allow the result of INIPUI address resolution to be sent back to the operator before routing is performed. Two possibilities are detected in this scenario:



a) The final destination is indicated to the originating operator. As a result, it is not necessary that the same entity does both INIPUI address resolution and call routing.



b) The resolved INIPUI address does not indicate the final destination but addresses an entity from where further INIPUI resolution can take place. In such cases call routing and INIPUI resolution will take place in a step wise manner.



Requirements that take this scenario into account have been agreed and are attached.



1.3
INIPUI Registry



GSMA SOLU statement:



-
If there exist several registries it is unclear how an operator is able to reliably identify the correct registry for a given INIPUI (more precise for the domain name in the INIPUI). It would be necessary




1. For an operator to connect to all existing registries, or




2. There is a demand for a hierarchy of registries with a root entry (similar to Pathfinder), or




3. There exists one global registry only.



3GPP TSG SA WG1  response:



The organisation of INIPUI Registries is out of the scope of 3GPP; however the operator preference stated in TR 22.894 is that only one INIPUI Registry needs to be queried.



GSMA SOLU statement:



-
How can a registry reliably ensure no illegal request are answered, e.g. from entities who just want to re-sell identities to other parties? Does this 3GPP activity analyse how sources can be authenticated?  



-
It is mandatory to ensure the source of any such query is unambiguously identified to ensure security and avoid illegal queries.



-
Access control is not ensured, i.e. the querying party cannot be reliably authenticated in all cases.



3GPP TSG SA WG1  response:



A requirement that ensures the source of the query, and not necessarily the intermediate networks in between, is identified to the INIPUI Registry and that the source must be authenticated with the INIPUI Registry before access to the INIPUI Registry is granted. The INIPUI Registry must be able to deny access, or provide a partial resolution to an appropriate trusted network, for unauthenticated parties.



It is also noted that such a requirement would apply to registries that resolve any alphanumeric SIP URI and not just INIPUI per se.



Requirements that take this scenario into account have been agreed and are attached.



GSMA SOLU statement:



-
One INIPUI could be linked to several operators, e.g. to one operator for voice service but to another operator for RCS and yet another for data. The registries response should be restricted to service specific resolution of INIPUIs. Is such a service specific separation foreseen?



3GPP TSG SA WG1  response:



Current discussion in 3GPP TSG SA WG1 has not seen the need to have one INIPUI address for the same URI scheme (e.g. sip:) associated with different services provided by different operators.


1.4
Security aspects



GSMA SOLU statement:



-
SOLU would like to better understand the kind of credentials that 3GPP has in mind. SOLU agrees mechanisms are required to reliably authenticate the source party of a query. Up to now, SOLU is not aware of any global identification scheme for service provider. 



SOLU is aware of an activity within IETF documented in http://i3forum.org/sites/default/files/i3_Global_SPID_Specifications_Release_1_may_2011.pdf 



Would such a globally unique Service Provider Identification meet the 3GPP requirement for a secure credential?



3GPP TSG SA WG1 response:



3GPP TSG SA WG1 sought the advice of 3GPP’s security working group, 3GPP TSG SA WG3 on these security questions. Their response is attached in document S1-120242/S3-120224.


1.5
Unique public identity



GSMA SOLU statement:



-
SOLU would like to understand if a public identity belonging to the operator is required for registration and legal intercept? Is such a public identity foreseen in the 3GPP proposal in addition to the INIPUI?  



3GPP TSG SA WG1  response:



In the IMS environment, each user will have a public identity associated with the IMS operator that takes the form of a Tel-URI. The INIPUI is an alias to this operator-specific public identity. Therefore, no additional public identity as described by GSMA SOLU is required.



2. Actions:



To GSMA SOLU group.



ACTION: 
Please review the responses provided.


3. Date of Next TSG-SA WG1 Meetings:



3GPP TSG SA WG1 #58
07 – 11 May 2012
 Seville, Spain, EU



3GPP TSG SA WG1 #59
30 Jul – 03 Aug 2012
 North America (location TBC)
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7.5.5
IMS Network-Independent Public User Identities (INIPUI)



The following requirements apply for IMS Network-Independent Public User Identities:



-
Multiple INIPUI Operators shall be able to associate SIP URIs of type "sip:user@domain" (also known as "alphanumeric SIP URIs") that share a single domain name.



-
An INIPUI Operator shall be able to associate a SIP URI scheme for a domain name that has other URI schemes from different service providers.



NOTE 1:
This allows customers who use an INIPUI Operator in one geographic region to use another INIPUI Operator in another region without affecting the domain name used (which may be part of a corporate branding), as well as choose a different service provider for different service offerings e.g. different IMS operator compared to their email provider. 



NOTE 2:
Provisioning of the INIPUI Registry for a particular Shared Domain Name is done by a single entity, the INIPUI Host. This ensures the uniqueness of the username, when assigned by different INIPUI operators, within a Shared Domain Name. The INIPUI Host also needs to ensure each INIPUI provisioned in the INIPUI Registry is authorised by the Domain Name Owner. 



-
The IMS shall support a mechanism for an INIPUI User to be globally reachable by any subscriber, regardless of whether the originating operator supports INIPUI. In addition, an IMS operator that is serving inbound roaming INIPUI Users shall not be required to support any additional configuration on top of what already exists.


-
The IMS shall support the use of INIPUI as an IMS identity between the calling User and their INIPUI Operator.



-
The use of INIPUI shall be transparent to the UE and therefore INIPUIs shall be usable by pre-Release 11 UEs, subject to the UE support of alphanumeric SIP URI.



-
When the user enters the INIPUI of the called party, the UE shall display the INIPUI that was entered, subject to the UE display capability. In case of Terminating Identification Presentation (TIP), the INIPUI of the terminating party shall be displayed according to the requirements in TS 22.173 [20].



-
The IMS shall support passing of an INIPUI of the originating user and the INIPUI shall be displayed as CLI to the called party, subject to the UE display capability.


-
An originating operator shall be able to request an INIPUI address resolution to be performed by an intermediate network and to receive the result of the INIPUI address resolution from that intermediate network prior to routing the session.


-
An intermediate network shall be able to service INIPUI address resolutions received from an originating operator by querying the INIPUI Registry. The intermediate network shall then be able to provide the resolved INIPUI address to the originating operator.



NOTE:
The above two requirements allow the originating operator to decide how to route the session (e.g. itself or via an intermediate network).



-
An entity accessing an INIPUI Registry to resolve an INIPUI shall provide the INIPUI Registry with the identity of the operator that is the source of the query in addition to its own identity. An entity accessing an INIPUI Registry for provisioning purposes shall provide the INIPUI Registry with its own identity.



The above may be subject to regulatory requirements.



�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.




�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.




�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.




�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".




�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.




�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.




�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.




�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.




�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".




One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.




For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".




�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .




�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.




�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".




�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.




�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.




�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.




�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.




�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).




�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.




�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected and the CRs which are linked. This is particularly important where the affected specs belong to a different working group than that which will agree the present CR.




�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.













S1-120242.doc

3GPP TSG-SA WG1 Meeting #57
S1-120242


Kyoto, Japan, 13th – 17th February 2012



3GPP TSG-SA WG3 Meeting #66
S3-120224


Vancouver BC, Canada, 6-10 February 2012


Title:
LS on Security Aspects of Alphanumeric SIP URIs


Reply to:
S3-120012/S1-113323


Release:
Rel-12


Work Item:
TEI12


Source:
3GPP SA WG3


To:
3GPP SA WG1


Cc:



Contact Person:




Name:
Peter Howard




E-mail Address:
peter.howard@vodafone.com


Attachments:
None


1. Overall Description:



SA3 thanks SA1 for its LS asking for feedback on possible solutions to ensure that access to a registry used to resolve IMS Network-Independent Public User Identities (INIPUI) is only given to entities that are allowed access. SA3 believes that a review of INIPUI security is needed to take into account, not only the need to authenticate access to the registry, but also to address other possible requirements relating to confidentiality, integrity and availability of the INIPUI feature. SA3 will further study these issues and keep SA1 informed about progress. In the meantime SA3 would like to provide the following response to the statements in the GSMA LS that were quoted in the SA1 LS:


-
How can a registry reliably ensure no illegal request are answered, e.g. from entities who just want to re-sell identities to other parties? Does this 3GPP activity analyse how sources can be authenticated?  


SA3 response: 3GPP could study possible solutions to authenticate originating operators or intermediate networks when they access a registry to resolve a SIP URI. Such solutions could provide assurance about the identity of the source of the request. However, authentication cannot control what happens to the resolved identity after it is provided to the requestor. To help combat unauthorised re-selling or abuse of resolved identities, a framework needs to be established where the registry only allows access to requestor that it trusts not to abuse the data delivered. The risk of abuse can also be reduced by limiting the volume of queries that can be performed by individual requestors.


-
It is mandatory to ensure the source of any such query is unambiguously identified to ensure security and avoid illegal queries.


SA3 response: Authentication of the requestor can be used to unambiguously identify the requestor.



-
SOLU would like to better understand the kind of credentials that 3GPP has in mind. SOLU agrees mechanisms are required to reliably authenticate the source party of a query. Up to now, SOLU is not aware of any global identification scheme for service provider. 



SOLU is aware of an activity within IETF documented in http://i3forum.org/sites/default/files/i3_Global_SPID_Specifications_Release_1_may_2011.pdf 



Would such a globally unique Service Provider Identification meet the 3GPP requirement for a secure credential?


SA3 response: In SA3’s understanding SPID is an identifier, not a secure credential. SA3 has no strong opinion on the suitability of SPID as an identifier to be used by requestors when they access the INIPUI registry. If authentication is provided then a secure credential needs to be associated with the requestor’s identity as part of an authentication scheme.



2. Actions:



To 3GPP TSG SA WG1 group


ACTION: 
SA3 kindly asks SA1 to take the above feedback into account.


3. Date of Next TSG-SA WG3 Meetings:



SA3#67
21-25 May 2012
Kyoto, Japan





