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For the purposes of enabling seamless 5G roaming, GSMA has specified a DNS-based dynamic discovery mechanism for SEPPs, both for the case where the SEPP is operated by the PMN, and the case where its operation is outsourced (hosted SEPP), see Section 8 of [1]. This mechanism works in tandem with the naming scheme defined for SEPPs and their certificates, specified in Section 5 of [2].
Moreover, GSMA is implementing a platform (as an extension to the Roaming Agreement Exchange –RAEX tool) for the distribution and update of root certificates that will be used to verify certificate chains exchanged over N32.
Due to the complexities of the roaming ecosystem, it is foreseen that no globally or even regionally accepted list of root certificates will exist. Instead, the GSMA certificate platform will enable each operator to make available the root certificate(s) of its choice. 
Therefore, a SEPP security requirement is that it shall support multiple lists of trusted root certificates, and associate each list with one or more MCC-MNC combinations (with each MCC-MNC combination being associated with exactly one list). During N32 connection setup, and certificate chain validation in particular, the SEPP shall exclusively use the list of trusted root certificates that is associated with the MCC-MNC combination found in the remote SEPP certificate in order to perform the verification. This is to ensure that a root certificate associated with operator A cannot be used as trust anchor for a SEPP certificate of operator B. 
The concept of “interconnect CAs”, as specified in clause 5.1.1.2 of TS 33.310, is currently not pursued.
The above GSMA activities take place in parallel with related 3GPP activities, including for example work on certificate format and extensions and automatic certificate management for the SBA. GSMA proposes to more clearly define the division of responsibilities between GSMA and 3GPP in this area in order to avoid duplication of work, to produce a consistent specifications set, and to help vendors in collecting the required information.
More specifically, GSMA proposes that SEPP certificate format specification remains with 3GPP, with naming scheme/conventions for the Subject and Subject Alternative Name fields remaining with GSMA. It is further proposed that aspects concerning PKI governance as well as distribution, update and revocation of root and intermediate CA certificates related to SEPP certificates over the N32 interface remain with GSMA. The possibility of interworking of the GSMA mechanisms with automatic certificate management for SEPP, as part of SBA, should be further explored. 
Actions to 3GPP SA3
GSMA DESS kindly requests 3GPP SA3 to:
1. Take GSMA’s trust establishment solution into account,
2. Include the mentioned SEPP security requirement in their specifications, and
3. Consider the proposal on the division of responsibilities, and to provide feedback on these three topics. 
Next Meetings 
DESS#86	12 Oct 2022
DESS#87	2 Nov 2022
DESS#88	23 Nov 2022
and approximately every 3 weeks afterwards.
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