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1. Background
The GSMA’s CVD programme has been made aware, through a researcher submission, of potential cryptographic issue affecting Subscriber Identity De-Concealment Functions (SIDF).
The disclosure was submitted by researchers David Rupprecht, Tobias Funke and Katharina Kohls from Radix Security, Ruhr University Bochum and Radboud University respectively on 15 May 2023 and filed as CVD-2023-0073 . 
In their description the researchers provide a possible way of extracting private key material from the SIDF by a subscriber using invalid points on the secp256r curve (Profile B).

GSMA CVD believes that the issue raised is invalid, because it requires using uncompressed points in the scheme output, which is against C.3.4.2  of TS 33.501 where it is stated for Profile B point compression must be used. GSMA CVD also believes that checking if the supplied point is on the curve should be done by the SIDF implementations.
However given there are already incorrect implementations available (as per the researchers’ tests) GSMA CVD considers an update to the SIDF SCAS tests could be done, which is also suggested by the researchers.
Potential Remediations
GSMA CVD politely asks 3GPP SA3 to consider a new SCAS testcase for the SIDF in which it is tested if the SIDF rejects a point that is not on the curve.
GSMA CVD also asks 3GPP SA3 to consider a new SCAS testcase for the SIDF in which it is tested if the SIDF rejects an uncompressed point for Profile B.
1. Contacts
In case of any further questions and/or feedback to this Liaison Statement, please contact Roger Brown [rbrown@gsma.com ].
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