

[image: ]		Version 3.0.1


Global Certification Forum (GCF) Ltd	S-21-245r2
GCF Steering Group Meeting #89
Online Conference, 6-10 December 2021
Liaison Statement

For submission to:	3GPP SA WG3
	           Cc:	3GPP RAN WG5	
			PTCRB, PVG







Source:	GCF-Steering Group					Document:	S-21-245r2

Subject:	Non-Support of Ciphering Algorithm GEA1


Summary of Content:
GCF has implemented relevant certification criteria to ensure that Mobile Stations do not support GEA1 if they are REL-11 and higher. GCF has also implemented transparency in their Certification Declaration to indicate which of the UEs of REL-10 and earlier do support GEA1.
Unfortunately, there are still quite a number of UE certifications which indicate implementation of GEA1.
GCF understands that making use of the compromised ciphering algorithms in Mobile Stations is diluting the integrity of the 3GPP radio technologies, being known as very secure all over the world, and GCF would like to support 3GPP in abandoning such security leaks. However, GCF cannot apply stronger certification criteria than outlined in the related 3GPP standards. In order to fully abandon use of insecure ciphering algorithms, GCF would like to request 3GPP SA WG3 to explicitly prohibit support of GEA1 in all releases of TS 43.020.
GCF also recommends 3GPP SA WG3 to consider phasing out of GEA2 in a similar way.
GCF will then adapt their certification criteria accordingly.

Actions
3GPP is kindly asked to discuss above mentioned recommendations and feed back to GCF.


Dates of Next Meeting
GCF-SG#90		28 March – 1 April 2022
GCF SG#91		20-24 June 2022
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