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1. Introduction
SA3 has requested SAGE to work on 256-bit algorithms for 5G.  As part of this work, we are planning to deliver a Milenage variant Authentication and Key Agreement (AKA) algorithm that supports a 256-bit subscriber key K.  This algorithm will (probably, unimaginatively) be called Milenage-256.
In this liaison statement we share one aspect of our current thinking about the algorithm design, and invite any feedback.

2. The existing Milenage algorithm
The existing Milenage algorithm is a construction based on AES with 128-bit keys and a 128-bit block size.  When SAGE designed Milenage back in the year 2000, the AES competition had not yet finished.  SAGE selected the AES candidate algorithm Rijndael as the core of Milenage; only later did NIST announce that Rijndael was also selected as the AES.

3. Rijndael variants
The Rijndael specification [1] allows three different key sizes (128, 192 or 256 bits) and three different block sizes (128, 192 or 256 bits) in any combination.  The AES specification allows all three of these key sizes, but fixes the block length at 128 bits.

4. Design considerations for Milenage-256
As the core building block for Milenage-256, we have considered two main algorithms:
(a) AES with a 256-bit key (and the 128-bit block size fixed in AES);
(b) Rijndael with a 256-bit key and a 256-bit block size (referred to hereafter as “Rijndael‑256‑256”).
There are pros and cons to each of these options:
(a) AES is better studied, and thus somewhat better trusted.  It has also been much more widely used, so there is more knowledge about efficient and secure implementations.
(b) Rijndael‑256‑256 allows us to achieve stronger security claims in a straightforward, clean design.  It also allows us to future-proof the algorithm, allowing for larger input and output parameters than 3GPP has requested today (in a similar way to what we did with TUAK [2]).
SAGE is currently minded to choose Rijndael‑256‑256 as the core of Milenage-256.  We believe that the advantages outweigh the disadvantages.  We believe that the security assurance associated with Rijndael‑256‑256 is still very good, although we plan to spend some more time confirming this belief.  And we believe vendors will be able to develop efficient and secure implementations of Rijndael‑256‑256, drawing on their experience from implementing AES (see the next section).
5. Implementation and performance notes on Rijndael‑256‑256
Given an existing implementation, R, of the 128-bit block AES round function, the Rijndael‑256‑256 round function can be implemented with two calls to R, plus a fixed byte permutation. 
If we instead chose 128-bit block AES as our main building block, we would require roughly twice as many block cipher invocations for at least some output parameter sizes.
Thus the performance overhead from using Rijndael‑256‑256 is very small.

6. Our request to SA3 and SIM Alliance
If either SA3 or the Trusted Connectivity Alliance feels that there would be significant challenges in creating efficient and secure implementations of an algorithm based on Rijndael‑256‑256, we ask them to inform SAGE.

[1]	Joan Daemen and Vincent Rijmen, AES Proposal: Rijndael https://csrc.nist.gov/csrc/media/projects/cryptographic-standards-and-guidelines/documents/aes-development/rijndael-ammended.pdf  
[2]	3GPP TR 35.231 “Specification of the TUAK algorithm set: A second example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: Algorithm specification”





