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	Attachments: 
(if applicable)
	Announcement of Middlebox Security Protocol (MSP) Draft Parts
ETSI TS 103 523-1 V0.0.12 (2018-04), MSP Part 1: Profile Capability Requirements
ETSI TS 103 523-2 V0.0.7 (2018-04), MSP Part 2: Transport layer MSP, profile for fine grained access control

	



1. Overall description:
This LS conveys the MSP drafts for Parts 1 and 2 in conjunction with the SA2 Study on encrypted traffic detection and verification (FS_ENTRADE) at its Meeting #127, Sanya, 16-20 April 2018.  The Middlebox Security Protocol enables the existence of a “smart proxy” where end-users can be potentially aware of a middlebox in their traffic stream (visibility) and control what that middlebox sees for different purposes (observability).  The result allows for balancing privacy, network operations, and security for different applications.  With the Protocol, both users and providers gain the ability to grant or restrict the permissions for visibility and observability. 


2. Actions: 
Inclusion of the Middlebox Security Protocol is proposed in 3GPP TR 23.787 as a “solution for how to manage the information for encrypted traffic detection and verification” in either Key Issue #1 or #2 use cases, and MSP Part 2, Annex 2 Annex B, ”Authentication Extension for MNO Provided Middleboxes” as a Solution #3 option in Clause 6.

3. Date of next meetings of the originator:
[bookmark: _GoBack]MSP combined Rapporteur Groups will meet several times between now and CYBER#13, 6-8 June 2018
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