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Dear SA3,

We anticipate that SA3 may want to standardise 256-bit radio interface encryption and integrity algorithms for 5G.  With this in mind, we have started informal discussion on the subject within SAGE.  Early indications are that it will be quite simple (if required) to create 256-bit variants of some of the existing LTE algorithms – but not all of them.  

Our tentative thinking is that:

· Creating 256-bit variants of the AES-based algorithms 128-EEA2 and 128-EIA2 would be straightforward.

· Creating 256-bit variants of the SNOW-3G-based algorithms 128-EEA1 and 128-EIA1 might also be fairly straightforward.  Although SNOW 3G was only ever designed and evaluated for use with 128-bit keys, the related SNOW 2.0 algorithm was designed and evaluated for keys up to 256 bits, so there is some good theory to draw on.

· Creating 256-bit variants of the ZUC-based algorithms 128-EEA3 and 128-EIA3 would not be straightforward.  ZUC was only ever designed and evaluated for use with 128-bit keys, and in this case there is no clear theory to draw on that could justify its use with 256 bits.  This is not to say that a 256-bit of ZUC is impossible – just that it would require significant additional work.  (And ZUC, of course, was not designed by SAGE – much of its raison d’être was that it was designed in China.)
Alongside 256-bit radio interface algorithms, it would make sense to consider authentication and key agreement algorithms that accommodate a 256-bit long term subscriber key.  TUAK was designed to do this from the start.  MILENAGE was not, but it may be relatively straightforward to design a variant of MILENAGE that works with a 256-bit long term secret key; we have not yet given this much thought, but can do so if required.
In any case: if SA3 does want 256-bit algorithms, we ask SA3 to give SAGE as much notice as possible.

SA3 may instead decide that 256-bit algorithms are not needed for the launch of 5G.  That would be perfectly understandable.  But we do encourage SA3 to bear in mind the very slow adoption of new algorithms in early generations, particularly GSM:

· When few networks support the new algorithm, there is little motivation for UE vendors to enable it – and they are reluctant to do so without networks to test against …
· … and of course, when few UEs support the new algorithm, there is little motivation for network vendors to enable it, and they are similarly reluctant to do so.

For this reason, if 256-bit algorithms are likely to be wanted in future, it may be better to specify them (and the protocols to accommodate them, i.e. delivering keys to the entities that need them) from day one, even if they are not expected to be needed for some time.
SAGE will not begin formal work on specifying 256-bit algorithms unless and until it is requested to do so by SA3.

Requests for action:

· Consider whether or not 256-bit encryption and integrity algorithms are best specified at day one

· Consider whether a variant of MILENAGE that can accommodate a 256-bit long-term subscriber key is required

· If any new 256-bit algorithms are required: make a formal request to SAGE, giving SAGE as much time as possible to do the work
