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Introduction

SA3 has asked SAGE to comment on the set of input parameters used for the KASME derivation function, and in particular on a paper from Ericsson which argues that RAND and IMSI do not help to protect against output collisions for a single user, and proposes to include SQN ( AK as an additional input parameter.
Collisions for a single user
For a single user, K is fixed (as is IMSI, of course).  Ericsson are correct that RAND, CK and IK between them only include 128 bits of diversity.  This would be true even if an algorithm other than Milenage were used: the key point is not so much that Milenage is built from permutations, but rather that there are only 128 bits of diversity entering the AKA system at all (from RAND).
It is also correct to argue that including SQN ( AK introduces additional diversity, and reduces the probability of collisions in KASME.  There is therefore some advantage in making this change.  It is a very small point in practice — it is hard to see KASME collisions as a serious risk — but if introducing this parameter is straightforward to implement, then we support it.
Collisions across different users
Across different users, K also introduces diversity into the AKA system.  K and RAND between them introduce 256 bits of diversity into AKA, and these 256 bits of diversity are captured effectively in CK and IK.  256 bits of diversity is enough for deriving the 256-bit KASME, so adding RAND and IMSI as further inputs to the key derivation does not really improve things — there is no advantage in taking the input diversity above 256 bits.
NOTE: we assume here that USIMs and not SIMs are used, which we understand to be a clear decision by 3GPP.  More generally, we assume that the connection is based on (at least) a UMTS security context, not a GSM security context.  If a GSM security context is applied then the reasoning above does not hold, because CK and IK between them will only capture 64 bits of diversity.

Conclusions
We do recommend using SQN ( AK as an additional input parameter.
Provided that only USIMs will be used, and not SIMs, and that EPS key derivation will never be performed in a connection based on a GSM security context, we also recommend removing RAND and IMSI from the list of parameters, in the interests of efficiency.  (They do no harm from a security point of view, but they do no good either.)
