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SA3 have made some recommendations to SAGE about the selection of security algorithms for EPS.

SAGE is happy with all the general recommendations from SA3.

We had already suggested, in SAGE 07(03) [S3-070613], that AES should be used in counter and CMAC modes … so we are quite comfortable with having the same recommendation made back to us.  However, we will need to know the exact set of parameters and their sizes before we can make a definite choice, especially for the encryption mode.  
We will also need to know the exact set of parameters before making definite choices for how SNOW 3G should be used.

For a key derivation algorithm, the HMAC-SHA-256 construction that we initially specified for GBA remains a good choice – there is no obvious better alternative.  A convenient aspect of this is that it can easily be adapted to derive 256-bit keys if you go that way in the future.  You should of course use new values of the “usage identifier” octet FC for each distinct use of the construction
, and will presumably also wish to change the descriptive text string parameter P0.
One additional comment: in SAGE 07(03) [S3-070613], we asked whether SA3 would be happy with a short but precise specification of the algorithms, rather than lots of C code and test data (assuming that no new core algorithms are required).  We have not received a formal response, but we note from the minutes of your July 2007 meeting that a short specification is likely to be sufficient, and we will work on that assumption unless told otherwise.

� There seems to be a small mistake in the specification of the GBA key derivation function (33.220 version 8.2.0, annex B).  Comparing the two distinct uses of the key derivation algorithm in B.3 and B.4, we see that the “usage identifier” octet FC is the same in both cases, and also the descriptive text string parameter P0 is the same in both cases (for GBA_ME).  That shouldn’t have been the case – FC at least should have been different.  As it stands, if NAF_Id (in the first use) happened to be equal to BSF_Id (in the second use) then we would have a collision of inputs and an identical output.


In fact we’re OK.  A quick discussion between Vodafone and Nokia has identified that the NAF_Id in B.3 includes a Ua protocol identifier which is always different to the one used in the B.4 function.  So there is no chance that the inputs collide.





