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1. Overall Description:

SA3LI thanks TC CYBER for informing SA3LI of TC CYBER’s work on Middlebox Security Protocols.
SA3LI recognises that current 3GPP encryption approaches often force an “all-or-nothing” choice between the need to provide subscriber privacy and the need for access by functions to provide security, assurance and regulatory compliance. Mandatory regulatory obligations such as Lawful Interception (LI) may make it necessary to turn encryption off in order to access the information that must be provided to LEAs in a form accessible by the LEA to meet regulatory requirements.
SA3LI’s initial discussion concluded that TC CYBER’s Middlebox Security Protocol work is a potential approach that could allow better control over encryption, to provide a level of security appropriate to the specific information. It could, for example, allow a serving network access to information in a secure packet tunnel from a UE to its home network to the degree necessary for the serving network to discharge its regulatory obligations while maintaining user traffic plane confidentiality protection in the visited network.
SA3LI expresses its support for TC CYBER’s further development of these techniques. SA3LI’s interest is primarily on the aspects which provide a finer-grained security classification and protection of communications between a UE and the UE’s home network with a view towards ensuring the visited network can remain legally compliant (e.g. access the information which needs to be reported for LI), and allow the visited network to undertake other appropriate assurance functions, e.g., revenue assurance and cyber defence.
SA3LI kindly asks SA3 to consider adopting these approaches as “building blocks” in their work, improving the security principle of least privilege, allowing SA3LI to meet LI regulatory requirements while minimizing the impact on subscriber confidentiality.
2. Actions:

To: ETSI TC CYBER

ACTION:  SA3LI kindly asks TC CYBER to keep SA3LI informed of progress on the Middlebox Security Protocols. SA3LI suggests that TC CYBER focus its work on protocols used in user-plane communication between the UE and its home network.
To: SA3 

ACTION: 
SA3LI kindly asks SA3 to consider the approaches being developed by TC CYBER that may allow SA3LI to promote the security principle of least privilege by minimizing interference with subscriber confidentiality protection while still being able to meet LI requirements.
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