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Diameter End-to-end Security Subgroup (DESS)
GSMA would like to inform 3GPP SA3 that GSMA has established a task force that deals with Diameter end-to-end security. The task force is called Diameter End-to-end Security Subgroup (DESS) and consists of members of the GSMA Networks Group (NG) and the GSMA Fraud and Security Group (FASG).
NG and FASG have identified that the vast majority of attack and fraud scenarios in the context of international roaming are possible because the PLMN operator that receives a signalling message from another PLMN operator cannot prove whether the message originates from the sender stated in the message and whether it has not been altered on transit. This allows attackers to forge or manipulated signalling messages. These forged or manipulated signalling messages may be used to commit fraud or perform a variety of attacks, allowing attackers to intercept communication, impersonate subscribers, and commit fraud. 
NG and FASG wish to address these issues by fixing the root cause, which is an absence of authentication of the source and integrity protection of signalling messages on interconnection links. 
The new DESS has started to investigate possible ways that sender authenticity and message integrity can be added into DIAMETER signalling messages on the inter-PLMN interfaces. The objective is to find a solution that provides the required security and also has a low footprint in terms of performance and key management. DESS at the early stage of its work is fully open to what the solution will look like as long as it fulfils the requirements.
The current status is that DESS has completed and agreed the list of requirements that are to be fulfilled by the solution to be selected. The next steps will be to analyse if existing solutions satisfy the requirements, and then to determine the performance footprint and operational details, such as cryptographic key management. If existing solutions are not considered suitable, DESS is willing to develop a new tailored solution. DESS is aware of the fact that there are DIAMETER messages that will be modified on transit by IPX Providers that sit in between two communication peer PLMN operators. So, the solution shall be capable of allowing these modifications but also allowing the recipient of the DIAMETER message to determine if these changes were legitimate and who performed them.
Because the use of DIAMETER in 3GPP networks involves network protocols specified by various standards development organisations (SDOs), DESS may reach out to 3GPP SA3 and additional 3GPP working groups to ask for them to support the DESS’s activities by specifying parts of the solution in their standards.
At the time of writing of this LS in May 2017, DESS cannot yet determine which standards are best suited to cover the new authenticity and integrity extensions. DESS is open to approach all the relevant SDOs in due course as far as it should turn out to be useful. DESS expects that as soon as the solution is defined (at least at high level), DESS can determine which SDOs would be affected.
Action Required
For the time being DESS asks 3GPP SA3 to acknowledge that the new task force called DESS has been established, the new task force is working on authenticity and integrity protection of DIAMETER signalling messages and that DESS may approach SA3 with a proposal to extend their specifications in order to achieve DESS’s objectives. It could for instance be that it may make sense to extend inter-PLMN signalling security to include UE to home network communication.  DESS believes that standardisation activities of the 5G mobile network are well suited to integrate authentication and integrity protection into inter-PLMN signalling messages. 3GPP SA3 is kindly asked to be prepared for potential input from DESS. 
SA3 is also asked to kindly let DESS know if there are standardisation activities within SA3 on the wider area of DIAMETER based signalling security. 
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