3GPP TSG-CT WG4 Meeting #99e	C4-204150
E-Meeting, 18th – 28th August 2020

Source:	Huawei
Title:	Misalignment between TS 33.501 and TS 29.573 on JSON object
Agenda item:	8.2.1
[bookmark: _GoBack]Document for:	DECISION


1. Introduction

Misalignments exist between TS 33.501 and TS 29.573 on JSON object.

2. Discussion

TS 33.501 and TS 29.573 specifies the payload structure for message reformatting at SEPP as below:



                      
Figure 1: Clause 13.2.4.2 of TS 33.501                                               Figure 2: Generated based on the OpenAPI in TS 29.573

In TS 33.501, the value part of encrypted data in DataToIntegrityProtect is null, e.g. "Hdr2" in "HTTP_Headers" and "IE2" in "Payload".
For the dataToIntProtectAndCipher object, there are additional paths to indicate the index of each encrypted data, and using replace operation to replace null with defined value, e.g. "/HTTP_Headers/Hdr2" with "value": Hdr2 and "/Payload/IE2" with "value": IE2.

In TS 29.573, the value part of encrypted data in DataToIntegrityProtect indicates the index of the element in dataToIntProtectAndCipher:

    DataToIntegrityProtectBlock:
      type: object
…
        headers:
            $ref: '#/components/schemas/HttpHeader'
        payload:
            $ref: '#/components/schemas/HttpPayload'


    HttpHeader:
        value:
          $ref: '#/components/schemas/EncodedHttpHeaderValue'

    HttpPayload:
        value:
          type: object

    EncodedHttpHeaderValue:
      oneOf:
        - type: string
        - $ref: '#/components/schemas/IndexToEncryptedValue'

Clause 6.2.5.2.8:
  If the value of this IE is encrypted, then the value part shall be encoded as
{ 
"encBlockIndex": <array index in DataToIntegrityProtectAndCipherBlock>
} 


If TS 29.573 is updated to align with TS 33.501, there will be backward incompatible changes.

3. Conclusions

For backward compatibility reason, it is proposed to send an LS asking SA3 to consider aligning TS 33.501 on TS 29.573 regarding the payload structure for message reformatting at SEPP, unless they identify security problems with the stage 3 solution.
image2.emf
{

���³dataToIntegrityProtect´�: {

������³clearTextEncapsulatedMsg´�: {

����������³Pseudo-Headers´�: {

    ����³Method´�: {},

    ����³Scheme´�: {},    

����³Authority´�: (},

����³Path´�: {},

�������������³Query&Fragment´�: {}  

          },

����������³HTTP_Headers´�: {

����³Hdr1´: {},

����³Hdr2´: {"dataToIntProtectAndCipherIndex": 1},

          },

����������³Payload´�: {

����³IE1´�: {},

   ����³IE2´�: {"dataToIntProtectAndCipherIndex": 2},

����³IE3´�: {},

   ����³IE4´�: {}

          }

      },

������³metaData´�: {

          ³Message ID´�: {},

�³authorizedIPX ID´�: {},

����������³N32-f context ID´�: ()

      }

   },  

���³dataToIntProtectAndCipher´�: [

{<value of Hdr2>}

{<value of IE2>}

   ]   

}


Microsoft_Visio___1.vsdx
{
   “dataToIntegrityProtect” : {
      “clearTextEncapsulatedMsg” : {
          “Pseudo-Headers” : {
   	    “Method” : {},
   	    “Scheme” : {},    
	    “Authority” : (},
	    “Path” : {},
             “Query&Fragment” : {}  
          },
          “HTTP_Headers” : {
	    “Hdr1”: {},
	    “Hdr2”: {"dataToIntProtectAndCipherIndex": 1},
          },
          “Payload” : {
	    “IE1” : {},
  	    “IE2” : {"dataToIntProtectAndCipherIndex": 2},
	    “IE3” : {},
  	    “IE4” : {}
          }
      },
      “metaData” : {
          “Message ID” : {},
	 “authorizedIPX ID” : {},
          “N32-f context ID” : ()
      }
   },  
   “dataToIntProtectAndCipher” : [
	{<value of Hdr2>}
	{<value of IE2>}
   ]   
}



image1.emf
{

���³dataToIntegrityProtect´���^

������³clearTextEncapsulatedMsg´���^

����������³Pseudo-Headers´���^

    ����³Method´���^`�

    ����³Scheme´���^`�����

����³Authority´����`�

����³Path´���^`�

�������������³Query&Fragment´���^`��

          },

����������³HTTP_Headers´���^

����³Hdr1´��^`�

����³Hdr2´� null

 

          },

����������³Payload´���^

����³IE1´�� {},

   ����³IE2´�� null,

����³IE3´�� {},

   ����³IE4´�� {}

          }

      },

������³metaData´���^

          ³Message ID´���^`�

�³authorizedIPX ID´���^`�

����������³N32-f context ID´�����

      }

   },  

���³dataToIntProtectAndCipher´���>

       {

´op´��´replace´�

´path´��´�HTTP_Headers/Hdr2",

´value´��Hdr2

        },

        {

�´op´��´replace´�

�´path´��´�Payload/IE2",

�´value´��IE2

        }

   ]   

}


Microsoft_Visio_2003-2010___1.vsd
{
   “dataToIntegrityProtect” : {
      “clearTextEncapsulatedMsg” : {
          “Pseudo-Headers” : {
   	    “Method” : {},
   	    “Scheme” : {},    
	    “Authority” : (},
	    “Path” : {},
             “Query&Fragment” : {}  
          },
          “HTTP_Headers” : {
	    “Hdr1”: {},
	    “Hdr2”: null 
          },
          “Payload” : {
	    “IE1” : {},
  	    “IE2” : null,
	    “IE3” : {},
  	    “IE4” : {}
          }
      },
      “metaData” : {
          “Message ID” : {},
	 “authorizedIPX ID” : {},
          “N32-f context ID” : ()
      }
   },  
   “dataToIntProtectAndCipher” : [
       {
	”op”: ”replace”,
	”path”: ”/HTTP_Headers/Hdr2",
	”value”: Hdr2
        },
        {
	 ”op”: ”replace”,
	 ”path”: ”/Payload/IE2",
	 ”value”: IE2
        }
   ]   
}



