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 Draft new ITU-T Recommendation H.248.MSRP
Gateway control protocol: Packages for MSRP and H.248 Interworking

1
Scope

This Recommendation defines Packages and Procedures to enable the Message Sending Relay Protocol (MSRP) to be sent and received on a H.248 controlled Media Gateway (MG). It further allows communication between an MGC and MG regarding the messaging policy, messaging statistics and message protocol connection state.

It is assumed that the MG contains the MSRP switch functionality.

Note: The use of MSRP over TLS is for further study.

2
References

The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.

The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T H.248.1]
ITU-T Recommendation H.248.1 (09/05), Gateway Control Protocol : Version 3.

[ITU-T H.248.7]
ITU-T Recommendation H.248.7 (03/04), Gateway Control Protocol : Generic Announcement package

[ITU-T H.248.9]
ITU-T Recommendation H.248.9 (01/05), Gateway Control Protocol : Advanced media server packages

[ITU-T H.248.19]
ITU-T Recommendation H.248.19 (03/04), Gateway Control Protocol : Decomposed multipoint control unit, audio, video and data conferencing packages

[ITU-T H.248.43]
ITU-T Recommendation H.248.43 (06/08), Gateway Control Protocol : Gate Control Packages

[ITU-T H.248.47]
ITU-T Recommendation H.248.47 (06/08), Gateway Control Protocol : Statistic conditional reporting package

[IETF RFC2822]
IETF RFC 2822 (04/2001), Internet Message Format

 [IETF RFC3339]
IETF RFC 3339 (07/2002), Date and Time on the Internet: Timestamps
[IETF RFC3860]
IETF RFC 3860 (08/2004), Common Profile for Instant Messaging (CPIM)

[IETF RFC3986]
IETF RFC 3986 (01/2005), Uniform Resource Identifier (URI): Generic Syntax

 [IETF RFC4021]
IETF RFC 4021 (03/2005), Registration of Mail and MIME Header Fields

[IETF RFC4975]
IETF RFC 4975 (09/2007), The Message Session Relay Protocol (MSRP)
[IETF RFC4976]
IETF RFC 4976 (09/2007), Relay Extensions for the Message Session Relay Protocol (MSRP)

[IETF RFC5228]
IETF RFC 5228 (01/2008), Sieve: An Email Filtering Language

[IETF RFCCONF]
<draft-ietf-simple-chat-02> (02/2008), Multi-party Instant Message (IM) Sessions Using the Message Session Relay Protocol (MSRP)
[IETF RFCMANSV]
<draft-ietf-simple-chat-02> (06/2008), A Protocol for Remotely Managing Sieve Scripts
3
Definitions
3.1
Terms defined elsewhere:

This Recommendation uses the following terms defined elsewhere:
3.1.1
MSRP Switch [IETF RFCCONF]: a media level entity that receives MSRP messages and delivers them to the other conference participants.  An MSR switch has a similar role to a conference mixer with the exception that an MSRP switch does not actually "mix" together different input media streams; it merely relays the messages between participants.
3.1.2
Sieve [IETF RFC5228]: an Email filtering Language. 

3.2
Terms defined in this Recommendation

This Recommendation defines the following terms:
3.2.1
Message Identity: Used between the MGC and MG in order to uniquely identify a particular message for H.248 procedural purposes. It may be the MSRP Message Identity but may be any valid identifier. 
3.2.2
Messaging Stream: A H.248 Stream that contains SDP indicating that the connection media type format is related to Messaging. 

4
Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
MG
Media Gateway

MGC
Media Gateway Controller

MSRP
Message Session Relay Protocol

SDP
Session Description Protocol

5
Conventions

None.

6
Messaging Streams

6.1
Session Establishment

The MGC is responsible for determining the filtering criteria based on subscriber information and any local policy. The filtering is enforced in two ways. Firstly through the modification of the session requests received from users before the session description/configuration is provided to an MG. Secondly filtering may occur within the messaging session with different actions being applied to messages received by a user’s Termination.

6.2
Connection Establishment
In order for a MG to send and receive Messages a H.248 Stream is created on a Termination in addition to any other streams i.e. audio/video Streams. The MCG shall assign a new StreamID for the stream. The characteristics of sent Messaging may be set in the Local Descriptor and the characteristics of received Messaging may be set in the Remote Descriptor. 

The addressing information for the Messaging Stream may be set via a Session Description Protocol (SDP) Connection “c=” line.

The MGC shall indicate that the Stream is for messaging through the use of a SDP media “m=” line. See section 8.1/[IETF RFC4975] for details on how to set the components of this line.



The MGC may indicate or request the allowed media types and formats through the use of the SDP “accept-types” attribute (See section 8.6/[IETF RFC4975]). Messages received with Message Media Types and Formats not included in attribute are discarded by the MG.

The MGC may indicate or request the maximum message size through the SDP “max-size” attribute (See section 8.6/[IETF RFC4975]).

The MGC may also set message level filters in order to request the MG to perform certain actions based of different message characteristics.

Session level Filtering (i.e. that is described in SDP) related to Message Media Types, Media Formats and Maximum message size is applied to messages entering the Termination from an MG external direction.
Message level Filtering is typically applied to messages received on a Termination from other Terminations in the associated Context.

Additional characteristics of the Messaging Session may be set via the “Messaging Session Information” (msi) Package (see section 12).

In addition to providing information regarding the allowed Messages, the MGC may set quotas for the sending and reception of Messages on a Termination/Stream. See section 8.6.1 for more details.

Once the Message characteristics have been negotiated with the end user (See [IETF RFC4975] for an example on how this is achieved) and the SDP related to the Message Stream has been set then the MG shall wait for a MSRP connection request from the peer. If the MGC sends the “Establish MSRP Connection” (msrpstat/conn) signal then the MG shall be responsible for initiating the MSRP connection. Once the connection is established the MG shall then be responsible for MSRP signaling according to [IETF RFC4975].

Note: Section 4/[IETF RFC4975] indicates that MSRP nodes may support multiple sessions over a single MSRP connection. In this case multiple H.248 Streams are used for each session, however the connection information will remain the same (see section 8.1/IETF RFC4975]


The MG shall then relay the MSRP messages between Terminations containing the same StreamID. If a message is relayed to a Termination that has message level filtering applied to it, the filter shall be applied before sending the message to the user represented by the Termination. See section 13 “Message Filtering” Package for more information.

When sending MSRP “SEND Requests” the MG should follow the chunk size recommendations in section 7.1.1/[IETF RFC4975], however the chunk size may be altered via provisioning.


Section 8.9/[IETF RFC4975] describes the relationship between the SDP Direction Attribute and MSRP. H.248.1 contains the Streammode property in the Local Control descriptor. The Streammode property shall take precedence over the SDP Direction Attribute. The effect of the Streammode property values shall be the same as described in section 8.9/[IETF RFC4975].

Section 5.4/[IETF RFC4975] describes the MSRP Connection model. In order that the MGC is aware of the status of the connection it should set the “MRSP Connection Failure” event (see section 9.2.1.). If the MGC wishes to re-establish the MSRP connection (and associated Sessions) then the MGC should resend the msrpstate/conn Signal.

As per section 8.4/[IETF RFC4975] the MGC may sent SDP exchanges to refresh network state. The MGC is responsible for determining when this occurs. However if it needs the updated SDP “path” attribute information it may perform a wildcard CHOOSE on this attribute to determine the current value.

6.3
Recording messages

It is assumed that the MGC is responsible for receiving application level requests related to the storage of messaging. The MGC is responsible for maintaining the list of URIs that are related to a particular user/subscriber and is also responsible for determining who may access this data.

From a H.248 perspective once a connection is established the MGC may request via the “Store Message Package” that messages are sent and/or received on a Termination/Stream are stored in a particular URI for later play out. See section 15 for more details.

Messages may also be recorded as a result of a filtering action. This  is achieved through the use of the Message Filtering Package (see section 13). The MGC shall set the filter rules indicating which messages are applicable and the action “fileinto” to indicate that the applicable messages are stored. The MGC may also request notification of the storage of a message with the storage location and message identity so that the MGC may later manage the stored messages.

Further information regarding stored messages can be retrieved via the Stored Message Information Package (see section 14).

6.4
Playing messages

Once a connection is established the MGC may request via the “Play Message Package” that a message stored on the MG (or provided by the MGC) is played to that particular user (Termination/Stream). See section 10 for more details.

6.5
Deleting messages

A MGC may request the MG to delete previously stored messages. See section 12 for more details.
6.6
Connection Removal

When the MGC requires the removal of a MSRP Connection it should remove the associated StreamID from the applicable Termination. As per section 5.4/[IETF-RFC4975] the MGC should ensure that call level sessions related to MSRP Connection are terminated before removing the connection.

7
Message Conferencing

H.248.1 allows conferencing as part of its core functionality. H.248.19 describes audio and video conferencing configurations. MSRP conferencing follows the same principles except that the messages are not mixed instead they are relayed between Terminations where the Messaging Stream is set. The use of a separate Messaging Stream allows the MG to support different types of media per Termination.

Identity management and privacy information is typically negotiated via session based signaling. Thus the MGC is responsible for relaying this MSRP received information between participants. 

The MGC/MG may itself act as a conference participant and thus it has the capability to generate messages to the other participants in the conference connection. 

8
MSRP Statistics Package

Package Name:

MSRP Statistics Package
PackageID:


msrpstat, (0x00??)
Description:


This Package allows the MGC to set certain messaging statistics on the MG per termination or messaging stream. It also allows the MGC to determine the cumulative messaging statistics for a particular messaging stream/termination and also message specific information. 
Version:



1
Extends:



None.
8.1
Properties

None.

8.2
Events
8.2.1 Messaging Quota
Event Name: 


Messaging Quota 
EventID: 



mquota, (0x0001)
Description: 


This event allows the MGC to send quotas for message sending and reception on a MG. It allows the MG to report when the quota has been reached. The MGC may set multiple instances of this event if different sending and reception quotas are subject to different time constraints.
8.2.1.1
EventsDescriptor parameters

8.2.1.1.1
Number of Messages Sent Quota
Parameter Name: 
Number of Messages Sent Quota
ParameterID: 

msq, binary ID (0x0001)
Description: 


This parameter defines the maximum number of messages that may be sent from the Termination for the messaging Stream.
Type: 




Integer
Optional: 



Yes
Possible values: 

0 – 65535 (0 indicates no limit)
Default: 



0

8.2.1.1.2
Number of Messages Received Quota
Parameter Name: 
Number of Messages Received Quota
ParameterID: 

mrq, binary ID (0x0002)
Description: 


This parameter defines the maximum number of messages that may be received on the Termination for the messaging Stream.
Type: 




Integer
Optional: 



Yes
Possible values: 

0 – 65535 (0 indicates no limit)
Default: 



0
8.2.1.1.3
Messages Sent Volume Quota
Parameter Name: 
Messages Sent Volume Quota
ParameterID: 

msv, binary ID (0x0003)
Description: 


This parameter defines the maximum cumulative total size of messages that may be sent by the Termination for the messaging Stream.
Type: 




Integer
Optional: 



Yes
Possible values: 

0 and upwards (in Octets) “0” indicates no quota.
Default: 



0
8.2.1.1.4
Messages Received Volume Quota
Parameter Name: 
Messages Received Volume Quota
ParameterID: 

mrv, binary ID (0x0004)
Description: 


This parameter defines the maximum cumulative total size of messages that may be received on the Termination for the messaging Stream.
Type: 




Integer
Optional: 



Yes
Possible values: 

0 and upwards (in Octets) “0” indicates no quota.
Default: 



0

8.2.1.1.5
Time Quota
Parameter Name: 
Time Quota
ParameterID: 

tm, binary ID (0x0005)
Description: 


This parameter defines how long for the quotas associated with the event are active for. On expiry of the time the event is reported.
Type: 




Integer
Optional: 



Yes
Possible values: 

0 and upwards (in seconds) “0” indicates no quota.
Default: 



0

8.2.1.1.6
Statistics Reported
Parameter Name: 
Statistics Reported
ParameterID: 

statrep, (0x0006)
Description: 


This parameter defines which statistics are reported with the observed event.
Type: 



Sub-list of Enumeration
Optional: 



Yes
Possible values: 



none (0x0000) 

No Statistics Reported

nms (0x0001) 

Number of Messages Sent

nmr (0x0002)

Number of Messages Received

vms (0x0003)

Volume of Messages Sent

vmr (0x0004)

Volume of Messages Received
Default: 



(nms, nmr, vms, vmr) “All Statistics”

8.2.1.2
ObservedEventsDescriptor parameters

8.2.1.2.1
Quota Reached
Parameter Name: 
Quota Reached
ParameterID: 

qreach, (0x0001)
Description: 


This parameter indicates which quota has triggered the reporting of the event.
Type: 




Enumeration
Optional: 



No
Possible values: 

msq 
(0x0001)
Number of Messages Sent Quota

mrq
 (0x0002)
Number of Messages Received Quota

msv 
(0x0003)
Messages Sent Volume Quota

mrv 
(0x0004)
Messages Received Volume Quota

tm
(0x0005)
Time Quota

Default: 



None.

8.2.1.2.2
Number of Messages Sent
Parameter Name: 
Number of Messages Sent
ParameterID: 

nms, (0x0002)
Description: 


This parameter indicates the number of messages successfully sent by a messaging stream.
Type: 




Integer
Optional: 



Yes
Possible values: 

0 and up

Default: 



None.

8.2.1.2.3
Number of Messages Received
Parameter Name: 
Number of Messages Received
ParameterID: 

nmr, (0x0003)
Description: 


This parameter indicates the number of messages successfully received by a messaging stream.
Type: 




Integer
Optional: 



Yes
Possible values: 

0 and up

Default: 



None.

8.2.1.2.4
Volume of Messages Sent
Parameter Name: 
Volume of Messages Sent
ParameterID: 

vms, (0x0004)
Description: 


This parameter indicates the current cumulative total size (in octets) of all messages successfully sent by the messaging stream.
Type: 




Integer
Optional: 



Yes
Possible values: 

0 and up

Default: 



None.

8.2.1.2.5
Volume of Messages Received
Parameter Name: 
Volume of Messages Received
ParameterID: 

vmr, (0x0005)
Description: 


This parameter indicates the current cumulative total size (in octets) of all messages successfully received by the messaging stream.
Type: 




Integer
Optional: 



Yes
Possible values: 

0 and up

Default: 



None.

8.2.2 Individual Message Information Event
Event Name: 


Individual Message Information 
EventID: 



imi, (0x0002)
Description: 

This event allows the MGC to request detailed information regarding the messages that a particular user sends. 

Note: This event may result in a large number of notifications where a large number of messages are sent however for some services/charging detailed information is required.
8.2.2.1
EventsDescriptor parameters

8.2.2.1.1
Information Requested
Parameter Name: 
Information Requested
ParameterID: 

infreq, binary ID (0x0001)
Description: 

This parameter allows the MGC to request the information that is reported when a message is received. 
Type: 




Sub-list of Enumeration
Optional: 



Yes
Possible values: 

“fr”

(0x0001) 

From







“to”

(0x0002)

To







“cc”

(0x0003)

Courtesy Copy







“dt”

(0x0004)

Date and Time






“sb”

(0x0004)

Subject







“sz”

(0x0005)

Size

Default: 



None. If no value is provided all the information is reported.

8.2.2.2
ObservedEventsDescriptor parameters

8.2.2.2.1
Message Identity
Parameter Name: 
Message Identity
ParameterID: 

mi, (0x0001)
Description: 


This parameter indicates the MSRP message identity of the received message.
Type: 




String
Optional: 



No
Possible values: 

The string is of type “ident” defined by the following ABNF:

ident = ALPHANUM  3*31ident-char
ident-char = ALPHANUM / "." / "-" / "+" / "%" / "="







See section 9/[IETF RFC4975].
Default: 



None.

8.2.2.2.2
“From” Information
Parameter Name: 
“From” Information
ParameterID: 

fr, (0x0002)
Description: 


This parameter indicates the sender or originator of a message.
Type: 




String
Optional: 



Yes
Possible values: 

String of type “From-header”. Syntax according to the following ABNF:

From = [ Formal-name ] "<" URI ">"
See section 4.1/[IETF RFC3862] for more information.

Default: 



None.

8.2.2.2.3
“To” Information
Parameter Name: 
“To” Information
ParameterID: 

to, (0x0003)
Description: 


This parameter specifies an intended recipient of a message.
Type: 




Sub-list of String
Optional: 



Yes
Possible values: 

Each instance of String of type “To-header”. Syntax according to the following ABNF:

To-header = [ Formal-name ] "<" URI ">"
See section 4.2/[IETF RFC3862] for more information.

Default: 



None.
8.2.2.2.4
“CC” Information
Parameter Name: 
“CC” Information
ParameterID: 

cc, (0x0004)
Description: 


This parameter specifies a non-primary recipient for a message.
Type: 




Sub-list of String
Optional: 



Yes
Possible values: 

Each instance of String of type “Cc-header”. Syntax according to the following ABNF:

      



Cc-header   = [ Formal-name ] "<" URI ">"

See section 4.3/[IETF RFC3862] for more information.

Default: 



None.
8.2.2.2.5
“DateTime” Information
Parameter Name: 
“DateTime” Information
ParameterID: 

dt, (0x0005)
Description: 


This parameter specifies the date and time a message was sent.
Type: 




String
Optional: 



Yes
Possible values: 
String of type “DateTime-header”. Syntax according to the following ABNF:

DateTime-header = date-time







The syntax of ‘date-time’ is defined in [IETF RFC3339].
See section 4.4/[IETF RFC3862] for more information.

Default: 



None.
8.2.2.2.6
“Subject” Information
Parameter Name: 
“Subject” Information
ParameterID: 

sb, (0x0006)
Description: 


This parameter contains a description of the topic of the message.
Type: 




Sub-list of String
Optional: 



Yes
Possible values: 

Each instance of String of type “Subject-header”. Syntax according to the following ABNF:

      



Subject-header = [ ";" Lang-param ] SP *HEADERCHAR

See section 4.5/[IETF RFC3862] for more information.

Default: 



None.
8.2.2.2.7
“Size” Information
Parameter Name: 
“Size” Information
ParameterID: 

sz, (0x0007)
Description: 


This parameter contains the total size of the message in bytes.
Type: 




String
Optional: 



Yes
Possible values: 

Each instance of String of type “total”. Syntax according to the following ABNF:

total       = 1*DIGIT 

For more information see the “byte-range” header in [IETF RFC4975].

Default: 



None.
8.3
Signals

None.
8.4
Statistics

8.4.1
Number of Messages Sent
Statistic Name: 

Number of Messages Sent
Statistic ID: 


nms, (0x0001)
Description: 


This Statistics counts the number of messages successfully sent by a messaging stream.
Type: 




Integer
Possible values: 

0 and up.
Level: 



Stream or Termination.

8.4.2
Number of Messages Received
Statistic Name: 

Number of Messages Received
Statistic ID: 


nmr, (0x0002)
Description: 


This Statistics counts the number of messages successfully received by a messaging stream.
Type: 




Integer
Possible values: 

0 and up.
Level: 



Stream or Termination.
8.4.3
Volume of Messages Sent
Statistic Name: 

Volume of Messages Sent
Statistic ID: 


vms, (0x0003)
Description: 


This Statistics contains the current cumulative total size (in octets) of all messages successfully sent by the messaging stream.
Type: 




Integer
Possible values: 

0 and up.
Level: 



Stream or Termination.

8.4.4
Volume of Messages Received
Statistic Name: 

Volume of Messages Received
Statistic ID: 


vmr, (0x0004)
Description: 


This Statistics contains the current cumulative total size (in octets) of all messages successfully received by the messaging stream.
Type: 




Integer
Possible values: 

0 and up.
Level: 



Stream or Termination.

8.5
Error Codes

None.
8.6
Procedures

8.6.1 Quotas 

Where the MGC requires that quotas are set for messaging sending and reception it shall set the “Messaging Quota” (msrpstat/mquota) Event with the applicable quotas. The MGC must set at least one of the quotas. The MGC may set multiple events where different metrics apply to different quotas.

If the event is set at a Termination level then the quota applies to all messaging streams and represents a cumulative value for all the messaging streams. Events may also be set at a stream level which allows different messages streams to have different quotas. 

If the “Time Quota” (tm) parameter is set with another quota/s then time based reporting will apply to those quotas. The MG shall Notify the event when the time period has elapsed even if the other quotas have been reached. The time triggered report shall only contain the quota reached reason “Time Quota”.

If the “Number of Messages Sent Quota” (msq), “Number of Messages Received Quota” (mrq), “Messages Sent Volume Quota” (msv) or “Messages Received Volume Quota” (mrv) quotas have been reached then a Notify will be triggered containing the quota reached reason related to the quota that has been reached.

Note: In this Package volume (size) relates to the MSRP application layer not the underlying protocol layers (i.e. TCP/IP). An MG sending or receiving a complete message may cause it to exceed a volume quota. It is a matter of MG policy whether this full message is accepted or only partially accepted.

Once a quota has been reached the MG shall not send any messages or relay any received messages related to the user (Termination/Stream). However the MG may still perform message related signalling i.e. generating MSRP error replies etc.

8.6.2 Cumulative Statistics

In order for the MG to record statistics related to Messaging Stream it should set the “Number of Messages Sent” (nms), “Number of Messages Received” (nmr), “Volume of Messages Sent” (vms) or “Volume of Messages Received” (vmr) Statistics. If these are set at a Termination level then the statistics represent a cumulative total for all messaging streams on a termination. Where multiple messaging Streams are used on a Termination, the Statistics may be set on each Stream in order to record individual statistics.

Note: The ability to set Statistics on a Stream level was introduced in H.248.1 version 3. 

Any further action by the MGC is service dependent. An indication may be sent to the user indicating that their quota has been reached (i.e. via [ITU-T H.248.9]) or the messaging stream may be removed. 

Where an MGC requires notification of the above Statistics without applying quotas then it shall use the Events and procedures defined in [ITU-T H.248.47]. These allow the MGC to set value or time based metrics for reporting. When these metrics are reporting the MG shall not stop the sending or reception of messages.

8.6.3  Individual Message Statistics

Where the MGC wishes to receive real time information regarding messages sent by a certain user (received at the MG) it should set the “Individual Message Information” (msrpstat/imi) Event indicating what information it requires in the “Information Requested” (infreq) parameter. The msrpstat/imi shall be set on the Termination/Stream representing the message sender. If this parameter is omitted all information defined in the Package will be returned. 

Once the event is set the MG shall generate a Notification with the requested information for each message received (from external to the MG) by the Termination/Stream If the received message does not contain the requested information it shall be omitted from the notification to the MGC. 
9
MSRP Connection Status Package

Package Name:

MSRP Connection Status Package
PackageID:


msrpcs, (0x00??)
Description:


This Package allows the MGC to determine the status of the MSRP Connection related to a particular Messaging Stream.
Version:



1
Extends:



None.
9.1
Properties

None.
9.2
Events

9.2.1
MSRP Connection Failure
Event Name: 


MSRP Connection Failure
EventID: 



fail, (0x0001)
Description: 


This Event indicates that the MG considers that the MSRP Connection has failed.
9.2.1.1
EventsDescriptor parameters

None.
9.2.1.2
ObservedEventsDescriptor parameters

None.


9.3
Signals

9.3.1
Establish MSRP Connection
Signal Name: 


Connect
SignalID: 



conn, (0x0001)
Description: 


This signal indicates that the MG is responsible for initiating an MSRP connection to its peer (indicated by the SDP in the associated Stream).
Signal Type: 


Brief
Duration: 


Not Application.
9.3.1.1
Additional parameters

None.
9.4
Statistics

None.
9.5
Error Codes

None.
9.6
Procedures

Section 8.5/[IETF 4975] indicates that “the party that sent the original offer is responsible for connecting to its peer”. As this relates to call/session level signalling the MGC has the knowledge of this and in order for the MG to establish the MSRP Connection it must be provided with this information. When the MGC requires the establishment of a MSRP Connection it shall propagate the necessary SDP information (See section 6) in the Local and Remote Descriptors. It shall then issue the “Establish MSRP Connection” (msrpcs/conn) Signal.

When the MGC wishes to determine when and if the MSRP Connection has failed it shall set the “MSRP Connection Failure” (msrpcs/fail) Event on the Stream associated with the messaging stream. When the MG detects a failure of the Messaging Stream it shall Notify the MGC via the “MSRP Connection Failure” (fail) event. The MG shall include the StreamID in the response in order to uniquely identify the Messaging Stream.

10
Play Message Package

Package Name:

Play Message
PackageID:


mess, (0x00??)
Description:


This package allows the MGC to request the MG to send a particular message on a Termination/Stream.
Version:



1
Extends:



None.
10.1
Properties

None.
10.2
Events

10.2.1
Message Sending Response Status 
Event Name: 


Message Sending Response Status
EventID: 



msrs, (0x00??)
Description: 


This event allows the MG to report the response status when the MGC has requested that a message is sent via the “Send Message” Signal. It is only reported if the MGC had indicated that success and failures should be reported to it.
10.2.1.1
EventsDescriptor parameters

None.
10.2.1.2
ObservedEventsDescriptor parameters

10.2.1.2.1
Message Identity
Parameter Name: 
Message Identity
ParameterID: 

mi, (0x0001)
Description: 


This parameter allows the MGC to correlate the received message status with its original message sending request.
Type: 




String
Optional: 



No
Possible values: 

The string is of type “ident” defined by the following ABNF:

ident = ALPHANUM  3*31ident-char
ident-char = ALPHANUM / "." / "-" / "+" / "%" / "="







See section 9/[IETF RFC4975].
Default: 



None.

10.2.1.2.2
Status Code
Parameter Name: 
Status Code
ParameterID: 

sc, (0x0002)
Description: 

This parameter indicates the status code associated with the response to sending a message via the “Send Message” signal.
Type: 




String
Optional: 



No
Possible values: 

The string is of type “Status” defined by the following ABNF:

   




Status = namespace SP status-code [SP comment]

   




namespace = 3(DIGIT); 

status-code = 3DIGIT ;

See section 9/[IETF RFC4975] for further ABNF definitions.

See section 10 for a list of possible codes.
Default: 



None.
10.3
Signals

10.3.1
Send Message
Signal Name: 


Send Message
SignalID: 



sm, (0x0001)
Description: 


This signal allows the MGC to request the MG to send a message from a particular Termination/Stream.
Signal Type: 


Brief
Duration: 


Not Applicable
10.3.1.1
Additional parameters

10.3.1.1.1
Message Identity
Parameter Name: 
Message Identity
ParameterID: 

mi, (0x0001)
Description: 


This parameter allows the MGC to correlate the sent message with any requested failure or success reports.
Type: 




String
Optional: 



No
Possible values: 

The string is of type “ident” defined by the following ABNF:

ident = ALPHANUM  3*31ident-char
ident-char = ALPHANUM / "." / "-" / "+" / "%" / "="







See section 9/[IETF RFC4975].







This parameter may also be wildcarded CHOOSE in order for the MG to supply the Message Identity when the MGC is unaware of the Identity. The MGC may also wildcard ALL if it requests all messages associated with a URI are to be plated.
Default: 



None.


10.3.1.1.2
Message Contents by reference
Parameter Name: 
Message Contents by reference
ParameterID: 

mcr, (0x0002)
Description: 


This parameter allows the MGC to provide the MG with an URI which points to the message data that shall be sent.
Type: 




String 
Optional: 



No
Possible values: 

As per [IETF RFC3986]. 

Default: 



None.

10.3.1.1.3
Failure Report
Parameter Name: 
Failure Report
ParameterID: 

fr, (0x0003)
Description: 


This parameter allows the MGC to indicate the failure reporting mode that the MG shall use when sending the message. In order for the MGC to receive the error response from the MG it shall set the “Message Sending Response Status” (mess/msrs) Event.
Type: 




Enumeration
Optional: 



Yes
Possible values: 

“yes”,   
 (0x0001)
Request Failure Report

“no”,

 (0x0002)
No Failure Report Request

“partial”, 
 (0x0003) 
Request partial failure reporting
Default: 



yes

10.3.1.1.4
Success Report
Parameter Name: 
Success Report
ParameterID: 

sr, (0x0004)
Description: 


This parameter allows the MGC to indicate the success reporting mode that the MG shall use when sending the message. In order for the MGC to receive the status response from the MG it shall set the “Message Sending Response Status” (mess/msrs) Event.
Type: 




Enumeration
Optional: 



Yes
Possible values: 

“yes”,   
 (0x0001)
Request Success Status Report

“no”,

 (0x0002)
No Status Report Request
Default: 


no
10.4
Statistics

None.
10.5
Error Codes

None.
10.6
Procedures

In a particular service scenario the MGC may request the MG to send Messages to particular end users. This is similar to the ability to send Audio, Video and Multimedia announcements to users as defined in H.248.9 and H.248.7. The Packages in these Recommendations allow a MGC to use a Signal to point data to be sent to the user in the format described in the Local and Remote descriptors. 

Likewise this Package defines the “Send Message” (mess/sm) Signal that allows the MGC to request the MG to send a Message to a user. Where there are multiple streams on a Termination the MGC should identify the StreamID of the Messaging Stream where the Signal is to be sent. Furthermore the MGC shall ensure that the Messaging Stream has been defined (Section 6.2) before requesting that the signal has been sent. If the MGC tries to send the mess/sm signal before the messaging stream is established error code 514 “Media Gateway cannot send the specified Announcement”.
The MGC must set the “Message Contents by reference” (mcr) to identify the contents of the message to be sent.
The MGC must either request or provide a value for the “Message Identity” in order to correlate the Signal with a particular message.

The MGC may request Status or Error Reporting through the use of the “Status Report” (sr) and “Failure Report” (fr) parameters respectively. If received, the MG shall use these values in any messaging signalling it sends related to the mess/sm signal.

On receipt of the mess/sm Signal the MG shall send the message using the protocol as described by the Local and Remote descriptors in the applicable Messaging Stream. The MG is responsible for providing and maintaining any protocol specific data. E.g. transaction-ids and message length information.

If the MGC requires notification of a success or failure report associated with the sent message then it shall set the “Message Sending Response Status” (mess/msrs) Event on the applicable Stream or Termination. The MG shall trigger this event based on the success and failure reporting requested by a particular Signal/Message Identity. If triggered the MG shall send a Notify command to the MG containing the Message Identity and Status.  

11
Delete Stored Message Package

Package Name:

Delete Stored Message Package
PackageID:


delmess, (0x00??)
Description:


This package allows the MGC to request the MG to delete previously stored messages. The signal is applied to the Root termination.
Version:



1
Extends:



None.
11.1
Properties

None.
11.2
Events

None.
11.3
Signals

11.3.1
Delete Message
Signal Name: 


Delete Message
SignalID: 



dm, (0x0001)
Description: 


This signal allows the MGC to request the MG to delete a message/s associated with a particular URI.
Signal Type: 


Brief
Duration: 


Not Applicable
11.3.1.1
Additional parameters

11.3.1.1.1
Storage Location
Parameter Name: 
Storage Location
ParameterID: 

sl, (0x0001)
Description: 


This parameter allows the MGC to provide to (or request from) the MG a URI where the messages are to be stored.
Type: 




String 
Optional: 



No
Possible values: 

As per [IETF RFC3986]. 

Default: 



None.

11.3.1.1.2
Message Identity
Parameter Name: 
Message Identity
ParameterID: 

mi, (0x0002)
Description: 


This parameter allows the MGC to request that a MG deletes particular messages associated with the URI. 
Type: 




Sub-list of String
Optional: 



Yes
Possible values: 

Each string instance of the sub-list is of type “ident” defined by the following ABNF:

ident = ALPHANUM  3*31ident-char
ident-char = ALPHANUM / "." / "-" / "+" / "%" / "="







See section 9/[IETF RFC4975].

Note: Whilst the MSRP message identity encoding is used, a message identity other than the MSRP message identity may be used.







If no value is provided all messages associated with the URI are deleted.
Default: 



None.

11.4
Statistics

None.
11.5
Error Codes

None.
{Editor’s note: Error code could be added to identify if the message is not found.}
11.6
Procedures

The MGC may request the MG to delete a message associated with a particular URI or the entire URI through the use of the “Delete Messages” (delmess/dm) Signal on the Root Termination. The usage of the Signal on the Root Termination allows the deletion of messages outside of a MSRP session. The MGC must provide the URI of the messages to be deleted.

12
Messaging Session Information Package

Package Name:

Message Session Information Package
PackageID:


msi, (0x00??)
Description:


This package allows the MGC to indicate additional attributes to describe the messaging session to those defined in [IETF RFC4975]. The MG shall ensure that messages sent/received also comply with these attributes.
Version:



1
Extends:



None.
12.1
Properties


12.1.1
Subject
Property Name:

Message Subject
PropertyID: 


sb, (0x0001)

Description: 


This property contains a description of the topic of the message.
Type: 




Sub-list of String
Possible values:

Each instance of String of type “Subject-header”. Syntax according to the following ABNF:

      



Subject-header = [ ";" Lang-param ] SP *HEADERCHAR

See section 4.5/[IETF RFC3862] for more information.

Default: 



None.
Defined in: 


LocalControl
Characteristics: 

Read/Write

12.1.2
Message Class
Property Name:

Message Class
PropertyID: 


class, (0x0002)

Description: 


This property indicates the messages class. E.g. Advertisement/private
Type: 




Sub-list of String
Possible values:

{Editor’s note: The 3GPP requirement lists this filter however a search of the IANA registration for Message Headers (http://www.iana.org/assignments/message-headers/prov-headers.html and http://www.iana.org/assignments/message-headers/perm-headers.html) has not provided information related to this.}
Default: 



None.
Defined in: 


LocalControl
Characteristics: 

Read/Write
12.1.3
Priority
Property Name:

Message Priority
PropertyID: 


pri, (0x0003)

Description: 


This property indicates the messages priority. 
Type: 




String
Possible values:

“normal”, “non-urgent”, “urgent”







See section 2.1.54/[IETF RFC4021].

Default: 



None.
Defined in: 


LocalControl
Characteristics: 

Read/Write
12.2
Events

None.
12.3
Signals

None.

12.4
Statistics

None.
12.5
Error Codes

None.
12.6
Procedures

This Package allows a MGC to provide further information to the MG on the characteristics of a particular messaging stream. If the MGC sets the properties in this package on a particular messaging stream then the MG shall ensure that MSRP messages sent and received by the Termination/Stream comply with these characteristics. If MSRP messages/signalling does not comply with the properties then the messaging server shall generate an appropriate error code.

13
Messaging Filtering Package

Package Name:

Message Filtering Package
PackageID:


mf, (0x00??)
Description:


This package allows the MGC to indicate to the MG message filtering rules and the behaviour to apply to the messages based on matching the filtering rule. The filter rules and behaviour are based on “Sieve” as defined by [IETF RFC5228] which allows complex filtering rules for email to be specified. As email and messaging have similar headers this language is applied in H.248.


Version:



1
Extends:



None.
13.1
Properties

13.1.1
Incoming Message Filters Syntax
Property Name:

Incoming Message Filters
PropertyID: 


imf, (0x0001)

Description: 


This property contains a Sieve script that is applied to incoming messages from a user perspective. i.e messages received by a Termination from other Terminations in the Context.
Type: 




String
Possible values:

As per the Sieve Grammar (section 8.2/[IETF RFC5228]). See 13.6 for more information. 
Default: 



All messages are implicitly kept.
Defined in: 


LocalControl


Characteristics: 

Read/Write

13.1.2
Incoming Message Filters by Reference
Property Name:

Incoming Message Filters by Reference
PropertyID: 


imfr, (0x0002)

Description: 


This property allows the MGC to indicate which Sieve script should be used for Incoming message filtering by referring to a URI pointing to a sieve script file (e.g. a file with .siv or .sieve file extension).
Type: 




String
Possible values:

The string is of type “SIEVE-URI” defined by the following ABNF:

   


 sieveurl-script = "sieve://" [ authority ] 






       "/" scriptname







See section 3 /[IETF RFCMANSV] for more details.

Default: 



All messages are implicitly kept.
Defined in: 


LocalControl
Characteristics: 

Read/Write

13.1.3
Outgoing Message Filters Syntax
Property Name:

Outgoing Message Filters
PropertyID: 


omf, (0x0003)

Description: 


This property contains a Sieve script that is applied to outgoing messages from a user perspective. i.e messages received by a Termination from the user. 
Type: 




String
Possible values:

As per the Sieve Grammar (section 8.2/[IETF RFC5228]). See 13.6 for more information. 
Default: 



All messages are implicitly kept.
Defined in: 


LocalControl

Characteristics: 

Read/Write

13.1.4
Outgoing Message Filters by Reference
Property Name:

Outgoing Message Filters by Reference
PropertyID: 


omfr, (0x0002)

Description: 


This property allows the MGC to indicate which Sieve script should be used for Outoging Message filtering by referring to a URI pointing to a sieve script file (e.g. a file with .siv or .sieve file extension).
Type: 




String
Possible values:

The string is of type “SIEVE-URI” defined by the following ABNF:

   


 sieveurl-script = "sieve://" [ authority ] 






       "/" scriptname







See section 3 /[IETF RFCMANSV] for more details.

Default: 



All messages are implicitly kept.
Defined in: 


LocalControl
Characteristics: 

Read/Write

13.2
Events

{Editor’s note: the possibility of an event for redirection is FFS}

13.2.1 Filed Message
Event Name: 


Filed Message 
EventID: 



fm, (0x0001)
Description: 


This event enables the MGC to be notified when the MG has filed a message as a result of filtering. This allows the MGC to determine if the user needs to be notified of this event.

13.2.1.1
EventsDescriptor parameters

None.

13.2.1.2
ObservedEventsDescriptor parameters

13.2.1.2.1
Storage Location
Parameter Name: 
Storage Location
ParameterID: 

sl, (0x0001)
Description: 


This parameter allows the MG to indicate to the MGC where the messages are stored.
Type: 




String 
Optional: 



No
Possible values: 

As per [IETF RFC3986]. 

Default: 



None.

13.2.1.2.2
Message Identity
Parameter Name: 
Message Identity
ParameterID: 

mi, (0x0002)
Description: 


This parameter allows the MGC to request that a MG stores particular messages associated with the URI. 
Type: 




Sub-list of String
Optional: 



No
Possible values: 

Each string instance of the sub-list is of type “ident” defined by the following ABNF:

ident = ALPHANUM  3*31ident-char
ident-char = ALPHANUM / "." / "-" / "+" / "%" / "="







See section 9/[IETF RFC4975].

Note: Whilst the MSRP message identity encoding is used, a message identity other than the MSRP message identity may be used.







If no value is provided all messages are stored.
Default: 



None.


13.2.2 Filtering Runtime Error Event
Event Name: 


Filtering Runtime Error 
EventID: 



fre, (0x0002)
Description: 


This event allows the MG to send a notification to the MGC indicating that an error has occurred during the execution of a filtering script against a particular message.


13.2.2.1
EventsDescriptor parameters

None.

13.2.2.2
ObservedEventsDescriptor parameters

13.2.2.2.1
Message Identity
Parameter Name: 
Message Identity
ParameterID: 

mi, (0x0001)
Description: 


This parameter indicates the MSRP message identity of the message the filtering script that generated an error was applied to.
Type: 




String
Optional: 



Yes
Possible values: 

The string is of type “ident” defined by the following ABNF:

ident = ALPHANUM  3*31ident-char
ident-char = ALPHANUM / "." / "-" / "+" / "%" / "="







See section 9/[IETF RFC4975].

Note: Whilst the MSRP message identity encoding is used, a message identity other than the MSRP message identity may be used.
Default: 



None.

13.2.2.2.2
Error Cause
Parameter Name: 
Error Cause 
ParameterID: 

cause, (0x0002)
Description: 


This parameter provides information on the cause of the error 
Type: 




Integer
Optional: 



No
Possible values: 

0
Unknown Cause

1
Invalid Combination of Actions

2
Unable to file message (disk full)

3
Unable to file message (invalid mailbox)
4
Unable to redirect message

5
Loop detected in script
Default: 



0.
13.3
Signals

None.

13.4
Statistics

None.
13.5
Error Codes

13.5.1
Sieve Script Syntax Error

Error Code #: 
700

Name: 



Sieve Script Syntax Error

Definition: 


The MG has detected a syntax error in the provided Sieve script. Therefore the provided script is ignored

Error Text in the Error Descriptor: None.

Comment: 


None.

13.5.2
Unsupported Sieve Require Error

Error Code #: 
701

Name: 



Unsupported Sieve Require Error

Definition: 


The MG does not support a particular “require” in the requested Sieve script. The provided script is ignored.

Error Text in the Error Descriptor: A copy of the line containing the unsupported “require” may be included.

Comment: 


None.

13.5.3
Sieve Actions Exceeded Error

Error Code #: 
702

Name: 



Seive Actions Exceeded Error

Definition: 


The MG does not support the number of Sieve actions required in the requested Sieve script. The provided script is ignored.

Error Text in the Error Descriptor: An integer value of the maximum number of Sieve actions.

Comment: 


None.

13.6
Procedures
13.6.1 Filtering Script Compatibility with Sieve

The encoding, processing and actions of H.248 filtering scripts follows Sieve [IETF RFC5228] with the following exceptions:

1. The use of double quote (“) character is not permitted within a H.248 Property String. However double quotes are used in the Seive language and may be contained in Sieve strings. Therefore where quoted string is used within the a Sieve script it shall be represented using %x22. When a double quote used within a Sieve String the backslash “\” proceeds the %x22 encoding.

For example the Sieve test ‘header :contains [“To”]’ would be encoded in a H.248 property as “header :contains [%x22To%x22]”.  

2. Sieve (section 2.4.2.2/[IETF RFC5228]) allows the specification of header fields according to section 3.6/[IETF RFC2822]. The use of this Package allows the specification of header fields according to the MSRP [IETF RFC4975] and CPIM [IETF RFC3860].

A subset of header fields may be specified in an applicable H.248 Profile.

3. The a single sieve script shall apply to either the incoming or outgoing messages. Separate scripts are used. See section 2.4.2.3/[IETF RFC5228] for related information.

4. Sieve scripts allow different types of action commands (section 2.9/[IETF RFC5228]). Implementation shall support the “keep” action however the support of the “discard”, “redirect” and “fileinto” actions is optional.

5. The “Fileinto” action is used to store a message. The <mailbox: string> format (see 4.1[IETF RFC5228] shall comply with the URI format.

6. The “Keep” action results in the message being sent to the User, it does not imply local storage on the MG.

13.6.2 Encoding of Sieve scripts

Sieve scripts are encoded using the “Quoted String Form”.

13.6.3 H.248 Usage of Filtering Scripts

Based on a User Profile or MGC Policy the MGC may set a message level filtering script at an individual Termination/Stream level. The result of such a script may result in the following actions:

· A message is delivered to the User represent by the Termination (i.e. Action keep)

· A message is discarded (i.e. Action discard)

· A message is redirected to another address (i.e. Action redirect)

· A message is stored (i.e. Action fileinto)

Note: Due to the complexity of the interaction between messaging scripts at an individual Termination and Root Termination level, the use of message filters at the MG wide level (i.e. on the Root Termination) is for further study.   

For filtering incoming messages the MGC shall use either the “Incoming Message Filters” (mf/imf) property or the “Incoming Message Filters by Reference” (mf/imfr) property containing a filtering script. If the MGC sets both these properties the MG shall respond with error 473 “Conflicting Property Values”. The filtering script shall comply with section 13.6.1.

For filtering outgoing messages the MGC shall use either the “Outgoing Message Filters” (mf/omf) property or the “Outgoing Message Filters by Reference” (mf/omfr) property containing a filtering script. If the MGC sets both these properties the MG shall respond with error 473 “Conflicting Property Values”. The filtering script shall comply with section 13.6.1.

On reception of the script the MG should parse the script to determine if there are any errors. If an error is detected one of the errors in section 13.5 shall be returned.

Once the filtering script is accepted it shall be applied to each message received on the applicable Termination/Stream.

If the MGC requires information regarding the storage (filing) of messages it shall set the “Filed Message” (mf/fm) Event. This allows the MGC to determine the message identity of the stored message along with the storage location. The MGC may then use this information to provide further services to a user.
The MGC should also set the “Filter Runtime Error” (mf/fre) Event on the applicable Stream in order to determine if there are any errors when running the filter against an incoming message.

13.6.4 H.248 Filtering Script Example

The script below shows an example filter that checks the Sender of the message and provides different actions based on the sender. The example shows a filter than saves messages from friend@friendlycomain.com to a MSRP URI and forwards all work related messages to the user.

mf/fre{“require [%x22fileinto%x22];


if header is %x22Sender%x22 %x22friend@friendlydomain.com%x22


{



fileinto %x22msrp://mydomain.com:8493/sessid123;tcp%x22



}


elseif address :DOMAIN :is [%x22From%x22, %x22To%x22] %x22mycompany.com%x22



{




keep;



}

14
Stored Message Information Package

Package Name:

Stored Message Information Package
PackageID:


sminf, (0x00??)
Description:


This package allows the MGC to request information regarding stored messages.
Version:



1
Extends:



None.
14.1
Properties

None.
14.2
Events

None.
14.3
Signals

14.3.1
Message Information
Signal Name: 


Message Information
SignalID: 



mi, (0x0001)
Description: 


This signal allows the MGC to request information on a previously stored message on the MG.
Signal Type: 


Brief
Duration: 


Not Applicable
14.3.1.1
Additional parameters

14.3.1.1.1
Storage Location
Parameter Name: 
Storage Location
ParameterID: 

sl, (0x0001)
Description: 


This parameter allows the MGC to provide to the MG the URI of the stored message.
Type: 




String 
Optional: 



No
Possible values: 

As per [IETF RFC3986]. Default: 



None.

14.3.1.1.2
Message Identity
Parameter Name: 
Message Identity
ParameterID: 

mi, (0x0002)
Description: 


This parameter allows the MGC to request information regarding a sub-set of messages when multiple messages are stored in a URI.
Type: 




Sub-list of String
Optional: 



No
Possible values: 

Each string instance of the sub-list is of type “ident” defined by the following ABNF:

ident = ALPHANUM  3*31ident-char
ident-char = ALPHANUM / "." / "-" / "+" / "%" / "="
Note: Whilst the MSRP message identity encoding is used, a message identity other than the MSRP message identity may be used.






See section 9/[IETF RFC4975].
Default: 



None.

14.3.1.1.3
“From” Information
Parameter Name: 
“From” Information
ParameterID: 

fr, (0x0003)
Description: 


This parameter indicates the sender or originator of a message.
Type: 




String
Optional: 



Yes
Possible values: 

String of type “From-header”. Syntax according to the following ABNF:

From = [ Formal-name ] "<" URI ">"
See section 4.1/[IETF RFC3862] for more information.

Default: 



None.

14.3.1.1.4 “To” Information
Parameter Name: 
“To” Information
ParameterID: 

to, (0x0004)
Description: 


This parameter specifies an intended recipient of a message.
Type: 




Sub-list of String
Optional: 



Yes
Possible values: 

Each instance of String of type “To-header”. Syntax according to the following ABNF:

To-header = [ Formal-name ] "<" URI ">"
See section 4.2/[IETF RFC3862] for more information.

Default: 



None.
14.3.1.1.5
“CC” Information
Parameter Name: 
“CC” Information
ParameterID: 

cc, (0x0005)
Description: 


This parameter specifies a non-primary recipient for a message.
Type: 




Sub-list of String
Optional: 



Yes
Possible values: 

Each instance of String of type “Cc-header”. Syntax according to the following ABNF:

      



Cc-header   = [ Formal-name ] "<" URI ">"

See section 4.3/[IETF RFC3862] for more information.

Default: 



None.
14.3.1.1.6
“DateTime” Information
Parameter Name: 
“DateTime” Information
ParameterID: 

dt, (0x0006)
Description: 


This parameter specifies the date and time a message was sent.
Type: 




String
Optional: 



Yes
Possible values: 
String of type “DateTime-header”. Syntax according to the following ABNF:

DateTime-header = date-time







The syntax of ‘date-time’ is defined in [IETF RFC3339].
See section 4.4/[IETF RFC3862] for more information.

Default: 



None.
14.3.1.1.7
“Subject” Information
Parameter Name: 
“Subject” Information
ParameterID: 

sb, (0x0007)
Description: 


This parameter contains a description of the topic of the message.
Type: 




Sub-list of String
Optional: 



Yes
Possible values: 

Each instance of String of type “Subject-header”. Syntax according to the following ABNF:

      



Subject-header = [ ";" Lang-param ] SP *HEADERCHAR

See section 4.5/[IETF RFC3862] for more information.

Default: 



None.
14.3.1.1.8
“Size” Information
Parameter Name: 
“Size” Information
ParameterID: 

sz, (0x0008)
Description: 


This parameter contains the total size of the message in bytes.
Type: 




String
Optional: 



Yes
Possible values: 

Each instance of String of type “total”. Syntax according to the following ABNF:

total       = 1*DIGIT 

For more information see the “byte-range” header in [IETF RFC4975].

Default: 



None.
14.4
Statistics

None.
14.5
Error Codes

None.
14.6
Procedures

A MGC may require further information regarding the messages stored by a MG. The MGC may learn of the location and the identity of the stored messages through the Filed Message (mf/fm) Event. 

However the MGC may determine further information regarding a storage location via the “Message Information” (sminf/mi) signal.

Multiple messages may be stored in a particular URI. In order for the MGC to determine the identity of messages stored in a particular URI, it may wildcard “CHOOSE” the Message Identity (mi) parameter. The MGC shall not use the “form”, “to”, “cc”, “datetime”, “subject” and “size” parameters in a signal containing the a wildcarded “CHOOSE” Message Identity. Then MG shall then return a list of all the Message Identities in the URI. 

By providing the storage location and message identity in the sminf/mi signal and wildcarding CHOOSE the “form”, “to”, “cc”, “datetime”, “subject” and “size” parameters as appropriate the MG will return detailed information regarding the referred to message.

15
Record Message Package

Package Name:

Record Message Package
PackageID:


recmess, (0x00??)
Description:


This package allows the MGC to request the MG to store messages sent and/or received at a particular Termination/Stream.
Version:



1
Extends:



None.
15.1
Properties

None.
15.2
Events

None.
15.3
Signals

15.3.1
Record Message
Signal Name: 


Record Message
SignalID: 



rm, (0x0001)
Description: 


This signal allows the MGC to request the MG to store message sent and/or received at a particular Termination/Stream.
Signal Type: 


On/Off
Duration: 


Not Applicable
15.3.1.1
Additional parameters

15.3.1.1.1
Storage Location
Parameter Name: 
Storage Location
ParameterID: 

sl, (0x0001)
Description: 


This parameter allows the MGC to provide to (or request from) the MG a URI where the messages are to be stored.
Type: 




String 
Optional: 



No
Possible values: 

As per [IETF RFC3986]. 

Default: 



None.

15.3.1.1.2
Append
Parameter Name: 
Append
ParameterID: 

app, (0x0002)
Description: 


This parameter allows the MGC to indicate to (or request from) the MG whether the messages will be appended to data already existing at a URI or whether the messages will overwrite the data at a URI.
Type: 




Enumeration
Optional: 



Yes
Possible values: 

“ovr”    
0x0001
Overwrite

“app”
 
0x0002 
Append
Default: 



ovr

15.3.1.1.3
Direction
Parameter Name: 
Direction
ParameterID: 

dir, (0x0003)
Description: 


This parameter indicates which messages should be stored by the MG. “External” indicates those messages received on the Termination/Stream external to the MG. “Internal” indicates those messages received on the Termination/Stream from other Terminations in the Context. “Both” indicates messages from both directions.
Type: 




Enumeration
Optional: 



Yes
Possible values: 

“EXT”    
(0x0001)
External

“INT”
 (0x0002) 
Internal

“BOTH”
 (0x0003) 
Both
Default: 



EXT

15.4
Statistics

None.
15.5
Error Codes

None.
15.6
Procedures

The MGC shall ensure that a messaging Stream is established on the MG before requesting message storage. If the MGC requires that the MG store the messages on a particular messaging Stream it shall send the “Record Message” (recmess/rm) Signal to the MG. It shall either provide to or request from the MG the URI of the stored messages. The MGC is responsible for maintaining the list of stored URI per user/subscriber and also the permissions of who may access the stored messages. The MGC may also request that the MG store the messages sent by a user or received by the user through the use of the “Direction” (dir) parameter. 

The MG shall record the messages received by the Termination/Stream whilst the signal is set to “on”. Messages are recorded prior to any message filtering taking place and once stored will be subject to any applicable message filtering (See the Message Filtering Package in section 13). When the signal is removed the MG shall stop recording.  If the MGC wishes to subsequently record messages again and wishes to use the same URI it may indicate whether the messages are appended to the data in the URI or whether the messages overwrite the data in the URI through the use of the “Append” (app) parameter.
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7
Session based messaging requirements

7.1
General requirements

Network operators have different network configuration and commercial requirements. IMS Messaging shall be supported in a manner that meets the operator's IMS requirements. Thus, an identified set of functionalities and formats shall be standardized to ensure interoperability across networks and terminals to support IMS Messaging.

The following general requirements shall be supported.

a) There shall be a mechanism to differentiate session based messages from other messaging types.

Analysis: Not applicable to the H.248 Interface

b) Within the capabilities of networks and terminals, the user shall have a consistent experience regardless of the access network e.g. 3GPP systems, fixed networks, the Internet.

Analysis: Not applicable to the H.248 Interface

c) Session based messaging shall support a minimum set of functionality to ensure interoperability between different terminals and networks.

Analysis: This is implementation dependent. H.248.1 contains mechanism for determining MG capabilities.

d)
Session based messaging shall be able to take into account the capabilities of the terminals participating in the messaging session. Specifically the terminal capabilities that may be taken into account at a minimum include:

1)
Display capabilities (including screen size, number of colours, number of lines of text, etc);

2)
Media content types supported (Audio, Video etc);

3)
Media content formats supported (JPEG, GIF, etc);

4)
Media Storage capacity;

5)
Encryption/Security mechanisms supported

The capabilities of the user's terminal may be reflected in the message filtering and corresponding actions as identified in clause 7.7.

Analysis: This filtering can occur at a sessionand/or messaging levels based on the subscriber profile or MGC policy. Once the MGC has determined the characteristics of the session these may be communicated to the MG as session descriptions and/or message filters.
d) It shall be possible to store in the ISIM a number of sets of configuration information to allow access to IMS Messaging services. One of these sets of configuration information is preset by the issuer of the ISIM. Such preset configuration information set shall only be configurable by issuer of the ISIM. The preset configuration information is selected unless otherwise specified by the user. It shall be possible to retain the configuration information when the UICC is used in different terminals.

Analysis: Not applicable to the H.248 Interface

e) It shall be possible for the subscribers to join to a session e.g. chat room.

Analysis: This may be achieved by adding a H.248 termination/stream to the context representing the chat room.

g)
It shall be possible for the subscribers to leave a session e.g. chat room.

Analysis: This may be achieved by subtracting/deleting a H.248 termination/stream from the context representing the chat room.

h)
It shall be possible to send a message to all the participants of a messaging session without specifying the individual participant's addresses or using a message delivery list.

Analysis: The MGC is responsible for placing all the subscribers of a messaging session in the same context and providing them with the same StreamID for MSRP based messaging. The MSRP server is then responsible for the delivery of the messages.

i)
It shall be possible to invite new participants to the existing messaging session.

1)
The invitations shall be semi permanent i.e. it is not required that invitee will act immediately.

2)
It shall be possible to cancel the invitation by the inviter.

3)
It shall be possible for the inviter to define the validity period of the invitation.

4)
It shall be possible for the invitee to see the originator of the invitation unless the inviter has required hiding his public ID.

5)
It shall be possible for the inviter to define the messaging session to which the invitation is made.

6)
It shall be possible for the invitee to identify the messaging session to which he was invited.

Analysis: Not directly applicable to H.248. The invitation process is a session/call level process.

j)
It shall be possible for the recipient of the message to identify from which messaging session the message came from (for both public and private messages).

k)
It shall be possible for the recipient to identify the sender (unless the sender has required hiding its public ID) of the message in addition to the messaging session from which the message came from.

l)
It shall be possible for the sender to send a private message for a selected recipient.

m)
It shall be possible for the recipient to determine if the message was send as a private message within a messaging session.

Analysis: j) to k) The MSRP server is responsible for maintaining any address information received in the MSRP messaging. The MGC is responsible for determining addressing policy at session establishment time.

n)
It shall be possible for the subscriber to request the message session properties e.g. list of active members.

o)
It shall be possible for the subscriber to automatically receive updates containing the changes in message session properties e.g. change in the list of active members.

Analysis: Not directly applicable to H.248. It is expected that a session level Notification mechanism is employed.

p)
It shall be possible to utilize IMS Group Management 3GPP TS 22.250 [2] as appropriate.

Analysis: FFS.

q)
It shall be possible for a subscriber in an IMS Messaging session to request and to receive an indication of when user is entering a message (“Is typing”). This request may apply to a specific user or users in the same session. Subject to privacy requirements, the corresponding indications will identify the persons who are entering a message. 

Analysis: FFS.
r)
It shall be possible for the network operator providing the IMS Messaging service to choose, wherever possible, the most suitable transport mechanism for carrying messages (e.g. signalling network, dedicated PDP context, other access technologies and so on…)

s)
It shall be possible for the network operator providing the IMS Messaging service to choose, wherever possible, the parameters used (i.e. QoS)

Analysis: H.248 allows various mechanisms for specifying QoS mechanisms associated with bearers.

t)
The operator shall be able to enforce the use of the preferred transport mechanism and parameters both for UE originated and UE terminated messages.

Analysis: The choice of transport mechanism may be decided/enforced at the session level by the MGC. Once the decision has been made then the MGC may set the appropriate local and remote descriptors.
7.2
Message content requirements

Following requirements are specific to content delivered with session based messaging.

a) Content size shall not be limited by technology.

Analysis: H.248 does not limit message size. The SDP max-size attribute may be used to limit message size.
b) It shall be possible to carry different media including text, images, video and audio. Media types shall be MIME encoded.

Analysis: H.248 does not provide a limit. The supported media are implementation dependent.

c) Session based messaging shall provide a minimum set of supported formats to ensure full interoperability between different terminals and networks (e.g. JPEG for pictures, AMR for speech, H.263 for video). The minimum set of supported formats shall be common to all IMS Messaging types. The minimum set of supported formats should be aligned with formats used in other 3GPP-defined services 3GPP TS 26.140 [5], 3GPP TS 26.234 [6]. 

Analysis: H.248 does not provide a limit. The supported formats are implementation dependent.

d)
Content formats shall be defined so that they enable interworking with 3GPP and Internet messaging solutions.

Analysis: Not applicable to H.248
d) It shall be possible to compose message of either a single medium (e.g. voice) or multi-media (e.g. voice and video). The IMS Messaging service shall be able to support a request for media sequencing.

Analysis: The MGC will indicate the support of different media/formats to the MG.

7.3
Management requirements

The following management requirements shall be supported.

a) IMS Messaging shall be able to support a request from the IMS service provider to enable/disable message delivery and submission.

Analysis: This request is expected to be handled by the MGC which will then in term add/remove a message stream from the Context/Termination.

b) IMS Messaging shall be able to support a request from the user to enable/disable message delivery and submission.

Analysis: This request is expected to be handled by the MGC which will then in term add/remove a message stream from the Context/Termination.

c) IMS Messaging shall be able to support the user to manage his user service profile related to IMS Messaging (e.g. customize his messaging environment within the capabilities of the terminal, network and messaging application). This could be unconditional or conditional e.g. depending on roaming conditions or operator restrictions.

Analysis: It is expected that this subscriber profile will be managed at the MGC level (or above). Based on this profile the MGC will manipulate session/call level signalling which will eventually lead to H.248 signalling. However the MG will be unaware of the relationship between a subscriber and profile policy.

d) It shall be possible for IMS service provider to configure messaging session environment e.g. in such a way that all incoming IMS Messages are stored in a network based repository.

Analysis: Based on this session level request the MGC may request the MG to store messages. See section 6.2/H.248.MSRP regarding recording messages.

e) It shall be possible for an authorized user or an IMS service provider enable session based messaging (e.g. create chat room) and thus become an administrator of messaging session. 

Analysis: A chat room is established through the instantiation of a H.248 Context. The MGC is expected to maintain the URL associated with the chat room.

f) It shall be possible for the administrator of a messaging session to control who is allowed to participate in the messaging session.

Analysis: It is expected that this filtering will occur at the session level at messaging session establishment.
g) It shall be possible for the IMS service provider or administrator of a messaging session to disable messaging session (e.g. close a chat room). 

Analysis: This may be achieved through the removal of all theH.248 terminations in a Context.

h) It shall be possible for the administrator of the messaging session (to set properties related to the messaging session (e.g. the chat room name, topic, maximum number of active users).

Analysis: It is expected that these properties will be set a messaging session establishment and thus determined and enforced at a MGC level. i.e. to enforce the maximum number of active users the MGC may limit the number of terminations in the context and manipulate the StreamMode properties to indicate who may send messages.
7.4
Message delivery requirements

Following requirements define the message delivery.

a) Message delivery shall be immediate i.e. messages are transported by the IMS system to the recipient's terminal (without notifications) subject to message filtering settings defined by the recipient or by the recipient's IMS service provider.

Analysis: Once an MSRP connection is established only messages complying to the local and remote descriptors related to the messaging stream will be delivered. The MSRP server in the MG is responsible for the protocol actions.

b) It shall be possible for the sender to receive delivery acknowledgements (success/failure) for sent messages.

Analysis: The MG is responsible for the delivery of acknowledgements based on the MSRP status an failure reporting fields. Acknowledgements may be sent to the MGC through the “Message Sending Response Status” event in section 10.2.1 / H.248.MSRP.

7.5
Storage requirements

Session Based Messaging shall support global storage of sessions (accessible to all participants) and personal storage (accessible to the user who requested the storage). For personal storage, all storage operations listed below are applicable.  In the case of global storage, users will be able to list and retrieve messages, not delete messages or turn storage on or off.

The following storage requirements shall be supported.

a) It shall be possible for a participant to request to persistently store a sent Session Based Message or all messages associated with a session in a network based repository if the IMS service provider provides such application level service.

Analysis: It is assumed that this request will be handled at the session level (MGC or above) as the MGC must query the user profile to see if this is allowed. The MGC may request the MG to store messages via the Message Filtering package in  section 13 / H.248.MSRP.

b) IMS Messaging shall be able to support a request from a user to retrieve one or more messages stored in a network based repository.

Analysis: It is assumed that this request will be handled at the session level (MGC or above) as the MGC must query the user profile to see if this is allowed. If successful the MGC may request the MG to store messages via the “Send Message” Signal in section 10.3.1 / H.248.MSRP.

c) IMS Messaging shall be able to support a request from a user to delete one or more messages or sessions that are stored in a network based repository.

Analysis: It is assumed that this request will be handled at the session level (MGC or above) as the MGC must query the user profile to see if this is allowed. If successful the MGC may request the MG to store messages via the “Delete Message” Signal in section 12.3.1 / H.248.MSRP.
d) IMS Messaging shall be able to support a request from a user to view the list of messages and message related attributes, such as sender, recipient, subject and date/time, in a network based repository.

Analysis: It is assumed that the MGC is responsible for maintaining the list of URIs and session information related to a particular user as the MG has no knowledge of users. The MGC may request information regarding a particular message via the Stored Message Information Package in section 14/H.248.MSRP.

7.6
User privacy requirements

Following requirements define user privacy.

a)
It shall be possible for the recipient to see the public ID of the sender of the message unless the sender has requested to hide it.

b)
It shall be possible for the sender of the message to request to hide its public ID from the recipient (anonymous sender). 
The sender's public ID shall not be delivered to the recipient. The capability of public ID hiding is an IMS service provider and legislation issue and it may or may not be available. If the service is not available the message shall not be delivered to the recipient.

c)
It shall be possible for the sender to use nickname when sending messages.
In case of nickname the recipient shall only be able to see the nickname but not the real address from which the message came from. It shall be possible to use nicknames for public and private messages. It shall be possible for the recipient to reply to the message sent with a nickname.

d)
It shall be possible for a member of an IMS Messaging session to disable the reporting of the indication that they are entering a message (“Is Typing”) on a per session basis. Further granularity levels for this requirement is for further study.

Analysis: As the MG is unaware of the subscriber and their privacy policy the privacy policy will be determined by the MGC and implemented by the end points. The MSRP server in the MG will relay messages without altering this policy.

7.7
Message Filtering

It shall be possible for a subscriber to set up, modify, and delete filters in the network of the subscriber's IMS service provider, in order to control the treatment of a message by the network when a message is received. The filters shall also support the ability of the subscriber to specify the maximum size and type of message content etc that they are or are not willing to accept. The filters shall also support the ability of the subscriber to block (and unblock) messages from specific senders or anonymous senders.

Analysis: These filters may be applied in two ways:Firstly, as these filters are session independent and related to subscriber profiles these filters are expected to be maintained at the MGC level (or above). These filters shall be enforced at session establishment time. The agreed session characteristics will then be set on the MG. Secondly within the allowed session certain messages may be treated in different ways, i.e. Message level filtering.
Following specific requirements define the message filtering capabilities of the recipient. 

a)
It shall be possible to define specific message treatment based on following criteria

1)
sender address (including anonymous senders);

Analysis: The sender address may be enforced at session establishment by the MGC. Any message received by the MG that do not match the addressing information would be discarded. Message level filtering may be achieved through the use of the Message Filtering Package in section 13/H.248.MSRP.
2)   message size;

Analysis: The maximum message size is determined at session establishment and is provided to the MG via the SDP “max-size” attribute. Message level filtering may be achieved through the use of the Message Filtering Package in section 13/H.248.MSRP.
3)
message class (e.g. advertisement, private….);

Analysis:The information element used to convey this information is yet to be determined if this is determined at session establishment or in the actual messages. Session level filtering may be achieved through the use of the Message Class Property in section 12.1.2/H.248.MSRP.
4)
message priority;

Analysis: The information element used to convey this information is yet to be determined if this is determined at session establishment or in the actual messages. Session level filtering may be achieved through the use of the Message Priority Property in section 12.1.3/H.248.MSRP. Message level filtering may be achieved through the use of the Message Filtering Package in section 13/H.248.MSRP. 
5)
message content type (e.g. video, audio….);

Analysis: The message content type is determined at session establishment and is provided to the MG via the SDP. Message level filtering may be achieved through the use of the Message Filtering Package in section 13/H.248.MSRP.
6)
message content format (e.g. mpeg, jpeg….);

Analysis: The message format type is determined at session establishment and is provided to the MG via the SDP. Message level filtering may be achieved through the use of the Message Filtering Package in section 13/H.248.MSRP.
7)
message type (e.g. immediate message);

Analysis: The determination of the type is done at the session level. H.248 would not be involved in non-session based messaging. i.e. using SIP messaging. 
8)
message subject; and

Analysis: The information element used to convey this information is yet to be determined if this is determined at session establishment or in the actual messages. Session level filtering may be achieved through the use of the Message Subject Property in section 12.1.13/H.248.MSRP. Message level filtering may be achieved through the use of the Message Filtering Package in section 13/H.248.MSRP.  

9)
additional criteria maybe possible but are outside the scope of this document.

As the Message level filtering is based on Sieve (IETF RFC 5228) it allows for additional criteria to be supported.

b)
It shall be possible to specify the following message treatments in a filter:

Analysis: It is expected that not all filters and treatments are possible. The MGC is responsible for determining the action of the MG based on the filter policy decisions of the MGC.

1) Block the delivery of the message content.

Analysis: At session establishment the MGC is responsible for the setting the allowed parameters on the messaging session. Messages not meeting these parameters would be treated as an error by the MSRP server in the MG. Message level filtering in section 13/H.248.MSRP allows messages to be discarded.  

2) Store the message content and notify recipient,

Analysis: Based on the Subscriber profile and filtering policy the MGC will request whether messages are stored or not. See section 7 above. Recipient notification is expected at a session level. Message level filtering in section 13/H.248.MSRP allows messages to be filed.  
3) Store the message content for a specific time or until the recipient requests delivery. 

Analysis: In order for the message to be delivered a messages session must be established thus the MGC is responsible for determining when the previously stored message is played to the recipient.The Filed Message event in section 13/H.248.MSRP allows the storage of messages to be notified.  
4) Store and push the message content to recipient when available.

Analysis: In order for the message to be delivered a messages session must be established thus the MGC is responsible for determining when the previously stored message is played to the recipient. The Filed Message event in section 13/H.248.MSRP allows the storage of messages to be notified.  
5) Redirect the message to another address.

Analysis: As the session level signalling and subscriber policy will determine whether or not a messaging session can be established with a user the MGC should supply this redirection information at a session level. H.248 would not be needed in this case. Alternatively Message level filtering in section 13/H.248.MSRP allows messages to be redirected.  
6)
Additional treatments maybe possible but are outside the scope of this document.

The IMS service provider shall also be able to set and control the filter settings either on behalf of the subscriber or based on policy.

Analysis: The MGC is responsible for reconciling subscriber and service provider settings and then providing the resultant message filter to the MG.

 10
Charging

Charging for IMS Messaging shall be based on existing IMS charging mechanisms as appropriate.

IMS Messaging shall be able to support various charging models, including:

a)
sender only pays;

b)
both sender and recipient pay their respective charges for message delivery; and

c)
recipient pays.

Analysis: The appropriate statistics would be needed in H.248 to record information related to the different approaches
IMS Messaging shall be able to support different charging approaches:

a) volume based charging;

Analysis: The MSRP Statistics Package (See section 8/[H.248.MSRP]) allows the volume of messages sent and received to be recorded.
b)
QoS based charging;

Analysis: It is expected that the MGC may provide the information regarding which QoS has been set for a particular Termination/Stream.
b) service based charging;

Analysis: Not applicable to H.248. “Service” is a MGC level concept.
c) number of messages sent and/or received; and

Analysis: The MSRP Statistics Package (See section 8/[H.248.MSRP]) allows the number of messages sent and received to be recorded.
d) offline charging or/and online charging.

Analysis: Not applicable to H.248. 
IMS Messaging shall be able to support various charging mechanisms. The following charging characteristics may be considered:

a) message content type and length;
Message content type should be declared using a standardised declaration [the note may need to be moved to a different section e.g. message filtering].

Analysis: The type and Length is determined by the MGC and communicated to the MG. This is achieved via SDP in the Local and Remote Descriptors. The “MSRP Statistics Package” contains the “Individual Message Information Event” which allows the MGC to receive information on individual messages including the size.
b) roaming conditions;

Analysis: Not applicable to H.248. 
c) prepaid subscriptions;

Analysis: A Quota for message volume/number of messages may be set via the MSRP Statistics Package (See section 8/[H.248.MSRP])

d) time when the message is sent;

Analysis: The “MSRP Statistics Package” contains the “Individual Message Information Event” which allows the MGC to receive information on individual messages.
e) time when the message is delivered;
[FFS, “delivered” could indicate message stored, message read, message received by the terminal and so on…]

Analysis: Also FFS in H.248.

f) message origin and destination;

Analysis: The “MSRP Statistics Package” contains the “Individual Message Information Event” which allows the MGC to receive information on individual messages.
g) access network employed; and

Analysis: Not applicable to H.248. 
h)
the charging information shall describe the amount of data sent and received to and from the external data network [Note: this is introduced to take into account the network(s) transited by message].

Analysis: Not applicable to H.248. 
__________________
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