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	[bookmark: _Hlk83927817]Start of 1st modification



[bookmark: _Toc44001382][bookmark: _Toc51580960][bookmark: _Toc52356223][bookmark: _Toc55227793][bookmark: _Toc74329057]11.x	Access control service
[bookmark: _Toc44001383][bookmark: _Toc51580961][bookmark: _Toc52356224][bookmark: _Toc55227794][bookmark: _Toc74329058]11.x.1	Operations and notifications
[bookmark: _Toc44001384][bookmark: _Toc51580962][bookmark: _Toc52356225][bookmark: _Toc55227795][bookmark: _Toc74329059]11.x.1.1	authentication operation (M)
[bookmark: _Toc44001385][bookmark: _Toc51580963][bookmark: _Toc52356226][bookmark: _Toc55227796][bookmark: _Toc74329060]11.x.1.1.1	Definition
The operation used to authenticate a management service (MnS) consumer to the authentication service producer.
Note: The authenticaiton service could be accessed by MnS Consumer directly or by MnS producer. In Explicit Authentication case, Mns Consumer interacts directly with authentication service producer, to acquire  authentication assertion or access token  to interact with MnS Producer. In Implicit Authentication case, MnS Consumer interacts indirectly with authentication via MnS Producer, to establish a secure session.

[bookmark: _Toc44001386][bookmark: _Toc51580964][bookmark: _Toc52356227][bookmark: _Toc55227797][bookmark: _Toc74329061]11.x.1.1.2	Input parameters
	Parameter Name
	S
	Information type
	Comment

	identifier
	M
	Identity4AC.identifier
	See attribute definition in generic NRM ( see [11] )

	credential
	M
	Identity4AC.credential
	See attribute definition in generic NRM ( see [11] ). The credential in the authentication request may not be same as the credential stored in authentication service producer, but it is derived from the credential stored in authentication service producer according to corresponding protocol.

	assocClient
	O
	Identity4AC.AuthSes.assocClient
	See attribute definition in generic NRM ( see [11] ). 
It identifies (e.g. FQDN) an associated (machine) client/application which acting on behalf of a human MnS consumer during authentication. e.g. it could be address or hostname of digital portal, user agent, or mediated management function, etc.



[bookmark: _Toc44001387][bookmark: _Toc51580965][bookmark: _Toc52356228][bookmark: _Toc55227798][bookmark: _Toc74329062]11.x.1.1.3	Output parameters
	Parameter Name
	S
	Information / 
Information Type 
	Comment

	identifier
	M
	Identity4AC.identifier
	same to the identifier in the request.

	status
	M
	ENUM (Success, Failure)
	Represent authentication result.

	sessionId
	O
	Identity4AC.AuthSes.sessionId
	See attribute definition in generic NRM ( see [11] ). 
Session id of a successful authentication. 

	context
	O
	Identity4AC.AuthSes.context
	See attribute definition in generic NRM ( see [11] ). 
It could be, e.g. term of validity of a successful authentication session

	assertion
	O
	Identity4AC.AuthSes.assertion
	See attribute definition in generic NRM ( see [11] ). 
It is included in a successful authentication session if the protocol support assertion.

	
	
	
	




	End of 1st modification



	Start of 2nd modification



11.x.1.2	authorization operation (M)
11.x.1.2.1	Definition
The operation is used to authorize a management service (MnS) consumer to the authorization service producer.
11.x.1.1.2	Input parameters
	Parameter Name
	S
	Information type
	Comment

	identifier
	M
	Identity4AC.identifier
	See attribute definition in generic NRM ( see [11] )

	credential
	M
	Identity4AC.credential
	See attribute definition in generic NRM ( see [11] ). It could be password, certificate, assertion, etc.

	assessRight
	O
	List of DNs of access rights
	It identifies the required management services asked by the consumer



11.x.1.1.3	Output parameters
	Parameter Name
	S
	Information / 
Information Type 
	Comment

	identifier
	M
	Identity4AC.identifier
	same to the identifier in the request input.

	result
	M
	ENUM (Success, Failure)
	Represent authorization result.

	permission
	O
	List of DNs of permissions
	See attribute definition in generic NRM ( see [11] )
Permission assigned to an authenticated MnS consumer based on the role/group of the consumer.


	accessToken
	O
	AccessToken
	See attribute definition in generic NRM ( see [11] )
Access token assigned to an authenticated MnS consumer if the protocol supported token.



Note: Alternatively, may consider to use readMOIAttribute operation to get permissions of a MnS Consumer in a specific sessoin.

	End of modification




