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1
Decision/action requested

This contribution prresnts a new KI to TR 33.794 on dynamic security policy enforcement.
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3
Rationale

In Rel-18, TR 33.894, Tenet 6 and 7 evaluations in Clause 5.1.6 and 5.1.7 clarifies the need of threat assessment based dynamic security policy enforcement during the access control decisions for the core SBA. Where for Tenet 6, Clause 5.1.6.3 states, ‘Lack of considering security monitoring information for access decisions will allow the NFs with malicious behaviours to remain unidentifiable and continue to access the services from NF service producers which may lead to lateral movement of the attacks. From a standardization perspective, at the 3GPP SBA layer one can investigate whether there is any additional information that could be exposed for security monitoring purposes and how such information is used for access control decisions e.g. authorization.’. Further for Tenet 7, Clause 5.1.7.3 states, ‘use any insight gained to improve policy creation and enforcement (based on operator policies) in the 5GC…..The data collection related to abnormal behaviour from NFs and related security analysis outcome considerations can help to apply more fine-grained security policies in 5GC.’.
In Rel-19 continutaion effort, TR 33.794 Clause 5.2.1 describes the usecase on access control decision enhancement. In this usecase (for scenarios from TS 33.501 [2], such as Service request, NF service registration update, NF service discovery), it is clarified that if any NF is known to be identified as compromised, then allowing such NF to continue with the service consumption/provision can further let it to impact the other healthy NFs, so it becomes essential to consider dynamic security policy enforcement to prevent expansion of threat surfaces i.e., to prevent impacts to other NFs and services respectively. Therefore a new KI on ‘Access control’ is provided in this contribution.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change 1*****
6.X
Key Issue #X: Access Control

6.X.1
Key issue details

The TS 23.501 Clause 4.17 describes the Network Function Service Framework Procedure and TS 33.501 Clause 13.4 describes the Service Based Interface (SBI) related authorization of NF service access. In relation to this, various SBA scenarios (i.e., service request, NF service update, NF service update) which can benefit with dynamic security policy enforcement is described in Clause 5.2.1 of this document. It clarifies that incase of any NF being identified as compromised, current access control security aspects need sufficient security adapatations to prevent further threat surface expansion i.e., to prevent further impacts to other healthy NFs. In case of SBA, the access control or maintenance of NFs are under the control of NRF, so the same principles should be used as baseline for any security enhancement related to dynamic security policy(ies) enforcement. NRF without timely information about the comrpomsied NF(s) (if any) can lead to continued usage of the compromised NF in the service consumption/provision process. Therefore, NRF should be aware of the compromised NF(s) (if any based on security evaluation and monitoring results). Whereas the actual security evaluation and monitoring is upto the Operator’s Security Function which is external to the 3GPP network.
6.X.2
Security threats
A compromised NF if continues to consume or provide service(s), it can further impact other healthy NF(s) and the threat surface expands leading to service failure.
6.X.3
Potential security requirements

The NRF should be aware of potential compromise if any happens related to NF(s). 
The NRF should apply dynamic security policies to prevent compromised NF(s) from consuming or providing NF service(s).
*****End of Change 1*****
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