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eEDGE security - A&A [Conf Call#1] 
Mon, Apr 26, 2021 2:00 PM - 4:00 PM (CEST)
Active participants: Ericsson (Ferhat Karakoc) , DOCOMO (Alf Zugenmaier), Apple (Ivy Guo), Qualcomm (Adrian Escott), Xiaomi (Wei Lu), Lenovo (Andreas Kunz), Huawei (Bo Zhang, Organizer)
1. Discussion on the Authentication, Authorization and Data Protection between EEC and EES/ECS (Huawei)

a) Document can be founded in the following link:
i. https://www.3gpp.org/ftp/Email_Discussions/SA3/TSGS3_103e/FS_eEDGE_SEC/20210423_confcall_input
2. Discussion on the new WID on eEDGE.
a) No input documents.

Agenda 1:
Huawei: presents the discussion paper, in which 6 questions and proposals were provided. 
The discussion was performed for these questions one by one.

-
Q1: EEC ID verification by the ECS and EES.

P1: EEC ID authentication is not required for the normative work.
Ericsson: EEC ID verification means EEC authentication. We should do the EEC authentication. Otherwise, EEC in the UE could use any EEC ID for the service. Sol #17 already addresses this issue, i.e. certificate, token. Propose to address EEC ID verification for this. 
Apple: clarify whether we should do the authentication based on the EEC ID. Or verification by the other ID? If we have the other ID for verification, do we have to use the EEC ID? We should do the EEC ID verification for security. There could be multi EECs in one UE. There is no definition of EEC ID, what is format of EEC ID. Maybe more work is required for SA6. How to generate it is not defined.
Huawei: SA3 already sent an LS to SA6, asking which NF will generate the EEC ID, what is the format. Currently, no LS is received from SA6.

Ericsson: Token including the EEC ID can be provisioned by the EEC application provider or by some other entity. We can discuss it in the TR. Depending the EEC ID generation, we can discuss whether the EEC ID can be included in the token or not.
Huawei: propose to solve this EEC ID authentication from the security of view. However, the EEC ID definition is still not clear. We are lack of information for further security solutions. 
NTT: the namespace of the EEC ID should be defined. Who will assign the ID.?
-
Q4: ECS service access authorization.

P4: Authorization based on the info retrieved from the UDM (#10) could be selected for conclusion. If no authorization related information is acquired from the UDM, static authorization could be selected for the conclusion.
Ericsson: acquire authorization from the UDM will make the UDM complex. UDM should be not be involved in the application authorization issue.
Huawei: are you fine with static authorization?

Ericsson: seems good.
Xiaomi: Question on does the UDM really need to know which service can be consumed by the EEC?

Huawei: SA2 or SA6 has solutions, in which the UDM could provide ECS info to UE during PDU session procedure.

-
Q6: EES service access authorization.

P6: Token generated by the ECS could be selected for the conclusion of the EES service authorization.
No comments.
-
Q2: GPSI verification by the ECS and EES.

P2: GPSI verification proposed in solution #23 could be selected for the conclusion.
Ericsson: two solutions proposed to solve GPSI verification based on AKMA. There is an alternative in sol#17, i.e. IP address translates to GPSI. Another comments, #23 proposes to verify the GPSI in the AKMA procedure. #17 proposes to verify the GPSI in the app layer. User consent issue also applies in #23. Sol#17 proposes that AKMA will give the GPSI, which does not change AKMA feature. Solution #23 increases the complex of AKMA. Good if we do not include the new features in AKMA. Making the AKMA simpler for the solutions.
Lenovo: check whether the GPSI can be known by the UE. GPSI is only used externally. We have to check whether the UE could have the GPSI in the EC service.

Huawei: the GPSI will be sent by the UE, which is defined by SA6. They have the assumption that UE has the external ID for identification.

Huawei: #23 does not have user consent issue, since the GPSI will not be sent out of network.
Ericsson: ECS asks AAnF to check whether the GPSI belongs to the UE or not. Checking the ID of someone will leak some info to the ECS. AKMA just give the GPSI to the AF, which has less impact of AKMA.  Checking of GPSI is related with application side. It seems sol#17 has less impact on the AKMA.

QC: Sol#17 has less impact. Prefer to use sol#17.
-
Q3: Authentication and data protection between EEC and ECS.

P3: AKMA + TLS could be selected for the conclusion of the authentication and data protection between EEC and ECS via UP connection. 

Verification of the mapping EEC ID and GPSI could be an optional feature for the conclusion.

The existing NAS and SBI protection could be reused for data protection if the CP connection is selected (Editor’s Note: the CP connection option depends on the conclusion of CT group.)
Ericsson: comments on alternative of TLS is to use service-side certification TLS. And token could be used for client authentication. For the verification of the mapping EEC and GPSI, without EEC ID verification or GPSI verification, we will have no security benefits on the mapping checking. For this application, CP plane should be not discussed. If there is no strong discussion, there is no need to add it with EN.

Apple: AKMA is per UE. UE may have several EECs. How to verify the EEC based on the AKMA per UE. If the EEC ID verification is optional, then it is impossible to use AKMA as the authentication method. 
Huawei: Token may be not able to be taken as the authentication. We could discuss it later. For the mapping verification, we already have potential solutions for EEC ID verification, and GPSI verification. If anyone of them is verification, and the mapping is configured, the ECS could use the mapping the check whether the ID sent by the EEC is correct or not. For the CP connection issue, CT1 has a strong discussion, and they already put the CP connection into its TS.
Ericsson: the client connects to the server using the service side-certificate by TLS. Token is widely used by the application for authentication of the API invoker. For the mapping verification, the UE could spoof the EEC ID easily, and sent the spoofed EEC ID to the ECS. ECS does not have the ability to check the correctness of EEC ID. EEC ID has to be authenticated.

-
Q5: Authentication and data protection between EEC and EES

P5: AKMA + TLS could be selected for the conclusion of the authentication and data protection between EEC and ECS. 
Ericsson: similar comments as the above. Service-side certificate TLS and client token could also be used for this interface.

Samsung: in case of roaming, how can AKMA be used? AF may be deployed in the serving network, may not have the interface with the AAnF in the home network. Do we need to handle this scenario, or resolve in rel18?

Huawei: specific case? No conclusion on the roaming scenario in AKMA.

Samsung: unless the roaming issue is solved in AKMA, then we cannot use it in EC. Otherwise, non-AKMA is proposed. There are already solutions in the TR, such as using the Kamf.
Huawei: how about the AF deployed in the home network, and how to connect to AMF in the serving network.

Samsung: two solutions (AKMA and non-AKMA) could be combined. 

Apple: concerns on the roaming issue. Similar with the last question, AKMA is per UE. How to address the EEC ID separately. 

Ericsson: solutions should not impact to the network function. AKMA is only used for application. There is no need to introduce extra features for application layer solution.
Agenda 2: Discussion on the new WID on eEDGE.

Huawei: will take a WID proposal in the next meeting.
No further comments is received.
