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1
Decision/action requested

This contribution proposes an analysis of the handling of UL NAS COUNT corresponding to Registration Request at horizontal Kamf derivation.
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3
Introduction
This paper analyses the handling of the UL NAS COUNT corresponding to the Registration Request message which is used as input to horizontal Kamf derivation at AMF re-allocation, both for direct transfer over N14 interface and for in-direct transfer via RAN.
4 
Rationale 
SA2 has specified in TS 23.502 [2], clause 4.2.2.2.3, Registration with AMF re-allocation. SA2 specified two options (A) and (B) in step 7:
· Option (A): the initial AMF, based on local policy and subscription information, decides to forward the NAS message to the target AMF directly, then the initial AMF rerouts the NAS message directly over N14 interface.
· Option (B): the initial AMF, based on local policy and subscription information, decides to forward the NAS message to the target AMF via (R)AN.
It should be noted that steps 1-6b in the SA2 flow copied below from clause 4.2.2.2.3 in [2] do not differ for the two options (A) and (B). 
For example, in step 2, according to [2], the AMF performs steps 4 to 5 of figure 4.2.2.2.2-1 described in [2], if the UE's 5G-GUTI was included in the Registration Request and the serving AMF has changed since the last Registration procedure and if the new AMF and old AMF are in the same AMF Set. The new AMF retrieves the stored UE's SUPI and UE context from the old AMF. These steps apply to both options (A) and (B). The old AMF may perform a horizontal Kamf derivation of the current Kamf key and provide the new Kamf’ key to the initial AMF (new AMF) according to clause 6.9.3 in TS 33.501 [3]: 
If the source AMF determines to perform horizontal KAMF derivation, the source AMF shall derive a new key KAMF from the currently active KAMF and the uplink NAS COUNT value in thereceived Registration Request message.
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Figure 4.2.2.2.3-1 from clause 4.2.2.2.3 in TS 23.502 [2]
4.1 Registration with AMF re-allocation 

For option (A), SA3 specified the security handling of AMF re-allocation in clause 6.9.6 in TS 33.501 [3] in Rel-15, Rel-16, and Rel-17:
In TS 33.501 [3], v15.12.0 the following is stated. 
6.9.6
Security handling in registration with AMF reallocation via direct NAS reroute
In registration with AMF reallocation via direct NAS reroute, the initial AMF shall use its local policy to determine whether to perform horizontal KAMF derivation on current KAMF. As described in Clause 6.9.3, if the initial AMF decides not to change KAMF, the initial AMF shall send the current security context to the target AMF; otherwise, the initial AMF shall derive new security context and send to the target AMF the derived security context and the indication of horizontal KAMF derivation (i.e., keyAmfHDerivationInd).
If the target AMF receives the indication of horizontal KAMF derivation (i.e., keyAmfHDerivationInd) from the initial AMF, it shall initiate NAS SMC. If the target AMF does not receive keyAmfHDerivationInd, the target AMF shall use the received security context and send protected NAS messages including protected authentication request message if the target AMF decides to perform authentication.
In TS 33.501 [3], v16.6.0 and v17.1.0 the following is stated.

6.9.6
Security handling in registration with AMF reallocation via direct NAS reroute
In registration with AMF reallocation via direct NAS reroute, the initial AMF shall use its local policy to determine whether to perform horizontal KAMF derivation on current KAMF. As described in Clause 6.9.3, if the initial AMF decides not to change KAMF, the initial AMF shall send the current security context to the target AMF; otherwise, the initial AMF shall derive new security context and send to the target AMF the derived security context and the indication of horizontal KAMF derivation (i.e., keyAmfHDerivationInd). 

If the target AMF receives the indication of horizontal KAMF derivation (i.e., keyAmfHDerivationInd) from the initial AMF, it shall initiate NAS SMC. If the target AMF does not receive keyAmfHDerivationInd, the target AMF shall use the received security context from initial AMF and send protected NAS message including protected authentication request message if authentication is needed. The target AMF decides whether to perform authentication based on local policy.
The differences between Rel-15 and Rel-16/17 are highlighted for the statements above. The differences are only related to the target AMF action with respect to UE authentication after receiving the NAS reroute message with the security context information. As a result, for the issue described below, the Rel-15, 16, 17 statements are equivalent.
For option (B), SA3 is still studying security solutions captured in the TR 33.864 [1].

Clause 6.9.6 describes that the initial AMF may initiate a horizontal Kamf derivation before direct NAS reroute takes place, but clause 6.9.6 does not describe whether an additional horizontal Kamf derivation has taken place previously to this step in the old AMF, where the 5G NAS security context may be stored at the previous Registration procedure.

Also, clause 6.9.6 does not describe for how long the UL NAS COUNT corresponding to the Registration Request message is stored in the initial AMF and UE and whether it is transferred from the initial AMF to the target AMF. The UE implementations may discard the UL NAS COUNT corresponding to the Registration Request message already after the first horizontal Kamf derivation.

4.3 Way forward 

In option (A) it has been identified that two consecutive horizontal Kamf derivations could be initiated by the old AMF and the initial AMF in the Registration procedure in Rel-15/Rel-16 according to current requirements in TS 23.502 and TS 33.501. But some requirements may be missing, in order for this to work between the UE and the network. The following requirements should be added:

· The UE and the initial AMF need to store the UL NAS COUNT value corresponding to the Registration Request message even after the first horizontal Kamf derivation has taken place in the old AMF. For how long the UL NAS COUNT value needs to be stored, needs to be discussed (e.g. until the UE receives Registration Accept).
· The initial AMF needs to forward the UL NAS COUNT corresponding to the Registration Request message from the initial AMF to the target AMF at direct NAS reroute via N14 interface.

It seems therefore that TS 33.501 needs to be clarified in one way or another for the registration with AMF reallocation via direct NAS reroute in clause 6.9.6. Whether this clarification needs to be done in Rel-15 or Rel-16 or Rel-17 needs to be further discussed.

If the UE and AMF behaviour is clarified for direct NAS reroute, then the clarified behavour could apply to option (B) for NAS reroute via RAN as well.
4
Detailed proposal

It is proposed to discuss the handling of the UL NAS COUNT corresponding to Registration Request in the UE and network and clarify clause 6.9.6 in TS 33.501.
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Nudm_SubscriberData_Get(slice specific info request)
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8. Steps 4-22 of figure 4.2.2.2.2-1
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2. Optionally steps 4-9b of figure 4.2.2.2.2-1.
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