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1
Decision/action requested

It is requested to remove the EN in clause 4 of TR 33.700-29.
2
References

[1]
3GPP TR 33.700-29: "Study on Security Aspects of 5G Satellite Access in the 5G architecture; Phase 3"
3
Rationale

This pCR is proposed to remove the EN in clause 4 of TR 33.700-29 [1] and add the related security assumption. 
Editor’s Note: Security of on board 3GPP system hosted by satellite requires further security assumptions. Such assumptions are FFS.
This Editor’s Note tries to address the issue related to the security assumption of on board 3GPP system hosted by satellite. 
As discussed in SA3 #115 meeting, the security environments of on board 3GPP system and land-based 3GPP system may have some differences due to the unique characteristics of satellite implementation and deployment. However, it is difficult to identify the exact differences without considering the specific implementation of satellites. Unless the specific implementation of satellites can be clarified, the differences in security environments between on board and land-based 3GPP system would not be identified or be ungrounded. 
Given that both on board and land-based eNBs/gNBs are exposed in unprotected environment, it is proposed to define a security assumption based on no difference in secure environments between on board and land-based eNBs/gNBs. 
Regarding the differences in environments between on board and land-based core NFs, it is proposed in this release to also define a security assumption that no difference in secure environments between on board and land-based core NFs, for the sake of a stable foundation to progress the security study of Rel-19.

Therefore, we propose to add two security assumptions for on board eNBs/gNBs and core NFs respectively in this release.
4
Detailed proposal

*************** Start of the 1st Change ****************

4
Architecture and security assumptions
The following architecture and security assumptions are applied to the study:

-
The architecture assumptions and principles for EPS/5GS integrating of satellite components as defined in TR 23.700-29 [2] are used as architecture assumptions in this study.
-
The security architecture, procedures, and security requirements for EPS/5GS as defined in TS 33.401 [3] / TS 33.501 [4] are used as a baseline.
-
The IP Multimedia Subsystem (IMS) media plane security as defined in TS 33.328 [5] is used as a baseline.
-
The physical security of 3GPP systems on board orbiting satellites is out of the scope of 3GPP.
-
The feeder link and the inter-satellite link (ISL) are assumed to act only as transport layer links and are not specified in 3GPP.
-
The use of feeder link and ISL is assumed to have no impact on the security of reference points (including the X2/Xn interface, S1-MME/N1 interface, S1-U/N3 interface, and the interfaces between the core network entities) by using the network domain security as defined in TS 33.210 [6].
-
It is assumed that there is no difference in secure environments between on board and land-based eNBs/gNBs.

-
In this release, it is assumed that there is no difference in secure environments between on board core NFs (if needed) and land-based core NFs.

Editor’s Note: Priority of the security study between IoT NTN (EPS) and NR NTN (5GS) and the scenario when two UEs are under the coverage of the same satellite are to be aligned with TR 23.700-29 [2]. The security study should be aligned with TR 23.700-29 [2].


*************** End of the Change ****************
