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Decision/action requested

It is proposed to approve the key issue
2
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Rationale

Current 5G 3gpp security specification [2][3][4] describes the architectural and security flows by adapting the NR satellite access to existing different 5GS procedures. 
Recently we have seen news about attacks on ships carrying goods destined to different parts of the world being attacked in red sea region. Apart from such attacks, during bad weather conditions in oceans, ships may need to send emergency reports to the support systems in the ground network. Satellite networks can provide coverage to a large number of UEs (including IoT devices) for such use cases. It is likely that such emergency reports need to be sent using store-and-forward operations, and this could mean delayed support in some situations. TR 22.865 clause 5.16 illustrates the realization of a S&F service between a UE with satellite access and an Application Server for an emergency reporting service. From security point of view, it is important to ensure that any such emergency reports are not tampered with by any man-in-the-middle, especially considering the scenarios like attacks in red sea region mentioned earlier. Also, store-and-forward operations should not be misused to intentionally cause buffer-overflow kind of attacks on the satellite networks by sending large number of emergency reports in a burst. Such attacks may lead to DoS for genuine UEs intending to send genuine emergency reports.
One of the objectives from Rel-19 study S3-235103[1] is to study the impacts to the current 5GS system when supporting store and forward operations for NR NTN and IoT NTN enhancements in existing deployments. The store and forward operation in a 5G system with satellite access is intended to provide some level of communication service for UEs under satellite coverage with intermittent/temporary satellite connectivity (e.g. when the satellite is not connected via a feeder link or via ISL to the ground network) for delay-tolerant communication service. In view of this, it is important to analyse how emergency operations maybe impacted with store-and-forward mode of operations. Below key issue proposes to study this further and analyse any potential impacts related to security and privacy. 
4
Detailed proposal

*** 1st CHANGE ***

X.1
Key issue # X: Impacts of S&F operations on emergency procedures 
X.1.1
Key issue details 

In scenarios when the emergency reporting UE is in a remote area with no ground stations available for feeder link connectivity and the emergency reporting UE is aware that IoTSAT constellation operates in S&F mode, the satellite gNB should ensure that the emergency report is delivered successfully. With store and forward functionality, it is important that the satellite gNB knows whether, or not, the UE or IoT device is authorized to use the emergency services. Also, it is important to ensure basic security of the emergency report to avoid any possible misuse if the data is exchanged in plain text. If a UE which is aware that the satellite supports store-and-forward operations is compromised or malicious, it can send many messages continuously which can lead to buffer overflow. This can lead to DoS attack misusing emergency reporting.
This key issue proposes to study potential security impacts on the emergency session procedures due to satellite store and forward functionality.
X.1.2
Threats

A malicious or compromised UE or IoT device which is aware that IoTSAT constellation operates in S&F mode, maybe able to misuse emergency reporting functionality with store-and-forward capability to launch DoS kind of attacks on the satellite gNB.

Potential loss of data confidentiality and integrity if emergency report is exchanged in plain text.
X.1.3
Potential security requirements 

The 5G system with satellite access, and when the satellite access is operating in store and forward mode, shall be able to detect and prevent DoS attacks which are misusing emergency reporting framework.
The 5G system with satellite access shall be able to ensure confidentiality and integrity of emergency reports being sent via satellite gNB.
*** END OF 1st CHANGE***

