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[bookmark: foreword][bookmark: _Toc211855298][bookmark: _Toc221887042]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc211855299][bookmark: _Toc221887043]
1	Scope
The present document studies the potential security enhancements for 5G NR Femto. More specifically, the study investigates potential security enhancements in the following areas:
-	The security requirements and potential solutions to enhance the security of NR Femto devices, to detect misconfigured or compromised NR Femto devices, and to eliminate the security impacts from misconfigured or compromised NR Femto devices.
-	The security and privacy aspects of local access for NR Femto scenario.
[bookmark: references][bookmark: _Toc211855300][bookmark: _Toc221887044]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System architecture for the 5G System (5GS)".
[3]	3GPP TS 33.545: "Security aspects of NR Femto".
[4]	3GPP TS 33.320: "Security of Home Node B (HNB) / Home evolved Node B (HeNB)".

[bookmark: definitions][bookmark: _Toc211855301][bookmark: _Toc221887045]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc211855302][bookmark: _Toc221887046]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc211855303][bookmark: _Toc221887047]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc211855304][bookmark: _Toc221887048]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc211855305][bookmark: _Toc221887049]4	Security Architecture and Assumptions
The following security architecture and assumptions are applied to the present document:
- 	Annex V in TS 23.501[2] captures the architecture for NR Femto. The architecture option of NR Femto with a local UPF is reused as the basis for this study.
- 	The security architectural and requirements captured in TS 33.545 [3] is reused as basis for this study.
[bookmark: _Toc211855306][bookmark: _Toc221887050]5	Key issues
[bookmark: _Toc211855307][bookmark: _Toc158643695][bookmark: _Toc221887051]5.1	Key Issue #1: Detection of misconfigured/compromised 5G NR Femto devices
[bookmark: _Toc211855308][bookmark: _Toc221887052]5.1.1	Key issue details
NR Femto devices are deployed outside operator domain and considered to be in un-trusted environments. Un-detected misconfigured or compromised NR Femto devices can lead to disruptions in services to UEs. A misconfigured or compromised NR Femto device with valid credentials and subscription to serve the victim UE can pose various threats including authentication replay attacks, broadcasting CAG IDs that it is not authorized to serve, denial of service attacks, etc.. Besides, misconfigured or compromised NR Femto devices may report false security baseline information to the SeGW and pose potential security threats to the NR Femto MS and the core network.
Potential security enhancements to NR Femto security architecture to detect such misconfigured or compromised NR Femto devices are needed to ensure that UEs, the NR Femto MS and the core network do not become victims of such devices. Attacker may compromise NR femto device(s) by tampering hardware and/or modifying the software/firmware installed by operators on the device(s).
[bookmark: _Toc211855309][bookmark: _Toc221887053]5.1.2	Security threats
A misconfigured or compromised NR Femto device with valid credentials and subscription to serve the victim UE can pose various threats including authentication replay attacks, broadcasting CAG IDs that it is not authorized to serve, denial of service attacks, etc.to the connected UEs.
A misconfigured or compromised NR Femto device with valid credentials and subscription to connect to the SeGW can pose various threats including abnormal traffics, abnormal signalling messages, denial of service attacks to the NR Femto MS and the core network.
[bookmark: _Toc211855310][bookmark: _Toc221887054]5.1.3	Potential security requirements
The 5G system shall be able to detect and report misconfigured or compromised NR femto device(s) and eliminate associated risks, e.g.  preventing the abnormal traffics/signalling threats.  
The 5GS shall ensure the integrity of the reporting for misconfigured or compromised femto devices.

[bookmark: _Toc211855311][bookmark: _Toc221887055]5.2	Key Issue #2: Security and privacy aspect for local access 
[bookmark: _Toc211855312][bookmark: _Toc221887056]5.2.1	Key issue details
As defined in TS 23.501 [2] for NR Femto, if a local UPF is deployed close to the location of NR Femto node, the edge computing functionality shall be applied and the deployment options of NR Femto with a locally deployed UPF is also given the annex V. The security and privacy aspect for NR Femto and locally deployed UPF supporting edge computing was not discussed R19.
[bookmark: _Toc211855313][bookmark: _Toc221887057]5.2.2	Security threats
The locally deployed UPF is located outside the operator’s security domain, if the 5GS core network topology is not hided towards locally deployed UPF, the core network topology and address information may be exposed outside the operator’s security domain.
[bookmark: _Toc211855314][bookmark: _Toc221887058]5.2.3	Potential security requirements
The 5GS should support a mechanism to provide secure local access services for NR Femto.
The 5GS should support a mechanism to hide the 5GS core network topology from the locally deployed UPF.

[bookmark: _Toc211855315][bookmark: _Toc49376112][bookmark: _Toc162531270][bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc56501565][bookmark: _Toc106618431][bookmark: _Toc95076612][bookmark: _Toc221887059]5.3	Key Issue #3:  Security protection for the NR Femto MS
[bookmark: _Toc211855316][bookmark: _Toc221887060]5.3.1	Key issue details
As defined in clause 4.1 of TS 33.545 [3], an NR Femto node connects to NR Femto Management System (NR Femto MS) directly or connects to NR Femto MS via Security Gateway (SeGW) . The NR Femto MS server may be located inside the operator's access or core network (accessible on the MNO Intranet) or outside of it (accessible on the public Internet). When the NR Femto MS server located outside the operator’s network, it will introduce the public internet exposure and related security risk, e.g. DDoS attack, Vulnerability exploitation attack. When the NR Femto MS server located inside the operator’s network, the NR Femto MS topology shall not be directly exposed to the NR Femto which is missed in TS 33.545 [3]. Therefore, the security protection for the NR Femto MS in the 5GS need to be enhance in Release 20.
[bookmark: _Toc211855317][bookmark: _Toc221887061]5.3.2	Security threats
The NR Femto MS may be subjected to attacks such as DDoS and Vulnerability exploitation, as it directly connect to a compromised NR Femto and is exposed to public internet when it located outside the operator’s network.
The NR Femto MS topology may be directly exposed to a compromised NR Femto device when it located inside the operator’s network.
[bookmark: _Toc211855318][bookmark: _Toc221887062]5.3.3	Potential security requirements
3GPP shall provide deployment recommendations for NR Femto MS in the 5GS from a security perspective.
NOTE:	Recommendation or Mandate to deploy the NR Femto MS server inside the operator’s network and connect to the NR Femto device via SeGW can help strengthen the security of NR Femto MS.
The 5GS shall provide a means to support the topology hiding between the NR Femto and the NR Femto MS when the NR Femto MS is located inside the operator’s network.

[bookmark: _Toc211855319][bookmark: _Toc221887063]5.4	Key Issue #4:  Mitigation of QoSA in edge computing
[bookmark: _Toc211855320][bookmark: _Toc221887064]5.4.1	Key issue details
Quality of Service (QoS) based Attack (QoSA) exploits UE access to the user plane to cause a DoS attack on the control plane in the core network. It consists of using a set of compromised UEs or UPFs to forge and transmit incorrect QoS measurements to the network to trick core network into considering that a QoS violation occurred. Such QoS violation will be later reported to a target NF such as the SMF. The high number of QoS monitoring reports will cause a DoS on the target NF (e.g., SMF) receiving them.
NR Femto architecture supports edge computing services. In edge computing services, the user plane latency is a key parameter when considering edge relocation. Incorrect QoS measurements will affect the selection of local UPF and the quality of edge computing services.
[bookmark: _Toc211855321][bookmark: _Toc221887065]5.4.2	Security threats
A set of compromised UEs or UPFs can forge and transmit incorrect QoS measurements to the core network can cause DoS attack on the NFs receiving the measurements.
Incorrect QoS measurement will affect the selection of local UPF and the quality of edge computing services.
[bookmark: _Toc211855322][bookmark: _Toc221887066]5.4.3	Potential security requirements
The 5GS shall provide mechanisms to detect and mitigate QoSA in NR Femto edge computing services.

[bookmark: _Toc211855323][bookmark: _Toc221887067]5.5	Key Issue #5: Hardware hardening for the NR Femto
[bookmark: _Toc211855324][bookmark: _Toc221887068]5.5.1	Key issue details
Some commercial Femto nodes lack essential hardware hardening, e.g., disabling the debug interfaces, thus allowing an attacker to gain direct local access to the Femto nodes and perform further exploitation. 
Common debug interfaces include the Universal Asynchronous Receiver-Transmitter (UART), which allows serial communication with the device, and the Joint Test Action Group (JTAG) interface, which enables low-level hardware debugging and control. 
For example, using those debug interfaces, the researchers were able to extract the contents of the flash memory of the femtocell to obtain the firmware image, unpack the firmware file system, and manually identify and extract embedded credentials.
[bookmark: _Toc211855325][bookmark: _Toc221887069]5.5.2	Security threats
Without hardware hardening, such as disabling debug interfaces, an attacker could gain direct access to NR Femto nodes to perform further exploitation, such as extracting embedded credentials. 
If any hardware tampering of NR Femto devices gets un-detected by the 5GS, it can expose many threats including eavesdropping, breach of confidentiality, integrity, DoS, etc., enabling various attacks towards the 5GC and UEs.
[bookmark: _Toc211855326][bookmark: _Toc221887070]5.5.3	Potential security requirements
NR Femto nodes shall harden the hardware platform, including protecting the debug interfaces with strong authentication and authorization, and/or disabling the debug interfaces in commercial deployment. 
[bookmark: _Toc211855327][bookmark: _Toc221887071]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc162531271][bookmark: _Toc106618432][bookmark: _Toc211855328][bookmark: _Toc49376113][bookmark: _Toc48930864][bookmark: _Toc513475448][bookmark: _Toc56501566][bookmark: _Toc95076613][bookmark: _Toc221887072]5.X.1	Key issue details
[bookmark: _Toc106618433][bookmark: _Toc211855329][bookmark: _Toc48930865][bookmark: _Toc95076614][bookmark: _Toc49376114][bookmark: _Toc162531272][bookmark: _Toc513475449][bookmark: _Toc56501567][bookmark: _Toc221887073]5.X.2	Security threats
[bookmark: _Toc513475450][bookmark: _Toc56501568][bookmark: _Toc95076615][bookmark: _Toc211855330][bookmark: _Toc48930866][bookmark: _Toc106618434][bookmark: _Toc49376115][bookmark: _Toc162531273][bookmark: _Toc221887074]5.X.3	Potential security requirements
[bookmark: _Toc106618435][bookmark: _Toc211855331][bookmark: _Toc162531274][bookmark: _Toc95076616][bookmark: _Toc221887075]6	Solutions
[bookmark: _Toc211855332][bookmark: _Toc162531275][bookmark: _Toc221887076]6.1	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#3
	KI#4
	KI#5

	1
	X
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	7
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	8
	X
	
	
	
	

	9
	X
	X
	
	
	

	10
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[bookmark: _Toc211855333][bookmark: _Toc106618436][bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc56501632][bookmark: _Toc162531276][bookmark: _Toc95076617][bookmark: _Toc49376118][bookmark: _Toc221887077]6.2	Solution #1: Security detection of misconfigured 5G NR Femto node 
[bookmark: _Toc211855334][bookmark: _Toc221887078]6.2.1	Introduction
This solution addresses the requirements of KI #1 and KI #5. 
It is proposed to enhance the 5G NR Femto node to support to report itself configuration information for security detection and monitoring to the security management function which is a part of the 5G NR Femto MS. 
It is proposed to enhance the 5G NR Femto MS to support the security management function which configure the configuration information collection type to the 5G NR Femto node through the security connection of management plane, and then receives the configuration information from the 5G NR Femto node and perform the security detection and monitoring based on operator’s policy.
[bookmark: _Toc211855335][bookmark: _Toc221887079]6.2.2	Solution details
[bookmark: _Toc202454432][bookmark: _Toc221887080]6.2.2.1	Security procedure for security detection of NR Femto node
The security procedure for security detection of 5G NR Femto node are further depicted in Figure 6.2.2.1-1.
[image: ]
Figure 6.2.2.1-1: Security procedure for security detection of 5G NR Femto node
0a. The 5G NR Femto node and Security gateway has established a secure connection of management plane with the Security Management function respectively.
NOTE 1:	The Security Management function is apart of the 5G NR Femto node MS.
0b. The 5G NR Femto node has established IPSec tunnels with the Security gateway.
1. The Security Management function configures the 5G NR Femto node for security data collection for detection of the misconfigured 5G NR Femto node according to the operator’s policy, e.g. the type and frequency of configuration information collection.
2. The 5G NR Femto node collect and report itself configuration information for security detection and monitoring to the Security Management function. The transmission of configuration information are protected by the security connection of management plane. 
NOTE 2:	The collected typical configuration information can be running processes, secure password configurations, open ports and services, user permissions, and so on.
3. The Security Management function perform the security detection and monitoring based on the configuration information collected from the 5G NR Femto node.
NOTE 3:	Detail methods of security detection are not specified in this document. Operators can assess the security risks of current Femto node by checking their configuration status, and then implement corresponding security hardening to prevent the potential attacks on Femto node.
[bookmark: _Toc211855336][bookmark: _Toc221887081]6.2.2.2	Recommended configuration information for detection
Based on typical attack threats targeting the NR Femto node, the table 6.2.2.2-1 lists the recommended configuration information to be collected for security detection and monitoring from the NR Femto node.
[bookmark: MCCQCTEMPBM_00000030]Table 6.2.2.2-1: Recommended configuration information for detection
	Configuration information for security detection 
	Descriptions

	Password Configuration
	- Check whether the configuration of password length and complexity meet the requirements, including password for Web login service and SSH login service.

	Remote Login Configuration
	- Check whether a limit on failed login attempts is configured.
- Check whether remote login through the root user is restricted.

	Remote Maintenance Configuration
	- Check whether the Telnet service is disabled for remote maintenance.
- Check whether the SSH service is configured to used for remote maintenance.

	User Permissions Configuration
	- Check whether the system user is configured with minimal privileges.
- Check whether muti-account groups are configured and assigned different privileges.
- Check if any abnormal system users exist, e.g. based on pre-configured list.

	Running Processes Configuration
	- Check if any abnormal system processes exist.

	Open Ports Configuration
	- Check whether only the ports required for NR Femto services are open, e.g. the ports related to N2/N3/N4/N9 interface services, OAM service, IPSec service, clock service, based on pre-configured list.

	Software Integrity configuration
	- Check whether the software of the NR Femto has been modified based on the hash value of the software.

	NOTE:  In addition to the above, the types of configuration information required for security detection and monitoring can be extended in accordance with the operator’s policy.


[bookmark: _Toc221887082]6.2.3	Evaluation
This solution addresses the requirements of KI #1 and KI #5 by enhancing the 5G NR Femto and 5G NR Femto Management System as defined in TS 33.545 [3] to support the detection and of misconfigured 5G NR Femto nodes. 
This solution includes steps for configuring configuration information collection policies, collecting configuration information, and performing security detection and monitoring, which can mitigate security risks arising from misconfigured 5G NR Femto nodes and enable the prompt implementation of security hardening to guard against potential attack threats.
This solution also provides recommendations for collecting configuration information for detection of misconfigured 5G NR Femto nodes.
Editor’s Note:  Evaluation is FFS.

[bookmark: _Toc221887083]6.3	Solution #2: Security for detection of misconfigured/compromised NR Femto
[bookmark: _Toc221887084]6.3.1	Introduction
A misconfigured or compromised NR Femto device with valid credentials and subscription to connect to the SeGW can pose various threats on the UEs as well as on the operator’s network. NR Femto nodes are expected to comply with location restrictions. Residential or enterprise Femto nodes are allowed to cover a limited geographical region within an area which is known and can be verified by the core network. Attacker in possession of a misconfigured or compromised NR Femto is likely to use it at locations which are different from what the NR Femto node is registered for. If attackers are prohibited from using such compromised NR Femto nodes in any other location, risks against all attacks from compromised NR Femto nodes can be mitigated. 
This solution proposes to use location verification methods as described in clause 5.4.1 of TS 33.545 [3] to detect misconfigured location information or a compromised NR Femto which has moved to an un-expected location, and there by detection ofcompromised femto devices and eliminate associated risks. Also, this solution proposes to give higher precedence to location verification methods which cannot be controlled or tampered by compromised NR Femtos.
NR Femto nodes are expected to be at a fixed location as specified in TS 33.545. 
[bookmark: _Toc221887085]6.3.2	Solution details
Following steps are followed:
· Following information about a valid registered NR Femto can be stored in UDM:
· NR Femto's geographic location information
· NR Femto's neighboring cell IDs, PCI, etc.
· NR Femto's neighboring cell locations
· After successful authentication and NAS security context establishment via NR Femtocell, UE can include its location in a NAS message sent to the AMF. Also, NR Femto ID, CAG list received from NR Femto and access mode of the NR Femtocell can be included by the UE in this message.
· Alternatively, AMF can obtain UE’s location information from LMF.
· AMF can also request UE to provide neighbour cell measurements to obtain details about neighbouring cells including neighbouring cell IDs, PCI, etc.
· AMF OR AUSF can perform following checks with inputs from NR Femto details stored in the UDM:
· Check if UE location is within expected geographical coverage area of NR Femto
· Check NR Femto location using neighbouring cells locations
· Verify the NR Femto's configured Access Mode and supported CAG list
· Perform IP based, SeGW based location verification
· IF any of the checks fail to validate that the NR Femto node is in the same location where it is supposed to be, following steps are performed:
· At SeGW, delete any IPSec tunnel existing with the NR Femto node, and revoke the Femto node’s certificate.
· Any NG_SETUP_REQUEST from the NR Femto is rejected with cause = un-authorized NR Femto
· Instruct neighbouring cells to reject any Handover requests to/from the NR Femtocells hosted by the NR Femto node.
· Inform UEs connecting via the NR Femtocells associated with this NR Femto node to remove the cells from cell selection criteria.



Neighbouring Cells
Neighbouring Cells
NR Femto
AMF
UE
UE
LMF
AUSF

0. Mapping between Femto ID and NR Femto’s expected location, coverage radius, neighbouring cell IDs, neighbouring cell PCIs, supported CAG List, etc. details for each legally deployed NR Femto


1. NG_SETUP Request
(Include: Femto ID, supported CAG List, Location)


2. AMF/AUSF Retrieves from UDM/UDR, NR Femto’s details mapped to the Femto ID received in NG_SETUP request.


3. Check 1: AMF/AUSF Checks NR Femto’s location and supported CAG IDs information

4. Obtain Neighbouring Cell information: Cell IDs, PCIs, location

5. Check 2: AMF/AUSF Checks neighbouring cell information (IDs, PCIs, locations)


6. Check 3: Perform IP based and SeGW based location verification

7. NG_SETUP Response
(Success IF Check 1 AND Check 2 AND Check 3 successful;
Else : Reject with cause = unauthorized NR Femto)



8. One or more UEs successfully establish NAS security context via the NR Femto

9. Obtain UEs’ locations over secure NAS connection
Option 1: By requesting UE to provide this information
Option 2: By using information available from LMF of the serving network


10. Check 4: AMF/AUSF Checks if UE’s location is within expected coverage radius


11. Check 5: Optionally, AMF/AUSF performs IP based and SeGW based location verification

12. IF Check 4 and (optional) Check 5 successful: Obtain neighbouring cell information from UEs over secure NAS Connection


13. Check 6: Verify neighbouring cell IDs, locations, PCI values

14. IF any of checks 4, 5 or 6 FAIL, Send unauthorized NR Femto cell IDs information to UEs over secure NAS connection


15. IF any of checks 4, 5 or 6 FAIL, Send unauthorized NR Femto cell ID information to neighbouring cells to avoid HOs to and from these cells



[bookmark: _Ref213433333]Figure 6.3.2- 1: Detailed steps for detecting compromised NR Femto
As illustrated in Figure 6.3.2 -1:
· During NG SETUP procedure, the NR Femto location is verified in Checks 1, 2 and 3.
· In Check 1, additionally, the supported CAG ID information is also verified.
· If any of the checks 1, 2 or 3 fail, the NG SETUP is rejected (in Step 7) with cause un-authorized NR Femto. This is a mitigation step to ensure that compromised NR Femtos cannot connect to the 5GC.
· After one or more UEs establish secure NAS connection with AMF, UEs’ location can be retrieved (Step 9).
· In Check 4 (Step 10), AMF/AUSF can check if the UE’s location is within the coverage radius as per that NR Femto’s expected location. Since this information is exchanged over secure NAS connection, even a compromised NR Femto cannot tamper with this. Also, more than one UE’s locations can be checked before concluding that the NR Femto is compromised.
· Check 5 is optional and repetition of Check 3. However, this can provide additional location verification when any UE is connected over secure NAS.
· In Check 6, neighbouring cell information (IDs, PCIs, locations) are also verified based on information obtained from the UEs. Even this check can be performed for multiple UEs before concluding that the NR Femto is compromised.
· Steps 14 and 15 can help mitigating the risks from compromised NR Femto, if any of the checks 4, 5 or 6 fail the verification.
· UEs can stop selecting the NR Femto cells upon receiving the information in Step 14.
NOTE:	the above step needs to be done with existing signalling as the study in this specification does not affect the ME.
· Neighbouring cells can block all handovers to and from the cells hosted by compromised NR Femto.
[bookmark: _Toc221887086]6.3.3	Evaluation
This solution has the following limitations:
· This solution applies only to a compromised Femto that has moved its location. A compromised NR Femto that has not moved its location cannot be detected by this solution. 
· The locations of multiple UEs can be checked before confirming that the NR Femto is compromised. Verifying the location of a single UE may not be sufficient. 

[bookmark: _Toc211855337][bookmark: _Toc221887087]6.4	Solution #3: Enhance SeGW to support security protection for N4 interface
[bookmark: _Toc211855338][bookmark: _Toc221887088]6.4.1	Introduction
This solution addresses key issue #2. Considering the locally deployed UPF is located outside the operator’s security domain and interact with core network through N4 interface, which leads to the exposure threats to the core network, this solution propose to enhance the Security Gateway as defined in TS 33.545 [3] to prevent core network against the attacks through N4 interface. Locally deployed UPF shall securely communicate with SMF via SeGW in front of 5GC over N4 interface. All N4 related input/output traffic over the trust boundary should be delegated and protected by Security Gateway.
[bookmark: _Toc211855339][bookmark: _Toc221887089]6.4.2	Solution details
[bookmark: _Toc211855340][bookmark: _Toc193730700][bookmark: _Toc221887090]6.4.2.1	Security architecture
The security aspect enhancements to system architecture of clause 4.1 in TS 33.545 [3] for security protection for N4 interface are further depicted in Figure 6.4.2.1-1.
[bookmark: _MCCTEMPBM_CRPT40840002___2]UE

NR Femto

SeGW

Insecure link

Operator’s security domain(s)

NR Femto GW

NR Femto MS

NR Femto MS

SMF / AUSF / UPF / UDM

UPF

Figure 6.4.2.1-1: Enhancement for security architecture of NR Femto
Security protections provided by the Security Gateway for the traffic through N4 interface between locally deployed UPF and SMF deployed in core network over the trust boundary can be categorized in the following way:
- Topology information hiding of the core network;
- Signalling message filtration;
- Security protection between the locally deployed UPF and the Security Gateway;
- Access control etc.
NOTE:	It is assume that NR Femto GW is integrated with SeGW in this solution. Whether the above N4 security protection function is provide by NR Femto GW or SeGW is left to implementation.
[bookmark: _Toc211855341][bookmark: _Toc221887091]6.4.2.2	Topology hiding
The core network topology shall not be directly exposed to the locally deployed UPF through N4 interface.
The SeGW hide the 5GC topology so that the core network entity address information (such as IP addresses of SMF etc.) are not inadvertently exposed to the locally deployed UPF.
[bookmark: _Toc211855342][bookmark: _Toc221887092]6.4.2.3	Signalling message filtration
The Security Gateway supports to discard malformed signalling messages sent from the locally deployed UPF through N4 interface over the trust boundary according to 3GPP specifications.
The Security Gateway supports to block messages with wrong NF types sent from the locally deployed UPF through N4 interface over the trust boundary according to 3GPP specifications.
The Security Gateway supports the rate-limiting functionalities to defend itself and core network NFs against excessive or overload signalling messages of N4 interface. 
[bookmark: _Toc211855343][bookmark: _Toc221887093]6.4.2.4	Security protection
Security requirements and functions as defined in clause 4.2.1.7 of TS 33.545 [3] can provide the mutual authentication and transport protection between the locally deployed UPF and the Security Gateway.
[bookmark: _Toc211855344][bookmark: _Toc221887094]6.4.2.5	Access control
The Security Gateway supports the access control mechanism for the locally deployed UPF accessing the SMF deployed in core network, e.g. configure the access control list.
[bookmark: _Toc211855345][bookmark: _Toc221887095]6.4.3	Evaluation
This solution addresses the requirements of KI #2 by enhancing the SeGW in architecture of NR Femto to provide security protection for N4 interface between the locally UPF and core network, including topology hiding, signalling message filtration, security protection for traffics over N4, access control.
It is assumed that NR Femto GW is integrated with SeGW in this solution. Whether the above N4 security protection function is provided by NR Femto GW or SeGW is left to implementation.

[bookmark: _Toc221887096]6.5	Solution #4: Security of local UPF
[bookmark: _Toc221887097]6.5.1	Introduction
This solution proposes the following:
· Perform additional verification of  parameters when UE attempts to setup PDU session or sends service requests to local UPF.
· Use either NATing OR Femto Gateway to hide network topology from local UPF
[bookmark: _Toc221887098]6.5.2	Solution details
When UE attempts PDU session establishment or sends service request to local UPF, following additional steps are followed for additional verification:
· 5GC performs additional verfication for local UPF by:
· Verifying that the gNB ID maps to NR Femto node
· Verifying that the local UPF ID maps to the NR Femto node
· Verify that the UE has required subscription to access the local UPF
· Performs optional secondary authentication
· If the above additional verification succeeds:
· 5GC provides local UPF related configurations to NR Femto node, including routing and security information to enable local UPF connectivity with SMF (over N4 interface). 
· Security configuration must ensure that the local UPF connects to 5GC via SeGW and relevant local UPF specific certificates can also be provided. Separate certificates for local UPF can also enable independent security associations being created with the SeGW.
· The routing related configuration is made such that either a NATing or an interface via NR Femto Gateway is used by local UPF to hide the topology of 5GC.
· If the additional verification fails, 5GC informs the UE and ensure that UE is not able to use local UPF. Also, 5GC may take any relevant risk mitigation actions depending on the reasons for the additional verification failures.
Figure 6.5.2-1 illustrates the overall message sequence indicating the steps as described above. Similar verifications can be done for scenario when UE initiates service request.



2. Initial UE (Including NAS PDU establishment from UE)
5GC
Femto
Local UPF
UE
1. PDU Session establishment (including Femto indicator, Femto ID, Secondary Auth Indication)


3. 5GC verifies the Femto ID and local UPF ID mapping, ensure UE has required subscription to access local UPF, perform optional secondary authentication for local UPF.

4a. If successful verifications, and if optional secondary authentication for local UPF succeeds, send local UPF related security configurations including topology hiding configurations to Femto.


4b. Apply security configurations

5a. If verifications or secondary authentication fails, reject PDU session establishment




[bookmark: _Ref220951003]


Figure 6.5.2-1: High level message sequence
[bookmark: _Toc221887099]6.5.3	Evaluation
This solution addresses Key Issue #2: “Security and privacy aspect for local access”. 
The solution addresses the following: 
· With additional verification of parameters, this solution provides stricter checks to enhance security of local access services for NR Femto. This caters to the potential security requirement #1 in key issue #2, to provide secure local access services for NR Femto.
· Configuration of either NATing or using Femto Gateway provides topology hiding from the local UPF. This caters to the potential security requirement#2 in key issue #2, to hide the 5GS core network topology from the locally deployed UPF.
Editor’s Note: Further details and evaluation are FFS.

[bookmark: _Toc211855346][bookmark: _Toc221887100]6.6	Solution #5: Security protection for NR Femto MS
[bookmark: _Toc211855347][bookmark: _Toc221887101]6.6.1	Introduction
This solution addresses the KI #3: security protection for NR Femto MS. It is propose to enhance the security architecture and requirements of NR Femto which is defined in clause 4.1 of TS 33.545 [3] as the follow aspects:
- Provide deployment recommendations for NR Femto MS in the 5GS from a security perspective.
- Enhance the SeGW to support the topology hiding between the NR Femto and the NR Femto MS, when the NR Femto MS is located inside the operator’s network.
[bookmark: _Toc211855348][bookmark: _Toc221887102]6.6.2	Solution details
[bookmark: _Toc193730720][bookmark: _Toc211855349][bookmark: _Toc221887103]6.6.2.1	Enhancement for security architecture of NR Femto
The security aspect enhancements to system architecture of NR Femto for security purpose are further depicted in Figure 6.6.2.1-1.
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Figure 6.6.2.1-1: Enhancement for security architecture of NR Femto
Consider the NR Femto MS may be subjected to attacks when it located outside the operator’s network, such as DDoS and Vulnerability exploitation, as it directly connect to a compromised NR Femto and is exposed to public internet. It is mandate to deploy the NR Femto MS server inside the operator's network and connect to the NR Femto device via SeGW from a security perspective.
[bookmark: _Toc211855350][bookmark: _Toc221887104]6.6.2.1	Topology hiding between the NR Femto and the NR Femto MS 
The NR Femto Management System server topology shall not be directly exposed to the NR Femto.
When the NR Femto MS server located inside the operator’s network, the SeGW hide the NR Femto Management System server topology so that the NR Femto Management System server address information (such as IP addresses and port etc.) are not inadvertently exposed to the NR Femto.
NOTE:	It is assume that NR Femto GW is integrated with SeGW in this solution. Whether the topology hiding function is provide by NR Femto GW or SeGW is left to implementation.
[bookmark: _Toc211855351][bookmark: _Toc221887105]6.6.3	Evaluation
This solution addresses the requirements of KI#3 i.e. provide deployment recommendations for NR Femto MS in the 5GS from a security perspective, support the topology hiding between the NR Femto and the NR Femto MS.
This solution proposes to enhance the security Architecture of NR Femto as defined in clause 4.1 of TS 33.545 [3] by mandating to deploy the NR Femto MS server inside the operator’s network and connect to the NR Femto device via SeGW. 
This solution relies on the enhancement of the SeGW or NR Femto GW in architecture of NR Femto to support the topology hiding between the NR Femto and the NR Femto MS, when the NR Femto MS server located inside the operator’s network. It is assumed that NR Femto GW is integrated with SeGW in this solution. Whether the topology hiding function is provide by NR Femto GW or SeGW is left to implementation.

[bookmark: _Toc211855352][bookmark: _Toc221887106]6.7	Solution #6: Enhance SeGW to support QoSA mitigation
[bookmark: _Toc221887107]6.7.1	Introduction
This solution addresses the KI#4: mitigation of QoSA in edge computing. It is proposed to enhance the NR Femto security architecture in follow aspects:
- Enhance the SeGW to perform N4 Session Report monitoring and report the QoS attack to the SMF.
- Enhance the SMF to support the edge relocation after receiving the QoSA alert.
[bookmark: _Toc221887108]6.7.2	Solution details
The security procedure for QoSA mitigation is further depicted in Figure 6.7.2-1. It is assumed that NR Femto GW is integrated with SeGW in this solution.


Figure 6.7.2-1: Security procedure for QoSA mitigation
1. After or during the establishment of the PDU session, the SMF sends QoSA Report Notify to the SeGW.
2. There is downlink and uplink data transfer between UE and local sites UPF.
3. The local sites UPF sends QoS Monitoring Report to the SMF via SeGW.
4. The SeGW determines whether there is a QoS attack based on the reporting frequency of QoS Monitoring report from local sites UPF.
5. If the SeGW determines there is a QoS attack, the SeGW can authenticates the abnormal local sites UPF.
6. If the SeGW determines there is a QoS attack, the SeGW sends QoSA Report to the SMF. The QoSA report includes the ID of the abnormal local sites UPF, the QoS Monitoring reporting frequency of the local sites UPF and the frequency threshold the SeGW determining there is a QoS attack.
7. After receiving the QoSA Report, the SMF performs edge relocation, select another local sites UPF.
[bookmark: _Toc221887109]6.7.3	Evaluation
This solution addresses the requirements of KI #4 by enhancing the SeGW in architecture of NR Femto to provide QoSA mitigation for N4 interface between the locally sites UPF and the SMF in the core network. It is assumed that NR Femto GW is integrated with SeGW in this solution.
This solution impacts the following:
-	SeGW: The SeGW needs to be enhanced to perform N4 Session Report monitoring and report the QoS attack to the SMF in the core network.
-	SMF: The SMF needs to be enhanced to perform edge relocation after receiving the QoSA alert.
Editor’s Note: Evaluation is FFS.

[bookmark: _Toc221887110]6.8	Solution #7: Detection and reporting hardware tampering of NR Femto devices
[bookmark: _Toc221887111]6.8.1	Introduction
This solution proposes the following:
· Including a tampering detection module inside the Trusted Environment (TrE) of NR Femto device. 
· This module can be implemented as part of TrE defined in TS 33.320[4] clause 5.1.2. NOTE that as per clause 5.1 from TS 33.545 [3], clauses 5 to 11 from TS 33.320 [4] are reused in principle by replacing H(e)NB with NR Femto.
· This tampering detection module can contain the following:
· Sensors to detect opening of the femto hardware.
· Sensors to detect insertion of cable in any physical interfaces on the hardware, e.g. JTAG interface.
· An IoT module which can communicate with the operator’s network when any of the sensors detect attempts to tamper with the device hardware.
· Hash computing functions for binaries and configuration files.
· Enhanced POST (power on self test) which can detect any additional cables inserted when the device is powered on, or any other changes in the hardware.
· If any of the sensors detect an attempt to tamper with the deployed femto hardware, the IoT module can connect with the operator’s network to report such events.
· If the operator’s network suspects any tampering of the femto device, 5GC can query the tampering detection module to compute the hash values of executable binaries and configuration files and report this to the 5GC via secure NAS connection established using the IoT module.
· If the reported hash values do not match with the hash values of the last installed software, a software tampering can be detected by 5GC.
· In some implementations, operators may also run these queries at periodic or random intervals to help operators identify any suspicious software tampering of femto devices.
· POST results can also be included in the reports.
· If 5GC has detected that a femto device is tampered, it can automatically shut down the device, and move it out of operational status to ensure that UEs are not impacted.
· In some implementations, 5GC can also inform neighbouring Base-Stations about detected compromised Femto node to ensure that handovers with the cells hosted by the compromised femto are not allowed.
[bookmark: _Toc221887112]6.8.2	Solution details


Femto Node

5GC
Neighboring BS
Tampering detection module (IoT enabled)
Attacker

1. Configure maintenance windows and binary hash value computation periodicity

2a. Open the femto HW outside maintenance window

2b. Connect JTAG or UART cable or make HW changes


3. Detect attempts to connect JTAG or UART cables or make HW changes


4b. IoT module in TrE establishes secure NAS connection with 5GC.


4a. Generate report including POST and hash computations

5. Send tampering attempt detection report to 5GC 
over secure NAS connection.



6. 5GC informs neighboring BSs about detected tampered femto node(s) to dis-allow handovers.


7. Trigger shut-down of femto node, and, move out of operational status.








[bookmark: _Ref220931192]Figure 6.8.2 1: Steps followed for femto node tampering detection and reporting
Figure 6.8.2 1 illustrates the high level steps followed.
Step 1: Operators can configure maintenance windows if some hardware maintenance is required for femto nodes. Also, periodicity of reporting the hash value computations for the binaries and configuration files being used by the device can be configured by operators. In some implementations, operators may also chose to send queries at random intervals, to the deployed Femto devices to report these hash values.
Steps 2a and 2b: The message sequence shows an attacker opening the femto device hardware outside the maintenance window, and either connecting JTAG/UART cables or modifying the hardware. 
Step 3: The tampering detection module installed in TrE of Femto nodes detects any such attempts using sensors.
Steps 4a and 4b: Using IoT, the tampering detection module establishes secure NAS connection with the 5GC, and generates a tampering report. In some implementations, an emergency reporting may also be used which would not require a secure connection, however, this could reduce the security of the report being sent.
Step 5: The tampering detection module sends tampering attempt detection information with the report to 5GC.
Step 6: 5GC informs neighbouring BSs about this to ensure that no handovers to and from the cells hosted by the tampered femto node are allowed.
Step 7: 5GC can also shut-down the femto node and make its operational status as disabled to ensure that no UEs can connect to this node. 
[bookmark: _Toc221887113]6.8.3	Evaluation
This solution proposes addition of a tampering detection module in the TrE. Such a module can detect hardware or software tampering using sensors, enhanced POST and computing the hash values of the executable binaries and configuration files. This solution addresses key issue #1.

[bookmark: _Toc207612834][bookmark: _Toc221887114]6.9	Solution #8: Security protection for N2 interface for NR Femto
[bookmark: _Toc207612835][bookmark: _Toc221887115]6.9.1	Introduction
This solution addresses the requirements of key issue #1. 
A misconfigured or compromised NR Femto device with valid credentials and subscription to connect to the SeGW can pose various threats including abnormal traffics, abnormal signalling messages, denial of service attacks to the NR Femto MS and the core network.
This solution propose to enhance the Security Gateway or NR Femto Gateway as defined in TS 33.545 [3] to prevent core network against the attacks through N2 interface, i.e. NG-C interface. 5G NR Femto securely communicate with AMF via Security Gateway or NR Femto Gateway in front of 5GC over N2 interface. All N2 related input/output traffic over the trust boundary should be delegated and protected by Security Gateway or NR Femto Gateway.
[bookmark: _Toc207612836][bookmark: _Toc221887116]6.9.2	Solution details
[bookmark: _Toc221887117]6.9.2.1	Security architecture
The security aspect enhancements to system architecture of clause 4.1 in TS 33.545 [3] for security protection for N2 interface are further depicted in Figure 6.9.2.1-1.
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Figure 6.9.2.1-1: Enhancement for security architecture of NR Femto
In addition to security requirements for N2 interface as defined in TS 33.545 [3], security protections provided by the Security Gateway or NR Femto Gateway for the traffic through N2 interface between 5G NR Femto and AMF deployed in core network over the trust boundary also can be included in the following way:
- Signalling message filtration;
- Access control etc.
NOTE: Security protection function for N2 interface can be implemented by Security Gateway or NR Femto Gateway (if deployed).
[bookmark: _Toc221887118]6.9.2.2	Signalling message filtration
The Security Gateway or NR Femto Gateway supports to discard malformed signalling messages sent from the 5G NR Femto nodes through N2 interface over the trust boundary according to 3GPP specifications.
The Security Gateway or NR Femto Gateway supports to block messages with wrong NF types sent from the 5G NR Femto nodes through N2 interface over the trust boundary according to 3GPP specifications.
The Security Gateway or NR Femto Gateway supports the rate-limiting functionalities to defend itself and core network NFs against excessive or overload signalling messages of N2 interface. 
[bookmark: _Toc221887119]6.9.2.3	Access control
The Security Gateway or NR Femto Gateway supports the access control mechanism for the 5G NR Femto nodes accessing the AMF deployed in core network, e.g. configure the access control list.
[bookmark: _Toc207612837][bookmark: _Toc221887120]6.9.3	Evaluation
In order to eliminate risks associated with compromised NR Femto nodes, e.g., preventing the abnormal traffic or signalling threats, this solution addresses the requirements of KI #1 by enhancing the Securtiy Gateway or NR Femto Gateway in the architecture of NR Femto to provide enhanced security protection for the N2 interface between the NR Femto nodes and the core network, including signalling message filtration and access control.
The security protection function for the N2 interface can be implemented by Security Gateway or NR Femto Gateway (if deployed) in this solution.

[bookmark: _Toc221887121]6.10	Solution #9: Security protection for N3 and N9 interface for NR Femto system
[bookmark: _Toc221887122]6.10.1	Introduction
This solution addresses the requirements of key issue #1 and key issue #2. 
This solution propose to enhance the Security Gateway as defined in TS 33.545 [3] to prevent core network against the attacks through N3 and N9 (if local UPF co-located) interface. 
5G NR Femto securely communicate with the UPF deployed in core network via Security Gateway in front of 5GC over N3 interface. All N3 related input/output traffic over the trust boundary should be delegated and protected by Security Gateway.
Locally deployed UPF securely communicate with the UPF deployed in core network via SeGW in front of 5GC over N9 interface. All N9 related input/output traffic over the trust boundary should be delegated and protected by Security Gateway.
NOTE:	Security protection for N3 interface between the NR Femto nodes and the Locally deployed UPF are not addressed in this solution.
[bookmark: _Toc221887123]6.10.2	Solution details
[bookmark: _Toc221887124]6.10.2.1	Security architecture
The security aspect enhancements to system architecture of clause 4.1 in TS 33.545 [3] for security protection for N3 and N9 interface are further depicted in Figure 6.9.2.1-1.
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SMF / AUSF / UPF / UDM

UPF

Figure 6.10.2.1-1: Enhancement for security architecture of NR Femto
The security protections provided by the Security Gateway for the traffic via the N3 interface (between 5G NR Femto nodes and the UPF deployed in the core network across the trust boundary) and the N9 interface (between the locally deployed UPF and the UPF deployed in the core network across the trust boundary) can be categorized in the following way:
- Topology information hiding of the core network;
- abnormal traffics filtration;
- Access control etc.
NOTE: Security protection function for N3 and N9 interface can be implemented by Security Gateway or NR Femto Gateway (if deployed).
[bookmark: _Toc221887125]6.10.2.2	Topology hiding
The topology hiding function for N3 interface as defined in clause 5.7 of TS 33.545 [3] can be reused.
The core network topology shall not be directly exposed to the locally deployed UPF through N9 interface.
The Security Gateway hide the 5GC topology so that the core network entity address information (such as IP addresses of UPF etc.) are not inadvertently exposed to the locally deployed UPF.
[bookmark: _Toc221887126]6.10.2.3	Abnormal traffics filtration
The Security Gateway supports to discard malformed GTP-U protocol traffics and non-GTU-U protocol traffics sent from the 5G NR Femto nodes through N3 interface over the trust boundary according to 3GPP specifications.
The Security Gateway supports to discard malformed GTP-U protocol traffics and non-GTU-U protocol traffics sent from the Locally deployed UPF through N9 interface over the trust boundary according to 3GPP specifications.
The Security Gateway supports to block messages with wrong NF types sent from the 5G NR Femto nodes through N3 interface over the trust boundary according to 3GPP specifications.
The Security Gateway supports to block messages with wrong NF types sent from the Locally deployed UPF through N9 interface over the trust boundary according to 3GPP specifications.
The Security Gateway supports the rate-limiting functionalities to defend itself and core network NFs against excessive or overload traffics of N3 and N9 interface. 
[bookmark: _Toc221887127]6.10.2.4	Access control
The Security Gateway supports the access control mechanism for the 5G NR Femto nodes accessing the UPF deployed in core network, e.g. configure the access control list.
The Security Gateway supports the access control mechanism for the Locally deployed UPF accessing the UPF deployed in core network, e.g. configure the access control list.
[bookmark: _Toc221887128]6.10.3	Evaluation
In order to eliminate risks associated with compromised NR Femto nodes, e.g., preventing the abnormal traffic or signalling threats, this solution addresses the requirements of KI #1 by enhancing the Securtiy Gateway in the architecture of NR Femto to provide enhanced security protection for the N3 interface between the NR Femto nodes and the core network, including abnormal traffics filtration and access control.
This solution addresses the requirements of KI #2 by enhancing the Security Gateway in architecture of NR Femto to provide security protection for N9 interface between the locally deployed UPF and core network, including topology hiding, abnormal traffics filtration and access control.
Security protection function for N3 and N9 interface can be implemented by Security Gateway or NR Femto Gateway (if deployed).
Security protection for N3 interface between the NR Femto nodes and the Locally deployed UPF are not addressed in this solution.

[bookmark: _Toc221887129]6.11	Solution #10: Mitigation of risks against QoS based attacks in edge computing
[bookmark: _Toc221887130]6.11.1	Introduction
As described in the key issue#4, QoS based attacks can be launched from a set of compromised UEs or UPFs. This solution proposes detection and mitigation of risks against QoS attacks from:
· compromised local UPFs connected via femto devices
· the core network can configure QoS monitoring reporting interval on local UPFs connected via femto nodes. If a certain local UPF sends more frequent QoS reports, it is likely to be compromised. 
· If a local UPF is detected as compromised, it can be black-listed by 5GC and SMF can re-select the UPF and modify the QoS resources accordingly.
· compromised UEs
· If a UE makes unreasonable demand(s) for the highest QoS even though it has not subscribed for, it can be potentially malicious attempting to launch QoS based attacks.
· Based on statistical data of QoS demands and usage, analytics can be used to detect such attacks. 
[bookmark: _Toc221887131]6.11.2	Solution details
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[bookmark: _Ref220937491]Figure 6.11.2-1: Detecting and mitigating QoS based attacks from local UPF

Figure 6.11.2-1 illustrates the detailed steps proposed by this solution.
Step 1: UE performs registration as per 23.502 Clause 4.2.2.2.2
Step 2: UE establishes PDU session with the network
Step 3: During PDU session establishment in step 2, SMF sends PFCP Session Establishment Request message to UPF over N4 interface.
Step 4: SMF sets following in the Local-UPF
o	QoS Report Trigger
o	Average Packet Delay Threshold
o	Minimum Packet Delay Threshold
o	Maximum Packet Delay Threshold
o	Minimum Waiting Time
Step 5: UPF sends PFCP Session Establishment Response message to SMF indicating QoS triggers are set
Step 6: Local-UPF start sending the QoS Monitor reports to SMF (TS 29.244 8.2.165    QoS Report Trigger)
Step 7: Upon receiving the QoS Report from local-UPF, SMF  checks, what is the periodicity of the QoS Report was set. 
o	If the Reports are as per periodicity, then it is healthy UPF
o	If QoS Reports are not per as per the periodicity set, then Local UPF may be compromised and decides to verify whether Local UPF is able to follow the different periodicity, and characteristics set the SMF while sending the reports.         
In case UPF has set QoS Report Trigger = "immediate" & if there are too many QoS Monitoring reports then SMF decides to cross check the legitimacy Local UPF by setting QoS Report Trigger= "Periodic ". This is a new trigger to send the PFCP Association Modification Request
Step 8: SMF sends PFCP Session Modification Request message including QoS Trigger = Periodic to UPF to change the QoS report trigger condition
Step 9: UPF sends PFCP Session Modification Response message to SMF indicating new the QoS report trigger condition has been configured
Step 10: SMF is expecting QoS Monitoring reports periodically. In case Local UPF start sending the QoS Monitoring Report as & when it wants then SMF may watch the behavior of the QoS Report for certain duration. If the behavior of Local UPF continues, SMF may declare Local UPF as compromised
Step 11: SMF may perform modification of QoS monitoring Report for "minimum Waiting Time" parameter to cross check legitimacy of the Local UPF
Step 12: SMF sends PFCP Modification Request message including QoS Trigger = minimum Waiting Time, it means that Local UPF should send the QoS monitoring report at the interval of “minimum Waiting Time”
Step 13: Local UPF sends PFCP Modification Response to SMF
Step 14: SMF is expecting QoS Monitoring reports after "minimum Waiting Time" from Local UPF. In case Local UPF start sending the QoS Monitoring Report as & when it wants then SMF may watch the behavior of local UPF for the QoS monitor Report for certain duration. If the behavior of Local UPF continues to behave or send reports different from what SMF has configured, SMF may declare Local UPF as compromised
Step 15: SMF Informs NWDAF about compromised Local UPF.
Step 16: Stores the status of Local UPF as compromised
Step 17: SMF blacklists the Local UPF So that in future SMF does not select this Local UPF to establish the PFCP session
Step 18: SMF may re-select the UPF and modify the transport resources accordingly. SMF may also inform the management system about the compromised state of Local UPF and re-configure the radio resources/Femto Cells for a different local UPF. This is the new behavior of the SMF
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Figure 6.11.2-2: Mitigation against QoS based attacks from malicious UEs
Steps 1 and 2 are for UE registration and PDU session establishment.
Step 3: Due to malicious intention UE requests better/highest QoS than what it needs.
Step 4: UE sends PDU Session Modification Request message to AMF including Requested QoS rules & Requested QoS flow descriptions. 
Step 5: AMF sends updateSMPolicy Request message to SMF including Requested QoS rules, Requested QoS flow descriptions
Step 6: SMF checks the UE subscription to ensure UE is allowed/enititled for the requested QoS as per subscription and it can provide or not. If UE is requesting better QoS than what is subscribed, then SMF may not provide higher QoS than what it has subscribed for.
Step 7: SMF Notify NWDAF about the UE (and it’s SUPI) demand for better QoS than it has requested for.
Step 8: NWDAF Updates the number of such attempts by the UE and records it’s SUPI
Step 9: SMF sends updateSMPolicy Response message to AMF including Authorized QoS
Step 10: AMF sends PDU Session Modification Response message to UE including Authorized QoS.
Step 11: UE may keep sending PDU modification request for better QoS, even though it has not subscribed for it
Step 12 & 13: Same as step 4 & 5
Step 14: SMF performs the UE analytics as below
1.	How many times has the UE requested for better QoS than what it has subscribed for
2.	Did the network have honored any such Request from the SUPI
3.	Retrieves analytics from NWDAF to any violations in the SLA by SUPI
4.	3.(optionally)retrieves the Subscription data from UDM/UDR
5.	4.(optionally) retrieves the PCF rule from PCF 
6.	5.Based on the last location, check what is the highest QoS granted
7.	5.Is the UE switching the location frequently (which is impossible by means of physical movement)   
8.	Has UE requested always better QoS than what it has subscribed for
Step 15: Based on all the information SMF may conclude that the UE is behaving maliciously and it is QoS Attack by the malicious UE.
Step 16: AMF notifies NWDAF that UE is compromised/Illegal UE
Step 17: NWDAF Updates the UE Legitimacy status = compromised 
Step 18: SMF releases the PDU session for the UE (indicated by the SUPI), this is a new trigger for the SMF to sends the PDU session release request message to UE
Step 19: SMF sends ReleaseSMContext (SUPI) to AMF
Step 20: AMF sends PDU session Release (SUPI, Cause: Illegal UE). UE may include the cause as “not specified” or “unknown”. This ensures UE does not know for what reason PDU session has been released. Since UE is malicious, thus ideally it should not know the reason, otherwise UE may manipulate
Step 21: AMF De-registers the SUPI from the network. This is new trigger for the AMF to send the De-register request message to UE. This is the new trigger for the AMF to deregister the UE from the network
Step 22: AMF sends De-Register Request message to UE (SUPI, Cause: Illegal UE). UE may include the cause as “not specified” or “unknown”.
Editor’s Note: Which NF performs analytics is FFS.
[bookmark: _Toc221887132]6.11.3	Evaluation
This solution addresses key issue#4, for attacks from compromised UPFs as well as malicious UEs.
Editor’s Note: Further evaluation is FFS.

[bookmark: _Toc221887133]6.Y	Solution #Y: <Solution Name>
[bookmark: _Toc211855353][bookmark: _Toc56501633][bookmark: _Toc513475453][bookmark: _Toc106618437][bookmark: _Toc162531277][bookmark: _Toc49376119][bookmark: _Toc48930870][bookmark: _Toc95076618][bookmark: _Toc221887134]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc211855354][bookmark: _Toc162531278][bookmark: _Toc49376120][bookmark: _Toc106618438][bookmark: _Toc48930871][bookmark: _Toc95076619][bookmark: _Toc56501634][bookmark: _Toc513475454][bookmark: _Toc221887135]6.Y.2	Solution details
[bookmark: _Toc95076620][bookmark: _Toc56501636][bookmark: _Toc513475455][bookmark: _Toc106618439][bookmark: _Toc162531279][bookmark: _Toc211855355][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc221887136]6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc211855356][bookmark: _Toc39138089][bookmark: _Toc162531280][bookmark: _Toc101360626][bookmark: _Toc95076621][bookmark: _Toc49376123][bookmark: _Toc56501637][bookmark: _Toc106618440][bookmark: _Toc48930874][bookmark: _Toc513475456][bookmark: _Toc221887137]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
[bookmark: _Toc221887138]7.1	Conclusions to Key Issue #1: Detection of misconfigured/compromised 5G NR Femto devices
It is agreed to consider the following principles for the normative work:
1) For the requirements of detection of misconfigured 5G NR Femto nodes:
-	5G NR Femto supports reporting configuration information for detection and monitoring to the management function in accordance with pre-configured requirements. The Management function is a part of the 5G NR Femto MS. 
NOTE 1:	The types of configuration information reported by 5G NR Femto at least include the configuration information listed in table 6.2.2.3-1 of the present document.
-	The Management function configures the configuration information collection type to the 5G NR Femto nodes based on the operator’ s policies, and then collects the configuration information from the 5G NR Femto nodes and performs detection and monitoring. 
Editor’s Note:  Further conclusions are FFS.

[bookmark: _Toc221887139]7.2	Conclusions to Key Issue #2: Security and privacy aspect for local access
It is agreed to consider the following principles for the normative work:
-	The SeGW is enhanced to provide security protection for N4 interface between the locally UPF and core network, including topology hiding, signaling message filtration, security protection for traffics over N4, access control.
NOTE:	It is assumed that NR Femto GW is integrated with SeGW. Whether the N4 security protection function is provided by NR Femto GW or SeGW is left to implementation.
Editor’s Note:  Further conclusions are FFS.

[bookmark: _Toc221887140]7.3	Conclusions to Key Issue #3: Security protection for the NR Femto MS
It is agreed to consider the following principles for the normative work:
-	NR Femto MS is deployed inside operator’s domain (accessible on the MNO Intranet via security connection) and connect to the NR Femto via SeGW.
-	The SeGW hide the 5G NR Femto Management System server topology so that the 5G NR Femto Management System server address information (such as IP addresses and port etc.) are not inadvertently exposed to the 5G NR Femto nodes. The 5G NR Femto Management System server topology is not directly exposed to the 5G NR Femto nodes.
NOTE:	It is assumed that NR Femto GW is integrated with SeGW. Whether the topology hiding function is provide by NR Femto GW or SeGW is left to implementation.

[bookmark: _Toc221887141]7.4	Conclusions to Key Issue #4: Mitigation of QoSA in edge computing
It is agreed to consider the following principles for the normative work:
-	The SeGW is enhanced to perform N4 Session Report monitoring and report the QoS attack to the SMF in the core network.
-	The SMF is enhanced to perform edge relocation after receiving the QoSA alert.
Editor’s Note: Further conclusions are FFS.
NOTE:	It is assumed that NR Femto GW is integrated with SeGW. Whether the QoSA mitigation mechanism is provided by NR Femto GW or SeGW is left to implementation.
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