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[bookmark: foreword][bookmark: _Toc214873197]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc214873198]
1	Scope
[bookmark: references]The present document investigates the following security enhancement for CAPIF:
· New possible security requirements for new functionalities in CAPIF introduced in TR 23.700-43[4];
· Whether and how to address open security issue specified in TS 23.222[2] during Rel-19 and not yet analysed in TS 33.122[3]. Specifically, it covers the following:
-	Group ID Authorization limited to a UE-deployed API invoker accessing other UEs’ resources of a group;
-	Open Discover Service APIs procedure.
	-	Authorization based on purpose information

[bookmark: _Toc214873199]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[3]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".
[4]	3GPP TR 23.700-43: "Study on CAPIF Phase 4"
[bookmark: definitions][bookmark: _Toc214873200]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc214873201]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc214873202]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc214873203]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc214873204]4	High-level architectures
TS 33.122[3] provides security architecture for CAPIF based on the architecture specified in TS 23.222[2]. The security architecture in TS 33.122 [3] is the baseline of the present document. The procedures of section 8.34 and 8.38 of TS 23.222[2] are the basis for the solutions of this document.
Editor’s note: New possible security aspects introduced by the new functionalities studied in 23.700-43[4] will be considered in this document.

[bookmark: _Toc106092166][bookmark: _Toc214873205]5	Key issues
[bookmark: _Toc106092167][bookmark: _Toc214873206]5.1	Key issue #1: Group Authorization for UE-deployed API invoker accessing other UEs' resources of a group
[bookmark: _Toc106092168][bookmark: _Toc214873207]5.1.1	Key issue details 
The procedure specified in clause 8.34 of TS 23.222 [2] enable a UE-hosted API invoker accessing network-hosted resources owned by other UEs that belong to the same group. According to clause 8.34.2 of TS 23.222 [2], the security aspect of that procedure is left with the following note:
"NOTE:	The security aspects of this procedure are specified in 3GPP TS 33.122 [y]."
To provide security protection for the procedure of UE-deployed API invoker accessing other UEs’ resources of a group, the key issue studies the potential solutions to mitigate potential security threats.
[bookmark: _Toc106092169][bookmark: _Toc214873208]5.1.2	Threats
Without proper authorization mechanism, an unauthorized API invoker can claim membership in a privileged group to access resources of UEs within that group, resulting in information leakage and unauthorized modification to the resources of the resource owner.
[bookmark: _Toc106092170][bookmark: _Toc214873209]5.1.3	Potential security requirements 
The CCF should support authorization of a UE-hosted API invoker accessing resources owned by other UEs that belong to the same group.
[bookmark: _Toc214873210]5.2	Key issue #2: Security for open discover service API
[bookmark: _Toc214873211]5.2.1	Key issue details 
As specified in TS 23.222[2], the requestor which doesn’t register to the CAPIF can discover service API from CCF. There is a NOTE:
NOTE:	The security aspects of this procedure are unspecified in this release of the specification.
The existing security mechanism specified in TS 33.122[3] does not discuss the security aspects of the new feature of open discover service API, which may cause information leakage. This key issue aims to address the security aspects of open discover service API.
[bookmark: _Toc214873212]5.2.2	Threats
Without proper protection mechanism, the API invoker may obtain sensitive service API information beyond its permission.
An attacker impersonating the CCF can send wrong information to the Requestor about the service APIs. 
An attacker between the CCF and the Requestor can access to the information about the service APIs. 
An attacker between the CCF and the Requestor can modify the information about the service APIs. 
An attacker between the CCF and the Requestor can replay the outdated information about the service APIs. 
[bookmark: _Toc214873213]5.2.3	Potential security requirements 
CAPIF should support authentication of CCF by the requestor.
CAPIF should support authorization for the requestor not recognized by CAPIF to discover sensitive API information through service API from CCF.
CAPIF should support confidentiality, integrity protection, and replay protection for the secure communication between the CCF and the Requestor. 
Editor’s note: The interface between Requestor and CCF is to be clarified and the potential security impacts are FFS.
[bookmark: _Toc214873214]5.3	Key issue #3: More granular authorization based on purpose information
[bookmark: _Toc214873215]5.3.1	Key issue details 
The purpose for data processing has been captured in TS 23.222 [2] in authorization, but it has not been addressed in TS 33.122 [3]. With the lack of more granular authorization based on purpose information, it will not be possible for the resource owner to give permission for data sharing only for some specific purposes. This key issue is not aiming to specify different purpose values, but to specify the usage of purpose information in authorization.
[bookmark: _Toc214873216]5.3.2	Threats
The API Invoker can access to the resources of the resource owner for any purposes. This can lead to a threat of unauthorized access. 
[bookmark: _Toc214873217]5.3.3	Potential security requirements 
CAPIF RNAA should support the usage of purpose information in authorization and authorization revocation of the API Invoker to access the resources of the resource owner.
[bookmark: _Toc214873218]5.4	Key Issue #4: Study on security aspects of Credentials unavailability	Comment by Chinatelecom-r1: S3-260794
[bookmark: _Toc214873219]5.4.1	Key issue details
KI#3 in TR 23.700-43 [4] aims to study how to manage entities which do not have access to their CCF provided certificate. 
Due to the nature of the study around security credentials and their management, it is proposed to study such aspect in SA3. In particular, this key issue focuses on the unavailability of the API Invoker to use the certificate due to e.g., certificate expiry either the loss or corruption of the certificate itself or due to the loss of the corresponding private key. 
Additionally, use cases such as certificate expiration management, or the management of API provider certificates are not in scope of 3GPP.According to TS 33.122 [3] clause 6.1, the API invoker certificate can be a certificate issued by a 3rd party CA trusted by the CAPIF provider domain or a certificate generated by the CCF. 
[bookmark: _Toc214873220]5.4.2	Threats
Editor’s Note: Security threats are FFS.-	The API invoker cannot communicate with the CCF anymore if its certificate stored in the API profile in the CCF is expired or revoked, or if API invoker loses access to its valid certificate.
[bookmark: _Toc214873221]5.4.3	Potential security requirements
Editor’s Note: Potential security requirements are FFS.
-	CAPIF should provide mechanisms to address certificate unavailability issue at API invoker.  
[bookmark: _Toc214873222]5.X	Key issue #X: <Title>
[bookmark: _Toc214873223]5.X.1	Key issue details 

[bookmark: _Toc214873224]5.X.2	Threats

[bookmark: _Toc214873225]5.X.3	Potential security requirements 

[bookmark: _Toc80633893][bookmark: _Toc106092171][bookmark: _Toc214873226]6	Proposed solutions
[bookmark: _Toc80633894][bookmark: _Toc106092172][bookmark: _Toc214873227]6.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#3

	Solution #1
	X
	
	

	Solution #2
	X
	
	

	Solution #3
	X
	
	

	Solution #4
	X
	
	

	Solution #5
	X
	
	

	Solution #6
	
	X
	

	Solution #7
	
	X
	

	Solution #8
	
	X
	

	Solution #9
	
	
	X

	Solution #10
	
	
	X

	Solution #11
	
	
	X



[bookmark: _Toc106092173][bookmark: _Toc214873228]6.1	Solution #1: Addressing security aspects of "UE-deployed API invoker accessing other UEs’ resources of a group" procedure
[bookmark: _Toc106092174][bookmark: _Toc214873229]6.1.1	Introduction 
This solution addresses key issue #1 (Group Authorization for UE-deployed API invoker accessing other UEs' resources of a group) by taking the procedure specified in clause 8.34 of TS 23.222 [2] as the baseline. As stated in the specified procedure, how to obtain authorization data from the GRO is out of scope, which means that the specification has the assumption that the authorization data is available at the CCF. This solution is also based on that assumption.
[bookmark: _Toc106092175][bookmark: _Toc214873230]6.1.2	Solution details
Security related addition to the procedure specified in clause 8.34 of TS 23.222 [2] is shown below.
-	In step 2 of the procedure in clause 8.34.3 of TS 33.222 [2], the CCF also obtains the GPSI of UE2 (API Invoker) in an authenticated way and uses that authenticated UE2 GPSI information in step 3. This solution does not describe how the CCF obtains the GPSI of UE2 in an authenticated way and proposes to leave it to implementation.  
The authorization mechanism, specified in Clause 8.34.3 of TS 23.222 [2] with the addition explained above is sufficient to address the requirement of the Key Issue#1. 
Editor’s Note: Whether current methods are enough for group authorization is enough is FFS.
[bookmark: _Toc106092176][bookmark: _Toc214873231]6.1.3	Evaluation	Comment by Chinatelecom-r1: S3-260636
Editor's Note: Evaluation is FFS.This Solution addresses the requirements of the Key Issue #1 by adding a security requirement in the procedure of Clause 8.34.3 of TS 23.222 [2] where the security requirement needs to be addressed by an implementation specific way.
[bookmark: _Toc214873232]6.2	Solution #2: Security aspect of group authorization
[bookmark: _Toc214873233]6.2.1	Introduction 
This solution addresses KI#1: Group Authorization for UE-deployed API invoker accessing other UEs' resources of a group. The existing API invoker authorization mechanism for RNAA is enhanced to support group authorization.
[bookmark: _Toc214873234]6.2.2	Solution details
This solution reuses the procedure of UE-deployed API invoker accessing other UEs’ resources of a group defined in clause 8.34.3 of TS 23.222 [2]. The security enhancement is limited to additional checks performed by the CCF and does not change the RNAA access token structure as defined in TS 33.122 [3].


Figure 6.2.2-1: Group Authorization mechanism for UE-deployed API invoker accessing other UEs' resources of a group
1.	With reference to step 1 in clause 8.34.3 of TS 23.222 [2], the request is formatted as an OAuth 2.0 access token request.
2.	With reference to step 2 in clause 8.34.3 of TS 23.222 [2], CCF performs authentication of the API invoker by verifying the API invoker’s credentials. 
3.	With reference to step 3 in clause 8.34.3 of TS 23.222 [2], CCF additionally checks whether the UE whose resources are to be accessed belongs to the group.
4.	Same as step 4 in clause8.34.3 of TS 23.222 [2].
5.	With reference to step 5 in clause 8.34.3 of TS 23.222 [2], the response isn an OAuth 2.0 access token response. The access token includes the API invoker ID, resource owner ID, and the authorized scope of access. 
6.	With reference to step 6 in clause 8.34.3 of TS 23.222 [2], the request includes the received access token in step 5. The request is sent over a secure connection on the CAPIF-2e reference point.
7.	With reference to step 7 in clause 8.34.3 of TS 23.222 [2], AEF checks the request against the token as specified in TS 33.122 [3], including: 
1)	checking the token integrity and 
2)	checking whether the resource in the API invocation request is compliant with the resOwnerId claim in the access token.
Editor’s Note: clarification on proposed security enhancement is FFS.
[bookmark: _Toc214873235]6.2.3	Evaluation	Comment by Chinatelecom-r1: S3-260785
TBD
This solution addresses the requirement in KI#1.
This solution reuses the procedure of UE‑deployed API invoker accessing other UEs’ resources defined in clause 8.34.3 of TS 23.222 [2]. The access token content and the AEF behavior remain aligned with clause 6.5.3 of TS 33.122 [3].
The main enhancement is shown as follows:
- At step 2, the CCF identifies the GPSI of UE2 (i.e., the API invoker).
- At step 3, the CCF additionally checks whether the UE whose resources are to be accessed belongs to the group for which the API invoker is authorized.
[bookmark: _Toc214873236]6.3	Solution #3: Client credentials flow based group authorization
[bookmark: _Toc214873237]6.3.1	Introduction 
This solution addresses KI#1.
This solution uses the client credentials flow to enable the group authorization.
Specifically, the CCF uses the locally stored group related authorization information to authorize the API invoker.
[bookmark: _Toc214873238]6.3.2	Solution details


Figure 6.3.2-1: Client credentials flow based group authorization
It is assumed that the group resource owner has provisioned the group authorization information to the CCF.
1-3. are identical to steps 1-3 defined in clause 8.34.3 of TS 23.222 [2].
4.	The CCF identifies the group authorization information based on the group identifier. The CCF authorizes the API invoker based on the group authorization information.
5.	is similar to step 5 defined in clause 8.34.3 of TS 23.222 [2]. The authorization response includes the token. The token additionally includes the group identifier, which is used to indicate that the token is generated with the group authorization information.
Editor’s Note: The group identifier in the token is FFS.Note X: The group identifier in the token enables the CAPIF system to differ the token issued via the group identifier information for purposes like audit, etc.
6-7. are identical to steps 6-7 defined in clause 8.34.3 of TS 23.222 [2].
[bookmark: _Toc214873239]6.3.3	Evaluation	Comment by Chinatelecom-r1: S3-260787
Editor’s Note: Evaluation is FFS.This solution reuses the client credentials flow to enable the group-based authorization. 
The solution has the following impact to the existing client credentials flow.
The access token issued by the CCF includes the group identifier.
[bookmark: _Toc214873240][bookmark: _Hlk214867757]6.4	Solution #4: Supporting Group Authorization based on authorization information provided by GRO
[bookmark: _Toc214873241]6.4.1	Introduction 
This solution aims to address KI#1 to support authorization of a UE-hosted API invoker accessing resources owned by other UEs that belong to the same group.
The solution proposes to reuse the TS 33.122 [3x] clause 6.5.3 with the following enhancement:
1) Authorization information provided by GRO(for simplicity called GRO authorization information) additionally includes the group identifier and a description of which UEs’ resources within a group the API invoker on one UE can access. CCF uses the group identifier in the GRO authorization information (assumed to be GID1) and the group identifier received from the API invoker to find the correct authorization information, i.e., the GRO authorization information identified by GID1.
2) CCF authorizes the API invoker based on GRO authorization information locally available.
[bookmark: _Toc214873242]6.4.2	Solution details
[bookmark: _Hlk213666014]The authorization information provided by GRO(for simplicity called GRO authorization information) is transferred between the ROF andto the CCF via the secure CAPIF-8 reference point.
Editor’s Note: the communication between ROF and CCF is FFS.NOTE: The details of the procedure to obtain GRO authorization information are out of the scope of the present document.
The GRO authorization information contains the same information of authorization information specified in TS 33.122 6.5.3.1, as well as the group identifier and a description of which UEs’ resources within a group the API invoker on one UE can access. CCF uses the group identifier in the GRO authorization information (assumed to be GID1) and the group identifier received from the API invoker to find the correct authorization information, i.e., the GRO authorization information identified by GID1.
[bookmark: _Hlk213666095]If using oauth client credential flow, the CCF checks whether the API invoker deployed in UE-2 is entitled to consume the API and allowed to access the resources of UE(s)-1 of the same group based on GRO authorization information locally available.
If using authorization code (optional PKCE) flow, the CCF checks whether the API invoker deployed in UE-2 is entitled to consume the API and allowed to access the resources of UE(s)-1 of the same group based on GRO authorization information locally available at the execution time of issuing the authorization code.
[bookmark: _Toc214873243]6.4.3	Evaluation	Comment by Chinatelecom-r1: S3-260786
TBDThis solution partly addresses the requirements of KI#1 by enhancing the procedures specified in TS 33.122[3] clause 6.5.3 and has the following impacts:
-	For CCF: find the correct authorization information using group identifier and authorizes the API invoker based on GRO authorization information;
-	For Authorization information: includes the group identifier and a description of which UEs’ resources within a group the API invoker on one UE can access.
This solution doesn’t address the issue of how the CCF ensures the identity of UE2.
To keep align with TS 23.222[2], the authorization code (optional PKCE) flow mentioned in the solution requires the API invoker to interact with ROF first before sending the authorization request to the CCF in group authorization scenarios.
[bookmark: _Toc214873244]6.5	Solution #5: Group authorization for UE-deployed API invoker accessing other UEs' resources of a group
[bookmark: _Toc214873245]6.5.1	Introduction 
This solution addresses the security requirements of Key issue#1. It is proposed to use the procedure as specified in clause 8.24 of TS 23.222 [2] and include group identifier as an optional parameter in the access token.
[bookmark: _Toc214873246]6.5.2	Solution details


Figure 6.5.2-1: Procedure for Group Authorization for UE-deployed API invoker accessing other UEs' resources of a group
1.  The API invoker (e.g., in UE 2) sends an Obtain service API authorization request to the CCF for obtaining permission to access the service API for other UE's resources hosted in the network (e.g., location). The request includes API invoker information, the group identifier, the UE in a group whose resources are to be accessed, scope information, and the identity of UE2. 
2.	CCF performs authentication of the API invoker (using authentication information) as specified in 3GPP TS 33.122 [3]. CCF obtains GPSI of UE2 during authentication to verify the request is from right UE as specified in clause 6.5.3 in TS 33.122 [3].
3.	The CCF, based on the group identifier and resource owner ID determines that RO authorization is provided by a GRO. Thethe CCF then resolved the identity of the GRO responsible for the group of UEs based on the group context. 
4.	CCF performs the resource owner authorization check using the GRO as the RO for the requested resources of other UE(s) belonging to the group. This check is based on the GRO authorization information provisioned at the CCF.
Editor’s Note: How CCF reaches group resource owner is FFS.NOTE:	How to get the authorization from the resource owner and store it in the CCF is out of scope of this solution.
5.	Based on the successful group resource owner authorization, the CCF provides an access token that includes the resource owner ID of the UE in a group whose resources are to be accessed, group identifier (optional), API invoker information and scope information.
Editor’s Note: Which resource owner ID is included in access token is FFS. 
Editor’s Note: Whether addition of group identifier in access token is enough for authorization is FFS.
6.	The API invoker sends service API invocation request to the API exposing function with the RO authorization information.
[bookmark: _Toc214873247]6.5.3	Evaluation	Comment by Chinatelecom-r1: S3-260788
TBDThis solution addresses security requirements of key issue#1. The procedure for group authorization for UE-deployed API invoker accessing other UEs' resources of a group can follow clause 8.34 in TS 23.222 [2], additionally the access token includes the group identifier for the AEF to check if UE2 belongs to the group. This check requires AEF to communicate with CCF.
6.6	Solution #6: Addressing security of Open Discovery Service API
6.6.1	Introduction 
Open service API introduces the possibility for a requestor of accessing non-sensitive API Information before on-boarding. Due to the publicity of the information, i.e., non-sensitive information, there is no need to authorize the requestor at CCF.
To ensure the correctness of the information provided by CCF to the requestor and the security of the communication, TLS should be used between the two entities. 
6.6.2	Solution details


1. Requestor will initiate a TLS connection with server-side certificate verification, towards CCF.
1. Requestor initiates the open discovery service API request with CCF and retrieves the required information as detailed in TS 23.222 [2].
6.6.3	Evaluation	Comment by Chinatelecom-r1: S3-260789
Editor’s Note: Evaluation is ffs.The solution does not require the implementation of new functionalities. The first and last requirement are addressed by the TLS establishment. Moreover, authorization is not required since no sensitive API information are shared as part of open discover service API procedure, as defined in TS 23.222 [2].
Editor's Note: Whether the API information is allowed to be accessed by any requestor or the API information filtering is also based on the requestor is FFS
Editor's Note: Whether the purpose of information is needed in the access token is ffs.
[bookmark: _Toc214873248]6.7	Solution #7: Security procedure for open discover service APIs
[bookmark: _Toc214873249]6.7.1	Introduction 
This solution addresses key issue #2 (Security for open discover service API). Open Discover Service APIs procedure introduced in TS 23.222 allows API invokers not recognized by the CAPIF Core Function to discover APIs without being onboarded to the CAPIF Core Function. 
[bookmark: _Toc214873250]6.7.2	Solution details
The requester who wants to discover service API information about the available set of APIs offered by CCF before onboarding and the CCF who supports open discover service APIs follows the procedure explained below for security of the open discover service APIs procedure specified in clause 8.38 of TS 23.222 [3].
The security information flow is depicted in Figure 6.7.2-1. 
It is assumed the Requestor has a discovery credential (e.g., an access token provided by the API provider domain), the address of the Open Discovery API of the CCF and optionally the root CA certificate of the CCF (e.g. provided by the API provider domain). The format and content of the discovery credential is not in the scope of the solution and depends on the agreement between CAPIF provider domain and API provider domain. The discovery credential can include authorization data which allows the Requester to obtain information about the APIs of the API provider domain, identifier of the Requester, and identifier of the API provider domain (e.g., API publisher information). For example, if the discovery credential is an OAuth 2.0 access token, then the identifier of the Requester can be included in "client_id" claim and the identifier of the API provider domain can be included in the issuer ("iss") claim as specified in RFC 7519 [6]. The CCF can also hold the authorization data provided by the API provider domain with a mechanism not specified in this solution. The authorization data obtained by using discovery credential or obtained from the API provider domain can indicate which requesters are authorized for open discover service APIs and for which APIs (e.g., any requestor or a list of requesters for any APIs or a list of APIs).
[bookmark: _Hlk205360615]NOTE:	The OAuth 2.0 access token is given as an example for onboarding credential in the API invoker onboarding procedure (clause 6.1). That access token can also include authorization information for the open discover service APIs. In that case, same access token can be used for both open service API discover request and onboarding of the API invoker. In the steps below, "discovery credential" is used but if onboarding credential with the mentioned extension is used then "discovery credential" is replaced with "onboarding and discovery credential".


Figure 6.7.2-1: Open discover service APIs security procedure
1.	The requester establishes a TLS channel with the CCF and authenticates the CCF based on the CCF certificate. The requestor sends the discovery credential to the CCF.
2.	The CCF verifies the discovery credential and obtains the identifier of the Requester and the identifier of the API provider domain. The CCF obtains the open discover service APIs related authorization data from the discovery credential or from the provisioned data available at the CCF. Then, the CCF performs filtering of service APIs information by taking the authorization data, the identifier of the Requester if available and the identifier of the API provider domain if available into account.
3. 	If the verification of the discovery credential is successful, the CCF returns the filtered service API information to the Requestor, otherwise returns an error. 
Editor’s Note: Whether OAuth token can be used for Authentication is FFS.The solution follows the same approach done in the onboarding of the API invokers in terms of authorization and authentication of the API invoker request. With this solution, the CCF authorizes the requester before providing API related information to the requester. Unlike the onboarding procedure, the CCF does not need to perform onboarding operations such as creating API invoker profile, assigning API invoker ID, and providing certificate. 
[bookmark: _Toc214873251]6.7.3	Evaluation	Comment by Chinatelecom-r1: S3-260791
Editor's Note: Evaluation is FFS.The solution addresses the requirement on authorization of the open discover service API request of the requester by proposing to reuse the mechanism of API invoker onboarding request authorization. 
Editor’s Note: Whether the onboarding procedure is in line with SA6 and therefore needed is ffs.
[bookmark: _Toc214873252]6.8	Solution #8: TLS based secure open service API discover
[bookmark: _Toc214873253]6.8.1	Introduction 
This solution addresses KI#2.
Specifically, the TLS is used to protect the open service API discover procedure. 
The CCF’s local policy is used for requestor authorization.
[bookmark: _Toc214873254]6.8.2	Solution details


Figure 6.8.2-1: Open Discover service APIs
0.	It is assumed that the requestor is preconfigured the certificate chain used to verify the CCF’s certificate. The requestor authenticates the CCF based on the CCF’s certificate. Then the requestor UE builds TLS based on CCF’s certificate. Thus, the messages exchanged between requestor UE and CCF are confidentiality, integrity, and replay protected from unauthorized parties. 
1.	is identical to step 1 defined in clause 8.38.3 of TS 23.222 [2].
2.	is similar to step 2 defined in clause 8.38.3 of TS 23.222 [2]. The only change is given as follows. 
With local policy, the CAPIF core function performs filtering of service APIs information. The local policy is left to implementation. For example, the local policy can enable specific service APIs to be discovered by the requestor.
Editor’s Note: The local policy is FFS.
3.	is identical to step 3 defined in clause 8.38.3 of TS 23.222 [2].
[bookmark: _Toc214873255]6.8.3	Evaluation	Comment by Chinatelecom-r1: S3-260790
Editor’s Note: Evaluation is FFS.This solution uses the TLS to secure the communication between the requestor and the CCF.
The TLS is built on CCF’s certificate. 
Editor’s Note: Whether this solution addresses the security requirement is FFS.
[bookmark: _Toc214873256]6.9	Solution #9: Augmenting scope parameter with purpose information
[bookmark: _Toc214873257]6.9.1	Introduction 
This solution addresses key issue #3 and consists of augmenting the scope parameter in the token/authorization request and the token with purpose information; the resource owner authorization revocation request would likewise include purpose information. 
As aligned with the key issue description, the solution is not aiming to specify different purpose values, but to describe the usage of purpose information in authorization.
NOTE: An example of purpose definition is found in W3C Data Privacy Vocabulary.
[bookmark: _Toc214873258]6.9.2	Solution details
-	For the client credential flow in CAPIF RNAA, the purpose information is included in the scope parameter of the token request. 
-	For the authorization code flow in CAPIF RNAA, the purpose information is included in the scope parameter of authorization request. 
-	The scope parameter in the issued token includes the purpose information. 
NOTE: How to encode the purpose information into the scope parameter of the requests and of the token is not in the scope of this solution.
-	In the revocation procedure, it is proposed that the purpose information can also be sent to the CCF and the CCF can use this information in identification of CAPIF RNAA tokens to be revoked. This solution proposes to leave how to structure the resource owner authorization revocation request to the implementation because the details of CAPIF-8 reference point is out of scope of 3GPP.
The purpose information in the token request or authorization request is required to enable the CCF to perform authorization based on the purpose information.
Editor’s Note: Weather the purpose of information is needed in the request is FFS.
[bookmark: _Toc214873259]6.9.3	Evaluation	Comment by Chinatelecom-r1: S3-260793
Editor's Note: Evaluation is FFS.This solution addresses the requirement of key issue #3 by making the authorization mechanism in CAPIF RNAA aligned with the other working groups architecture and CAMARA architecture, in terms of purpose information usage.  
Since the purpose information is included in the token, that information will be implicitly verified with the verification of the token by the AEF.  
Editor’s Note: Whether AEF needs to use the purpose value for further verification is FFS.
[bookmark: _Toc214873260]6.10	Solution #10: Purpose based authorization and authorization revocation
[bookmark: _Toc214873261]6.10.1	Introduction 
This solution addresses the KI#3.
Specifically, if API invoker needs to obtain resource owner’s data from the network, the data processing purpose is used to determine whether CCF issues the token to the API invoker. 
[bookmark: _Toc214873262]6.10.2	Solution details
For RNAA related client credentials flow, the following enhancements are needed to support the purpose based authorization.
· If the API invoker needs to get resource owner’s data from the network, the API invoker sends the data processing purpose (e.g., the location data is used for advertising) to the CCF.
· The CCF authorizes the API invoker based on authorization information. The authorization indicates whether the data processing purpose is authorized. If the data processing purpose is not authorized, the CCF terminates the authorization procedure and will not send the token to the API invoker.
For authorization using authorization code (optional PKCE) flow, the following enhancements are needed.
· If the API invoker needs to get resource owner’s data from the network, the API invoker sends the data processing purpose (e.g., the location data is used for advertising) to the CCF via the ROF.
· The CCF authorizes the API invoker based on authorization information provided by the ROF. The authorization indicates whether the purpose is authorized. If the data processing purpose is not authorized, the CCF terminates the authorization procedure and will not send the token to the API invoker.
For authorization information and authorization revocation information transferring part, the following enhancement is needed.
· ROF sends the allowed/disallowed data processing purpose to the CCF via CAPIF-8. Since the resource owner needs to indicate the CCF about allow/disallow the data processing purpose requested by the API invoker, the CAPIF-8 is used as it is the interface between ROF and the CCF. Moreover, since some tokens are issued based on ROF based purpose authorization, the resource owner should be able to revoke the corresponding token by delivering the disallowed data processing purpose information via CAPIF-8.
Editor’s Note: Purpose delivery via CAPIF-8 is FFS.Whether AEF can perform correct authorization based on purpose without the value in the token is ffs.
[bookmark: _Toc214873263]6.10.3	Evaluation	Comment by Chinatelecom-r1: S3-260792
Editor’s Note: Evaluation is FFS.This solution enables the resource owner to authorize the API invoker for a specific data processing purpose when the API invoker needs to get resource owner’s data from the network.
The following enhancements are applied to the existing RNAA related client credentials flow and authorization code flow.
· If the API invoker needs to get resource owner’s data from the network, the API invoker sends the data processing purpose (e.g., the location data is used for advertising) to the CCF.
· The CCF authorizes the API invoker based on authorization information provided by the ROF. The authorization indicates whether the purpose is authorized. If the data processing purpose is not authorized, the CCF terminates the authorization procedure and will not send the token to the API invoker.
For authorization information and authorization revocation information transferring part, the following enhancement is needed.
· ROF sends the allowed/disallowed data processing purpose to the CCF via CAPIF-8.
This solution limits the API invoker with a specific purpose by controlling the token issue procedure.
Token in this solution does not contain the purpose value.
Editor’s Note: Whether AEF can perform correct authorization based on purpose without the value in the token is ffs.
[bookmark: _Toc180319112][bookmark: _Toc182834196][bookmark: _Toc182834440][bookmark: _Toc182834652][bookmark: _Toc182834865][bookmark: _Toc182835077][bookmark: _Toc182835455][bookmark: _Toc182906535][bookmark: _Toc182906754][bookmark: _Toc188279479][bookmark: _Toc214873264]6.11	Solution #11: Enhancing finer granularity for purpose of information
[bookmark: _Toc180319113][bookmark: _Toc182834197][bookmark: _Toc182834441][bookmark: _Toc182834653][bookmark: _Toc182834866][bookmark: _Toc182835078][bookmark: _Toc182835456][bookmark: _Toc182906536][bookmark: _Toc182906755][bookmark: _Toc188279480][bookmark: _Toc214873265]6.11.1	Introduction
This solution is addressing KI#3 by enhancing authorization mechanism to validate the purpose for retrieving the information. The solution proposes to enhance the already existing mechanisms available in CAPIF ecosystems, i.e., the access token as part of RNAA procedure. 
After authentication between the CCF and the API Invoker, the latter will include the required additional information to CCF during the Access token Request. The API Invoker will include in the scope parameter more authorization details that allow to distinguish. 
When the verification is completed, the CCF will include the authorization details, together with the purpose, into the access token returned to the API Invoker.
The previously provided access token will allow the AEF to correctly authorize, or deny, the request by enhancing the mechanism already available to AEF. 
[bookmark: _Toc180319114][bookmark: _Toc182834198][bookmark: _Toc182834442][bookmark: _Toc182834654][bookmark: _Toc182834867][bookmark: _Toc182835079][bookmark: _Toc182835457][bookmark: _Toc182906537][bookmark: _Toc182906756][bookmark: _Toc188279481][bookmark: _Toc214873266]6.11.2	Solution details
[bookmark: _Toc214873267]6.11.2.1 Authorization provisioning



 Pre-requisites:
CAPIF-1e authentication and secure session establishment is performed as specified in subclause 6.3.1 of 33.122. 
1. After successful establishment of TLS session over CAPIF-1e, the API invoker shall send an Access Token Request message to the CAPIF core function with the new details, i.e., including the purpose of the request. 
2. The CAPIF core function shall verify the Access Token Request message, by checking the allowed purpose for the specific API Invoker.
NOTE: it is assumed that CCF is aware of the purposes that the various API will support.
3. The CCF will generate the access token including the purposes for which the API Invoker is allowed to request the data.
4. After establishing the secure session with the AEF, the API Invoker will send the service request to the AEF by including the purpose of requesting the resources.
Editor’s Note: whether the purpose of the request should also be included in the request is ffs. 
5. 6. In addition to traditional checks, AEF will also verify that the purposes included in the token are the same of the one in the service request.  After successful authorization, the AEF will reply with the requested information.
[bookmark: _Toc214873268]6.11.2.2 Revocation procedure
Release 19 defined the procedure to revoke RNAA token. Reusing the same procedure, i.e., sending the access token as part of the Revoke_Authorization service operation, will allow to revoke the purpose specific token.
[bookmark: _Toc180319117][bookmark: _Toc182834201][bookmark: _Toc182834445][bookmark: _Toc182834657][bookmark: _Toc182834870][bookmark: _Toc182835082][bookmark: _Toc182835460][bookmark: _Toc182906540][bookmark: _Toc182906759][bookmark: _Toc188279484][bookmark: _Toc214873269]6.11.3	Evaluation	Comment by Chinatelecom-r1: S3-261001
The solution has an impact on the API invoker, CCF and AEF. In particular, the first element is required to insert the purpose of its request both during the authorization and the service requests. CCF is impacted because it needs to verify the purpose of the request against its internal knowledge and, if allowed, it will generate a token with the scope inside. Finally, AEF will need to be able to understand the new information in the token and compare it with the one received in the request.
The purpose is required both in the token and in the request to allow the API invoker to reduce the information retrieved with the request, when a broader purpose is not needed.
Editor's Note: Whether the purpose of information is needed in the access token is ffs.
Editor's Note: The assumption on having multiple purposes values in the token is ffs.
[bookmark: _Toc214873270]6.Y	Solution #Y: <Title>
[bookmark: _Toc214873271]6.Y.1	Introduction 

[bookmark: _Toc214873272]6.Y.2	Solution details

[bookmark: _Toc214873273]6.Y.3	Evaluation

[bookmark: _Toc214873274][bookmark: _Toc138840385]7	Conclusions 

[bookmark: _Toc92180361][bookmark: _Toc92805088][bookmark: _Toc215157101][bookmark: _Toc102752623][bookmark: _Toc205553961]7.1	Key issue #1: Group Authorization for UE-deployed API invoker accessing other UEs' resources of a group	Comment by Chinatelecom-r1: S3-260979
The procedure for UE-deployed API invoker accessing other UEs' resources of a group can follow clause 8.34 in TS 23.222 [2] and for group authorization clause 6.5.3.2 in TS 33.122 [3] can be followed.
Editor’s Note: Further conclusion is FFS.
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