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* * * First Change * * * *
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[21]	3GPP TS 33.514: "5G Security Assurance Specification (SCAS) for the Unified Data Management (UDM) network product class".
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[38]	3GPP TS 33.326: "Security Assurance Specification (SCAS) for the Network Slice-Specific Authentication and Authorization Function (NSSAAF) network product class".
[39]	3GPP TS 33.528: "Security Assurance Specification (SCAS) for Policy Control Function (PCF)".
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* * * Second Change * * * *
Annex X: 
Aspects specific to the network product class NR Femto
X.1	Network product class description for the NR Femto
X.1.1	Introduction
The present document captures the network product class descriptions, threats and critical assets that have been identified in the course of the work on 3GPP security assurance specifications. The main body of the present document contains generic aspects that are believed to apply to more than one network product class, while this Annex covers the aspects specific to NR Femto network product class. 
The aspects specific to the network product class gNB in Annex D of the present document applies for NR Femto.
X.1.2	Minimum set of functions defining the NR Femto network product class
As part of the NR Femto network product, it is expected that the NR Femto to contain NR Femto application, a set of running processes (typically more than one) executing the software package for the NR Femto functions and OAM functions that are specific to the NR Femto network product model. Functionalities specific to the NR Femto network product introduce additional threats and/or critical assets as described below. Related security requirements and test cases have been captured in TS 33.546 [Y]. 
Note:	For the purposes of the present document, this common set is defined to be the list of NR Femto functions contained in TS 38.300 [7], TS 23.501 [8] and TS 33.545 [Z]. 
X.2	Assets and threats specific to the NR Femto
X.2.1	Critical assets
In addition to the critical assets of a GNP described in clause 5.2 of the present document, the critical assets specific to the NR Femto to be protected are:
-	NR Femto Application
-	Mobility Management data: e.g. subscriber's identities (e.g. SUCI, GUTI), subscriber keys (i.e. KUPenc, KUPint,  KRRCenc, KRRCint, NH), authentication parameters, APN name, data related to mobility management like UE measurements, UE's IP address, etc., QoS and so on, etc. 
-	IMSI in Hosting Party Module.
-	user plane data
-	The interfaces of NR Femto whose data needs to be protected, and which are within SCAS scope: 
-	N2 interface
-	Xn interface
-	N3 interface
-	Uu interface
-	N4 interface (interface between local UPF and SMF)
-	N9 interface (interface between local UPF and centrally deployed UPF)
-	Console interface, for local access: local interface on NR Femto
-	NR Femto Software: binary code or executable code 
X.2.2	Threats related to NR Femto assets
X.2.2.1	Unauthenticated access
- Threat name: Unauthenticated access
- Threat Category: Spoofing identity
- Threat Description:  If an unauthenticated SeGW accesses the NR Femto without authentication, it can impersonate the network to launch attacks on the NR Femto.
- Threatened Asset: all critical assets of NR Femto.
* * * End of Changes * * * *
