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	Reason for change:
	S3-253015:
For clause 4.2.2.2.3.1
Access token verification tests do not include verification of the access token subject (i.e., NF service consumer).
The token verification steps in TS 33.501 clause 13.4.1.1 are not aligned with the token verification steps in the test case in clause 4.2.2.2.3.1 TC_AUTHORIZATION_TOKEN_VERIFICATION_FAILURE_ONE_PLMN. Two token verification checks are not addressed in this test case including:
1. In the direct communication case, it checks that the NF Instance ID in the subject claim within the access token matches the NF Instance ID in the subjectAltName in the NF Service Consumer's TLS client certificate.
1.  If the CCA is present in the service request, it may verify the CCA as specified in clause 13.3.8.3 and that the subject claim (i.e., the NF Instance Id of the NF Service Consumer) in the access token matches the subject claim in the CCA.
Two new test cases F & G are added to this test case to address these access token verification steps that are specified in TS 33.501.
Since this test case applies to direct communication in NF-NF communications, the token verification check in 1) is applicable under the pre-condition that TLS is used for authentication. Thus, a pre-condition of mutual authentication using TLS is added for test case F only.
Similarly, the token verification check in 2) is applicable under the pre-condition that a CCA is present in the service request. Thus, a pre-condition of CCA being present in the service request is added for test case G only.
This test case is applicable to both Direct and Indirect communication modes. Thus, the pre-condition that requires mutual authentication cannot hold true in indirect communication according to the specified text in TS 33.501 clause 13.3.2.2 Indirect Communication which says in NOTE 0: Mutual authentication between NF Service Consumer and NF Service Producer is not achieved with hop-by-hop security. Therefore, this pre-condition must be altered to hold true in indirect communication. To this end, the network product under test can utilize implicit authentication of the NF service consumer, according to TS 33.501 clause 13.3.2.2 which states In indirect communication scenarios, the NF Service Producer and NF Service Consumer shall use implicit authentication by relying on authentication between NF Service Consumer and SCP, and between SCP and NF Service Producer, provided by the transport layer protection solution, NDS/IP, or physical security. Therefore, the pre-condition on mutual authentication is changed to say, “The network product under test has already authenticated the NF service consumer.”
S3-252584
For steps 4 and 7, the NP shall not send a response back to the tester because the message is supposed to be discarded.
S3-252585
SS7 and SIGTRAN may no longer be supported and should be marked as such as they may be insecure or may be used to circumvent security measures.
S3-253018
The interface is defined as an IP address and not explicitly mentioning a port. This can lead to a service being reachable on the same IP address but different ports.
S3-253020
Multiple test steps for web server test cases relate to web server configuration files to be checked.
A web server may not always be a standalone application but could be directly integrated into the network product, missing a web server configuration file and use hardcoded web server settings.
S3-253021
The test case in chapter 4.3.6.4 does list all requirements for IEs, however does not explicitly define test cases with execution steps and concrete expected results.
The status codes are specified to ensure the NF implements the security mechanism needed to fulfil the limitations in 29.501 and the status codes are specified to ensure the NF implements the security mechanisms needed to hold up 29.501.
S3-252974
Access to firmware should be given to the privileged users only post succesful authetication.
S3-254100
Sensitive data is defined in TS 33.117 as data used for authentication or may help to identify the user, such as user names, passwords, PINs, cryptographic keys, IMSIs, IMEIs, MSISDNs, or IP addresses of the UE, as well as files of a system that are needed for the functionality such as firmware images, patches, drivers or kernel modules. 
In TS 33.117 clause 4.2.3.2.3 Protecting data and information in storage, there is a requirement for protecting sensitive data access For sensitive data in (persistent or temporary) storage read access rights shall be restricted. Files of a system that are needed for the functionality shall be protected against manipulation. To this end, the Network Product shall log access to sensitive data as it may indicate unauthorized access.
S3-254621
This test case contains an internal contradiction: the title and purpose mandate testing for both unnecessary and inse-cure services, but the test case execution steps only verify necessity - missing any security vulnerability assessment. This ambiguity creates inconsistent compliance outcomes across vendors and test laboratories, with some verifying only documentation completeness while others attempt ad-hoc security validation without clear methodology.
S3-254622
The expected result did not reflect the test purpose. This pCR brings the expected result section in line with the requirement description, test purpose and test steps.
S3-254623
The changes in this contribution are from GSMA NESASG. The changes are classified into 3 categories: 
-	Undefined terms.
-	Ambiguity during test execution.
-	Some subjective terms (sufficient, huge amount of, suitable, etc.)

	
	

	Summary of change:
	S3-253015:
The following changes are made to clause 4.2.2.2.3.1:
1. The Requirement Description is modified to align to the requirements in TS 33.501.
1. The pre-conditions are unified for both Indirect and Direct communication modes by replacing the mutual authentication pre-condition with client authentication performed by the network product under test.
1. Additional Pre-conditions are added, which are only applicable for test cases F & G.
Two new test cases F & G are added to the test case in clause 4.2.2.2.3.1, to address the access token subject verification steps that are specified in TS 33.501.
S3-252584
Correct TC to indicate no response is sent back to tester after the message is discarded. Rather than “any” response.
S3-252585
Adds SS7 and SIGTRAN in services that are disabled by default.
S3-253018
Including IP address and port in the configuration of the interface under test
S3-253020
Added a NOTE to several test cases to notify the tester to omit test steps in such cases.
S3-253021
The test case TC_IE_VALUE_FORMAT is split into four test cases for testing the valid format and range of values for IEs in HTTP requests. The execution steps are concretized.
S3-252974
In the current version of specification, access to firmware/boatloader is given after successful authentication. In worst case, this might be used by a ‘normal user’. From security perspective, the access to write/modify should be given to privilged user only upon successful authentication.
S3-253131
Examples of input types for HTTP input validation are added. The data validation is the process of ensuring that the user input is clean, correct, and useful. In this context the meaning of form data refers to the input collected from the user who filled any fields on the page. “Form data is a set of key-value pairs. The value of a key can be a string, a JSON object, or an image. To add form data to an HTTP request, use the AddFormData() method"
S3-253132
Change to execution steps are redesigned to reflect the need of logging access to webserver resources and not logging web server log-in activities.
S3-253133
Execution step ensures that tester runs the test. In e.g. Virtual Machines there may be an option to attach an ISO file, simulating a CD/DVD-Drive.

	
	

	Consequences if not approved:
	S3-253015:
The required token verification steps in TS 33.501 clause 13.4.1.1, including verification of access token subject, are not met in the test case for NF access token authorization. Additionally, the test case pre-conditions do not hold true for both Indirect and Direct Communications mode.
S3-252584
Tester may assume a response from network product is expected.
S3-252585
SS7 and SIGTRAN may be allowed by default and could be used by threat actors to compromise the security of the network product.
S3-253018
The tester may pass the test when services are reachable on the same IP address but not the same port.
S3-253020
Test cases may fail due to the lack of web server configuration files regardless of the web server following the security requirements.
S3-253021
The execution of the test case specification by different testers could differ greatly, which could lead to different results and interpretations of the test case.
S3-252974
3GPP specification is ambigious which may lead to security consequences, if not addressed as proposed.
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**************** START of CHANGES****************
[bookmark: _Toc187937453][bookmark: _Toc35348353][bookmark: _Toc19542351]3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
NOTE: 	The term “User” appears multiple times in the present document. Though its definition in TR 21.905 [1] only takes human-beings for example, the actual meaning of “User” depends on the context.
Automatic assessment tool: A software that operates with a minimal human intervention and aids the user in evaluation of the security of computer programs, systems and/or networks.
Developer: A creator of systems, components, or services for use on or with a 3GPP network.
Expert knowledge: Possessing skills, training and experience in analysing and understanding security threats in a wide variety of situations.
Identifiable person: one who can be identified, directly or indirectly, in particular by reference to an identification number, name or to one or more factors specific to their physical, physiological, mental, economic, cultural or social identity. 
NOTE 1: 	personal data can be gathered from user data and traffic data.
Local access: Communication through a direct network access interface.
Machine Accounts: accounts used for authentication and authorization from system to system or between applications on a system and cannot be assigned to a single person or a group of persons.
Network Element: As defined in TS 23.501[18]
Network Function: As defined in TS 23.501[18]
Network product: As defined in TR 33.916[19]
Network product class: As defined in TR 33.916[19]
Owner: The person or enity responsible for creating and maintaining content. The person or entity determines who has access to the content and the content permissions.
Pcap file: A network packet capture file that records raw data packets traveling across a network.
Personal data: any information relating to an identified or identifiable natural person ('data subject').
NOTE: 	void
Remote access: Communication through an external network access interface.
Screenshot: A digital image that shows the contents of a display.
Sensitive data: data used for authentication or may help to identify the user, such as user names, passwords, PINs, cryptographic keys, IMSIs, IMEIs, MSISDNs, or IP addresses of the UE, as well as files of a system that are needed for the functionality such as firmware images, patches, drivers or kernel modules. 
System group account: a predefined system account in the network product, usually with special privileges, which has a predefined user id and hence cannot be tied to a single user (individual) in a normal operating environment. 
EXAMPLE:	the 'root' account.
Vendor: A commercial supplier of 3GPP network software or hardware.
Vulnerability: As defined in TR 33.916[19].

**************** Next CHANGES****************

[bookmark: _Hlk19541387][bookmark: _Toc19542366][bookmark: _Toc35348368][bookmark: _Toc187937468]4.2.2.2.3.1	Authorization token verification failure handling within one PLMN
Requirement Name: Authorization token verification failure handling within one PLMN
Requirement Reference: TS 33.501 [10], clause 13.4.1.1
Requirement Description: 
According to TS 33.501 [10], clause 13.4.1.1, the NF Service producer verifies the access token as follows: 
-	The NF Service producer ensures the integrity of the access token by verifying the signature using NRF’s public key or checking the MAC value using the shared secret. If integrity check is successful, the NF Service producer verifies the claims in the access token as follows:
NOTE: Void.
-	In the direct communication case, it checks that the NF Instance ID in the subject claim within the access token matches the NF Instance ID in the subjectAltName in the NF Service Consumer's TLS client certificate.
-	It checks that the audience claim in the access token matches its own identity or the type of NF service producer. If a list of NSSAIs or list of NSI IDs is present, the NF service producer checks that it serves the corresponding slice(s).
-	If an NF Set ID present, the NF Service Producer checks the NF Set ID in the claim matches its own NF Set ID.
- 	If the access token contains "additional scope" information (i.e. allowed resources and allowed actions (service operations) on the resources), it checks that the additional scope matches the requested service operation.
-	If scope is present, it checks that the scope matches the requested service operation.
-	It checks that the access token has not expired by verifying the expiration time in the access token against the current data/time.
-	If the CCA is present in the service request, it can verify the CCA as specified in clause 13.3.8.3 and that the subject claim (i.e., the NF Instance Id of the NF Service Consumer) in the access token matches the subject claim in the CCA.
-	If the verification is successful, the NF Service producer executes the requested service and responds back to the NF Service consumer. Otherwise, it replies based on OAuth 2.0 error response defined in RFC 6749 [12]. The NF service consumer optionally stores the received token(s). Stored tokens may be re-used for accessing service(s) from producer NF type listed in claims (scope, audience) during their validity time.
[bookmark: _Hlk19541373]Threat References: TR 33.926 [4], clause 6.3.3.1, Incorrect Verification of Access Tokens
Test Case: 
Test Name: TC_AUTHORIZATION_TOKEN_VERIFICATION_FAILURE_ONE_PLMN
Purpose:
[bookmark: _Hlk2183828]Verify that the NF service producer does not grant service access if the verification of authorization token from a NF service consumer in the same PLMN fails.
Procedure and execution steps:
Pre-Conditions:
-	The tester shall know if the network product supports the following optional access token verification claims. If an optional claim is not supported, the associated sub-test case does not apply:
-	S-NSSAI (Test Case FH)
-	NSI (Test Case GI)
-	NF Set ID (Test Case HJ)
-	additional scope (Test Case IK)
-	Test environment with a NF service consumer.
-	The NF service consumer may be simulated.
[bookmark: _Hlk2184045]-	The network product under test has already mutually authenticated with the NF service consumer.
-	If either of the following pre-conditions are met, the associated sub-test case applies:
-	The network product under test has already mutually authenticated with the NF service consumer using TLS certificate, as specified in TS 33.501[10] clause 13.1.0 (Test Case F).
-	A Client Credentials Assertion (CCA) is present in the service request and verified as specified in TS 33.501[10] clause 13.3.8.3, and the Network product supports CCA based authentication (Test Case G).
-	The tester has access to the interface between the NF service consumer and the network product under test.
-	The tester has the NRF’s private key or the shared key.
[bookmark: _Hlk2184110]-	The network product under test is preconfigured with the NRF’s public key or the shared key.
Execution Steps
The network product under test receives the access token sent from the NF service consumer, verifies the access token based on OAuth 2.0.
Test Cases A~E G are tests on failure handling by the network product under test when the mandatory claims in access token failed verification.
Test Case A: No access token
1)	The tester sends a request without a token to the network product under test.
2)	The network product under test recognized the absence of the access token and the verification of the access token  fails.
Test Case B: Verification failure of the access token integrity
1)	The tester computes an access token correctly, except that the signature or the MAC is incorrect, e.g., the signature or the MAC is randomly selected, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The integrity verification of the access token by the network product under test fails.
Test Case C: Incorrect audience claim in the access token
1)	The tester computes an access token correctly, except that the audience claim is incorrect, i.e., the audience claim in the access token does not match the identity or the type of the network product under test, and then includes the access token in the NF Service Request sent from NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token is valid. However, the audience claim in the access token does not match its identity or type. 
Test Case D: Incorrect scope claim in the access token
1)	The tester computes an access token correctly, except that the scope is incorrect, i.e., the scope does not match the requested service operation, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token and the audience claim are valid. However, the scope does not match the requested service operation. 
Test Case E: Expired access token
1)	The tester computes an access token correctly, except that the expiration time has expired against the current data/time, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience and scope claims are all valid. However, the expiration time in the access token has expired against the current data/time.
Test Case F: Access token subject claim does not match the TLS certificate
1)	The tester computes an access token correctly, except that the subject claim does not match the corresponding field in the TLS certificate, i.e., the NF Instance ID in the subject claim within the access token does not match the NF Instance ID in the subjectAltName in the NF Service Consumer's TLS client certificate (which was used to establish the TLS connection), and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience, scope, and expiration time claims are all valid. However, the subject claim in the access token does not match the subjectAltName in the TLS certificate of the NF service consumer.
NOTE:		Test case F is applicable only for direct communication case.
Test Case G: Access token subject claim does not match the CCA
1)	The tester computes a Client Credentials Assertion (CCA) correctly for the NF Service Request from the NF service consumer to the network product under test.
2)	The tester computes an access token correctly, except that the subject claim (i.e., the NF Instance Id of the NF Service Consumer) in the access token does not match the subject claim in the CCA, and then includes the access token and the CCA in the NF Service Request sent from the NF service consumer to the network product under test. 
3)	The network product under test verifies that the integrity of the access token, the audience, scope, and expiration time claims are all valid. However, the subject claim in the access token does not match the subject claim in the CCA.
Test Cases FH~I K are tests on failure handling by the network product under test when the optional claims in access token failed verification.
NOTE:	The test cases below only apply to the NFs which support identifying and understanding the optional claims in the received access token.
Test Case FH: Incorrect list of S-NSSAIs in the access token
1)	The tester computes an access token correctly, except that the list of S-NSSAIs is incorrect, i.e., the network product under test does not serve the slices indicated in the list of S-NSSAIs, and then includes the access token in the NF Service Request sent from NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience, scope and expiration time claims are all valid. Then it further checks the list of S--NSSAIs included in the access token. 
Test Case GI: Incorrect list of NSIs in the access token
1)	The tester computes an access token correctly, except that the list of NSIs is incorrect, i.e., the network product under test does not serve the slices indicated in the list of NSIs, and then includes the access token in the NF Service Request sent from NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience, scope and expiration time claims are all valid. Then it further checks the list of NSIs included in the access token. 
Test Case HJ: Incorrect NF Set ID in the access token
1)	The tester computes an access token correctly, except that the NF Set ID is incorrect, i.e. the NF Set ID in the claim does not match the NF Set ID of the network product under test, and then includes the access token in the NF Service Request sent from NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience, scope and expiration time claims are all valid. Then it further checks the NF Set ID included in the access token. 
Test Case IK: Incorrect additional scope in the access token
1)	The tester computes an access token correctly, except that the additional scope information is incorrect, i.e. the allowed resources and allowed actions on the resources do not match the requested service operations, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience, scope and expiration time claims are all valid. Then it further checks the additional scope included in the access token.
Expected Results:
[bookmark: _Hlk2185017]For test cases A~E G on verification failure of mandatory claims in the access token, the network product under test rejects the NF service consumer’s service request based on OAuth 2.0 error response defined in RFC 6749 [12].
For test cases FH~IK on verification failure of optional claims in the access token, if the network product under test understands these optional claims (list of S-NSSAIs, list of NSIs, NF Set ID, additional scope), it rejects the NF service consumer’s service request based on OAuth 2.0 error response defined in RFC 6749 [12].
Expected format of evidence:
Evidence suitable for the interface, e.g., packet trace (pcap file).

**************** Next CHANGES****************
[bookmark: _Toc19542374][bookmark: _Toc35348376][bookmark: _Toc187937478]4.2.3.2.4	Protecting data and information in transfer
Requirement Name: Protecting data and information in transfer
Requirement Reference: In accordance with industry best practice
Requirement Description:
-	Usage of cryptographically protected network protocols is required. 
-	The transmission of data with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.
Threat References: TR 33.926 [4], clause 5.3.6, Information disclosure
Test case: 
Test Name: TC_PROTECT_DATA_INFO_TRANSFER_1
Purpose:
Verify the mechanisms implemented to protect data and information in transfer to and from the Network Product's O&M interface. 
NOTE: 	The test is limited to the O&M interface although the requirement does not have this limitation because the protection of standardised interfaces will be covered by regular interoperability testing and the proprietary use of HTTPS is covered in clause 4.2.5.1.
Procedure and execution steps:
Pre-Conditions:
Network product documentation containing information about supported O&M protocols is provided by the vendor,
A peer implementing the security protocol configured by the vendor (e.g. SSH client supporting SSHv2 or HTTPS client) shall be available.
Network product documentation stating which security protocols for protection of data in transit are implemented and which profiles in TS 33.310 [9] and TS 33.210 [15] are applicable is provided by the vendor
For TLS/DTLS, the tester shall base the tests on the profile defined by 3GPP in TS 33.310 [9] and TS 33.210 [15]. For IKE and IPsec, the tester shall base the tests on the profile defined by 3GPP in TS 33.210 [15]. For protocols, for which 3GPP did not define a security profile, e.g. SSH, the tester shall base the tests on a widely recognised and publicly available security profile (e.g., security profile defined by IETF or NIST).
Execution Steps 
1.	The tester shall check that compliance with the selected security profile can be inferred from detailed provisions in the product documentation.
2.	The tester shall check that the default security parameters are the same as those stated in the product documentation.
3.	The tester shall establish a secure connection between the network product and the peer and verify that all protocol versions and combinations of cryptographic algorithms that are mandated by the security profile are supported by the network product and the network product does not use the deprecated or unsecure protocol versions and algorithms.
4.	The tester shall try to establish a secure connection between the network product and the peer and verify that this is not possible when the peer only offers a feature, including protocol version and combination of cryptographic algorithms, that is forbidden by the security profile. 
Expected Results:
The traffic is properly protected, and insecure options are not accepted by the Network Product. 
Expected format of evidence:
Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
**************** Next CHANGES****************
[bookmark: _Toc19542379][bookmark: _Toc35348381][bookmark: _Toc187937483]4.2.3.3.3	System handling during excessive overload situations
Requirement Name: System handling during excessive overload situations.
Requirement Reference: In accordance with industry best practice.
Requirement Description: The system shall act in a predictable way if an overload situation cannot be prevented. A system shall be built in this way that it can react on an overload situation in a controlled way. However, it is possible that a situation happens where the security measures are no longer sufficient.
However, it is possible that a situation happens where the security measures cannot prevent overload of system. In such case it shall be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security functions and thus loss of system protection.
The vendor shall provide a technical description of the network product's Over Load Control mechanisms (especially whether these mechanisms rely on cooperation of other network elements e.g. eNodeB) and the accompanying test case for this requirement checks that the description provides sufficient detail in order for an evaluator to understand how the mechanism is designed.
Threat References: TR 33.926 [4], clause 5.3.7, Denial of service.
Test case: 
Test Name: TC_SYSTEM_HANDLING_OF_OVERLOAD_SITUATIONS
NOTE: 	This test case covers requirements 4.2.3.3.1 and 4.2.3.3.3.
Purpose:
Verify that the network product:
-	has a detailed technical description of the overload control mechanisms used to deal with overload scenarios;
-	has test results verifying the operation of the overload control mechanisms. 
Procedure and execution steps:
Pre-Conditions:
-	A document which provide a detailed technical description of the overload control mechanisms.
-	Test results from a test execution phase of overload control mechanism testing.
Execution Steps
-	The tester verifies that there is:
-	A technical description providing a high-level overview of the overload control design:
-	An overview of the types of overload scenarios that the network product overload control mechanisms are expected to handle. 
-	An overview of the overload control thresholds that the network product uses to trigger overload control mechanisms.
-	Description of the types of attacks that can cause an overload to the network product and how these are handled.
-	A description of how the network product discards or handles input during various overload situations including excessive overloads. i.e. where the overload is significantly greater than the thresholds where overload detection is triggered. 
-	A description of how the network product security functions operate and perform during overload.
-	A description of how the network product shuts down or performs or takes other abatement or corrective actions during excessive overload conditions. 
-	The tester verifies that the test results:
-	Contain details of the overload conditions used in the test execution that are consistent with the technical description document.
-	Describe test procedures used to verify the overload control mechanisms.
-	Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.
-	Contain details of the test set-up including the mechanisms for creating the overload. Where simulators and/or scripts are used to artificially create a load then details of these should also be included.
Expected Results:
-	A technical description provides a high-level overview of the overload control design.
-	A overview of the types of overload scenarios and overload control thresholds that are considered.
-	Description on the types of attacks that may cause an overload to the system and how these are handled.
-	A description of how the network product discards or handles input during various overload situations.
-	Describes if or how the network product security functions operate and perform during overload.
-	If parts of the system shutdown or take other abatement or corrective actions these should be described.
NOTE: 	If some of the items listed above are not applicable to a network product then, in those cases, it should be clarified by the vendor why these items are not applicable.
The test results should:
-	Contain details of the overload conditions used in the test execution that are consistent with the technical description document.
-	Describe the test procedures used to verify the overload control mechanisms.
-	Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.
-	Contain details of the test set-up including the mechanisms for creating the overload.
Expected format of evidence:
Documentation showing each of the points in the results sections.
**************** Next CHANGES****************
[bookmark: _Toc19542381][bookmark: _Toc35348383][bookmark: _Toc187937485]4.2.3.3.5	Network Product software package integrity 
Requirement name: Network product Software integrity validation
Requirement reference: In accordance with industry best practice
Requirement Description: 
1)	Software package integrity shall be validated in the installation/upgrade stage.
2)	Network product shall support software package integrity validation via cryptographic means, e.g. digital signature. To this end, the network product has a list of public keys or certificates of authorised software sources, and uses the keys to verify that the software update is originated from only these sources.
3)	Tampered software shall not be executed or installed if integrity check fails.
4)	A security mechanism is required to guarantee that only authorized individuals can initiate and deploy a software update, and modify the list mentioned in bullet 2.
Threat References: TR 33.926 [4], clause 5.3.3.6, Malware
Test case: 
Test Name: TC_SW_PKG_INTEGRITY_1
Purpose:
Verify that:
1.	The Network Product validates the software package integrity during the installation/upgrade stage.
2.	The software package integrity validation mechanism is performed using cryptographic mechanisms, e.g. digital signature using the public keys or certificates configured in the network product. 
3. 	Software that fails an integrity check is rejected by the network product.
4. 	Only authorized users are allowed to install software.
Procedure and execution steps:
Pre-Conditions:
-	A network product document containing information regarding software package integrity checks, including details of how the integrity check is carried out, where public keys or certificates of sources authorised to sign software packages are stored on the network product and who these sources are, and what evidence is created to prove that the integrity check has been executed and what the result of the check was. Documentation which describes the installation procedure including how a user is authorized and authenticated to perform installation process. 
-	A valid network product software load/package and one that is not-valid (or could be deemed to have been tampered with) are available.
Execution Steps
1.	The tester checks the permissions required to install software on the network product ensuring that a user is properly authenticated by the network product and that they have the required access privileges to perform the installation activity.
2.	The tester checks, when a software package is attempted to be installed on the network product, that the software package integrity check is executed (check for evidence of execution as described in network product documentation) and that valid software is allowed to be installed but invalid software is rejected.
2.	The tester checks the access control permissions for the software package integrity checking process, the list of public keys of authorised software sources, and any related credentials or keys for the process, to ensure that the process cannot be controlled by persons that are not authorized to do so.
Expected Results:
-	Evidence that the software package integrity check has been executed for both cases of software installation (valid and invalid software packages).
-	Authentication and access control mechanisms are in operation for software package installation and around the software package integrity checking mechanism.
-	The installation/upgrade operation fails when using an invalid software package.
-	The installation/upgrade operation is successful when using a valid software package.
Expected format of evidence:
Snapshots containing the result of the installation of valid and invalid packages A and B.
**************** Next CHANGES****************
[bookmark: _Toc19542394][bookmark: _Toc35348396][bookmark: _Toc187937501]4.2.3.6.1	Security event logging
Requirement Name: Security event logging
Requirement Reference: In accordance with industry best practice
Requirement Description: Security events shall be logged together with a unique system reference (e.g. host name, IP or MAC address) and the exact time the incident occurred. For each security event, the log entry shall include user name and/or timestamp and/or performed action and/or result and/or length of session and/or values exceeded and/or value reached.
IETF RFC 3871 [3], section 2.11.10 specifies the minimum set of security events. Each vendor shall document what security events the product logs so that it can be verified by testing.
In particular, it shall be possible to log the following events (which are intended to be supported by the network product and which can be enabled by default at manufacturing time or at a later time by the network operator):
	EventTypes
	Description
	Event data to be logged

	Incorrect login attempts
	Records any user incorrect login attempts to the network product
	• Username,
• Source (IP address) if remote access
• Timestamp

	Administrator access
	Records any access attempts to accounts that have system privileges.
	• Username,
• Timestamp,
• Length of session,
• Source (IP address) if remote access

	Account administration
	Records all account administration activity, i.e. configure, delete, enable, and disable.
	• Administrator username,
• Administered account,
• Activity performed (configure, delete, enable and disable)
• Timestamp

	
	
	

	Resource Usage 
	Records events that have been triggered when system parameter values such as disk space, CPU load over a longer period have exceeded their defined thresholds.
	• Value exceeded,
• Value reached
(Here suitable threshold values shall be defined depending on the individual system.)
• Timestamp

	Configuration change
	Changes to configuration of the network device
	• Change made
• Username

	Reboot/shutdown/crash
	This event records any action on the network device that forces a reboot or shutdown OR where the network device has crashed.
	• Action performed (reboot, shutdown, etc.)
• Username (for intentional actions)
• Timestamp

	Interface status change
	Change to the status of interfaces on the network device (e.g. shutdown)
	• Interface name and type
• Status (shutdown, missing link, etc.)
• Timestamp

	Sensitive data access
	Records any access attempts to sensitive data
	• Action performed (read, write, delete, etc.)
• Username
• Timestamp



In addition, optionally it shall be possible to log also the following event (if supported):
	EventTypes
	Description
	Event data to be logged

	Change of group membership or accounts
	Any change of group membership for accounts
	
• Administrator username,
• Administered account,
• Activity performed (group added or removed)
• Timestamp.



Threat References: TR 33.926 [4], clause 5.3.4.4, Log Tampering
Test case: 
Test Name: TC_SECURITY_EVENT_LOGGING
Purpose:
To verify that the network product correctly logs all required security event types.
Procedure and execution steps:
Pre-Conditions:
-	The following information shall be provided by the documentation accompanying the network product:
-	The log where the event is recorded and how it can be accessed (e.g. the complete path).
-	If the event type is enabled by default or how to enable it.
-	What O&M services can be used on the Network Product in the configuration according to the pre-requisites for testing in clause 4.1 and how to use them.
-	Whether and how sensitive data is stored on the Network Product (e.g., directory services databases)
-	The tester has the needed administrative privileges to sufficiently perform the tests
-	If needed for testing specific O&M services, a tester machine is available.
Execution Steps
For each O&M service perform the following test steps
1.-	The Tester sequentially triggers each security event listed in the requirement, while covering each option detailed in the individual security event descriptions. 
2.-	The Tester verifies whether the security events, and their individual options, were correctly logged. In particular it is verified whether they include at least the event data specified as required to be logged.
Expected Results:
All security events are appropriately logged, including all required event data.
Expected format of evidence:
-	List of O&M services
-	Commands executed per O&M services
-	The relevant parts of the logs in appropriate form (e.g. file, screenshot)
**************** Next CHANGES****************
[bookmark: _Toc19542378][bookmark: _Toc35348380][bookmark: _Toc187937482][bookmark: _Hlk207100422]4.2.3.3.2	Boot from intended memory devices only
Requirement name: Boot from intended memory devices only
Requirement reference: In accordance with industry best practice
Requirement Description: 
The network product can boot only from the memory devices intended for this purpose.
Test case: 
Test Name: TC_BOOT_INT_MEM_1
Purpose:
Verify that the network product can only boot from memory devices intended for this purpose (e.g. not from external memory like USB key).
Procedure and execution steps:
Pre-Conditions:
A document which contains information regarding the firmware access mechanism supported by the product and about the memory devices from which the network product can boot.
Execution Steps
1.	The tester verifies that the network product is configured to boot from memory devices declared in the network product document only.
2.	The tester verifies that the network product does not boot from any undeclared memory device by preparing a bootable medium for every class of bootable memory device (e.g. CD, USB key, network boot) present in and accessible at the network product and trying to boot from this medium.
3.	The tester verifies that attempts to access and modify the firmware of the network product are permitted following successful authentication but prevented without prior successful authentication.
4.  The tester verifies that the boot sources can be modified only by administrator/root user.
Expected Results:
The network product cannot boot from a memory device that is not configured in its firmware, and access to the firmware is only possible with the correct authentication.
Expected format of evidence: 
Screenshot of the actual boot device configuration of the network product and firmware access mechanism/authentication.
Textual description of the attempts of booting from prepared memory devices.
[bookmark: _Toc19542407][bookmark: _Toc35348409][bookmark: _Toc187937518][bookmark: _Toc19542409][bookmark: _Toc35348411][bookmark: _Toc187937520]**************** Next CHANGES****************
4.2.5.2.1	Webserver logging
Requirement Name: Webserver logging
Requirement Reference: In accordance with industry best practice
Requirement Description: Access to the webserver shall be logged. The web server log shall contain the following information:
-	Access timestamp
-	Source (IP address)
-	(Optional) Account (if known)
-	(Optional) Attempted login name (if the associated account does not exist)
-	Relevant fields in httpHTTP request. The URL should be included whenever possible.
-	Status code of web server response
Threat References: TR 33.926 [4], clause 5.3.4.4, Log Tampering
Test case: 
Test Name: TC_WEBSERVER_LOGGING
Purpose:
Verify that all accesses to the webserver are logged with the required information. 
Procedure and execution steps:
Pre-Condition:
Network Product documentation which contains information on log file location and procedure to access it.
Tester has the necessary privileges to access the log files.
Execution Steps
1.	The tester tries to access existing resources onlogin to the webserver using correctly and incorrectly crafted requests. the correct and incorrect login credentials.
2. 	If a login is required, then the tester is using correct and incorrect access credentials.
23.	The tester verifies whether the requests login attempts were logged correctly with all of the required information.
Expected Results:
All webserver events are logged with all of the required information.
Expected format of evidence:
Log file showing the captured information.

**************** Next CHANGES****************

4.2.5.4	HTTP input validation
Requirement Name: Input validation
Requirement Reference: In accordance with industry best practice
Requirement Description: 
The Network Product shall have a mechanism in place to ensure that web application inputs are not vulnerable to command injection or cross-site scripting attacks. The Network Product shall validate, filter, escape, and encode user-controllable input(e.g., query parameters, form data, headers) before the input is processed in any other way.  before it is placed in output that is used as a web page that is served to other users.
Threat References: TR 33.926 [4], clause 5.3.3.6, Malware
Test case: 
This requirement is covered by the basic vulnerability testing as described in clause 4.4.
[bookmark: _Toc19542415][bookmark: _Toc35348417][bookmark: _Toc187937526]**************** Next CHANGES****************
[bookmark: _Toc19542414][bookmark: _Toc35348416][bookmark: _Toc187937525]4.2.6.2.2	Interface robustness requirements
Requirement Name: Interface robustness
Requirement Reference: In accordance with industry best practice
Requirement Description:
A network device shall be not affected in its availability or robustness by incoming packets, from other network elements, that are manipulated or differing the norm. This means that inappropriate or manipulated packets shall be detected as invalid and be discarded. The process shall not be affecting the performance of the network device. This robustness shall be just as effective, for a great mass of invalid packets as for individual or a small number of packetsregardless of the number of invalid packets.
Examples of such packets are:
-	Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN flooding attack).
-	Packets with the same IP sender address and IP recipient address (Land attack).
-	Mass-produced ICMP packets with the broadcast address of a network as target address (Smurf attack).
-	Fragmented IP packets with overlapping offset fields (Teardrop attack).
-	ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 packets (Ping-of-death attack).
-	Uncorrelated reply packets (i.e. packets which cannot be correlated to any request). 
Sometimes the relevant behaviour of the network device is configured. In other cases, the behaviour of the network device can only be verified by the relevant tests.
Threat References: TR 33.926 [4], clause 5.3.7, Denial of service
Test case: Refer to Test Case in clause 4.4.4.
**************** Next CHANGES****************
4.2.6.2.3	GTP-C Filtering
Requirement Name: GTP-C Filtering
Requirement Reference: In accordance with industry best practice
Requirement Description:
The following capability is conditionally required:
-	For each message of a GTP-C-based protocol, it shall be possible to check whether the sender of this message is authorized to send a message pertaining to this protocol.
NOTE 1: 	The check could be performed e.g. against an allow list or disallow list of permitted message type / sender identity combinations.
-	At least the following actions should be supported when the check is satisfied:
-	Discard: the matching message is discarded.
-	Accept: the matching message is accepted.
-	Account: the matching message is accounted for, i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 
-	The Network Product supports the capability described above and this is stated in the product documentation.
-	The Network Product's product documentation states that the capability is not supported and that the Network Product needs to be deployed together with a separate entity which provides the capability described above. 
NOTE 2: 	Such a separate entity could e.g. be a GTP Firewall. 
NOTE 3: 	Test cases for this separate entity are not provided in the present document, but are believed to be similar to them. 
NOTE 4: The test cases are only applicable to all network product classes utilizing GTP-C based protocol.
Threat References: TR 33.926 [4], clause 5.3.7, Denial of service
Test case: 
The test case described here apply only when GTP-C filtering is provided on the Network Product itself. 
Test Name: TC_GTP-C_FILTERING
Purpose: 
To verify that the network product provides filtering functionalities for incoming GTP-C messages. In particular this test case verifies that: 
1.	The network product provides filtering of incoming GTP-C messages on any interface. 
2.	It is possible to block all GTP-C messages on those network product interfaces where they are unwanted.
3.	It is possible to specify defined actions for each rule.
Procedure and execution steps:
Pre-Conditions:
-	The network product has at least two physical interfaces, named if1 and if2.
-	The tester has the privileges to configure GTP-C filtering on the network product.
-	The vendor declares that the GTP-C filtering is supported.
-	The vendor includes a guideline to configure the GTP-C filtering in the documentation accompanying the network product.
-	A network traffic generator or a pcap file containing the GTP-C messages is available.
-	A network traffic analyser on the network product (e.g. tcpdump) is available.
Execution Steps
1.	The tester log in the network product.
2.	The tester configures the network product with the following rules:
a)	Accept only GTP-C EchoRequest messages on if1.
b)	Discard all GTP-C messages on if2.
c)	For each rule above the accounting is also enabled.
3.	The tester turns on the network traffic analyser on if2.
4.	The tester sends on if2 EchoRequest messages replaying a pcap file or using a network generator.
a)	Using the network analyser the tester verifies that the network product correctly receives the EchoRequest messages on if2.
b)	Using the accounting, the tester verifies that the messages are discarded and that any no response is sent back by the network product.
5.	The tester sends to if1 EchoRequest messages replaying a pcap file or using a network generator.
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-C EchoRequest messages are not discarded because EchoResponse messages are sent back by the network product.
6.	The tester verifies that the matching messages are correctly accounted for both rules.
7.	The tester sends to if1 GTP-C messages different from EchoRequest replaying a pcap file or using a network generator.
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	Using the accounting, the tester verifies that the messages are discarded and that any no response is sent back by the network product.
8.	The tester deletes the previous rules and configures a new rule, i.e. to accept only GTP-C EchoRequest on if1 coming from a certain IP Address named IP1.
9.	The tester sends GTP-C EchoRequest messages with source IP Address set to IP1:
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-C EchoRequest messages are not discarded and EchoResponse messages are sent back by the network product.
10.	The tester sends GTP-C EchoRequest messages with source IP Address set to IP2 different from IP1 using a network traffic generator or replaying a pcap file.
a)	Using the network analyser the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-C EchoRequest messages are discarded and that no EchoResponse messages are sent back.
Expected Results:
-	For steps 4, 5, 6 and 7 the tester receives GTP-C EchoResponse messages from if1 only.
-	For steps 4, 5, 6 and 7 the messages matching the rules are correctly accounted.
-	For steps 8, 9, 10 the tester receives GTP-C EchoResponse messages only for the authorized source IP address.
Expected format of evidence:
-	The used tool(s) name and version information
-	Settings and configurations used
-	Pcap trace
-	Screenshot
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4.2.6.2.4	GTP-U Filtering
Requirement Name: GTP-U Filtering
Requirement Reference: In accordance with industry best practice
Requirement Description:
The following capability is conditionally required:
-	For each message of a GTP-U-based protocol, it shall be possible to check whether the sender of this message is authorized to send a message pertaining to this protocol.
NOTE 1: 	The check could be performed e.g. against an allow list or disallow list of permitted message type / sender identity combinations.
-	At least the following actions should be supported when the check is satisfied:
-	Discard: the matching message is discarded.
-	Accept: the matching message is accepted.
-	Account: the matching message is accounted for, i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 
-	The Network Product supports the capability described above and this is stated in the product documentation.
-	The Network Product's product documentation states that the capability is not supported and that the Network Product needs to be deployed together with a separate entity which provides the capability described above. 
NOTE 2:	Such a separate entity could e.g. be a GTP Firewall. 
NOTE 3:	Test cases for this separate entity are not provided in the present document, but are believed to be similar to them. 
NOTE 4:	The test cases are only applicable to all network product classes utilizing GTP-U based protocol.
Threat References: TR 33.926 [4] clause 5.3.7, Denial of service
Test case: 
The test case described here apply only when GTP-U filtering is provided on the Network Product itself. 
Test Name: TC_GTP-U_FILTERING
Purpose: 
To verify that the network product provides filtering functionalities for incoming GTP-U messages. In particular this test case verifies that: 
1.	The network product provides filtering of incoming GTP-U messages on any interface. 
2.	It is possible to block all GTP-U messages on those network product interfaces where they are unwanted.
3.	It is possible to specify defined actions for each rule.
Procedure and execution steps:
Pre-Conditions:
-	The network product has at least one physical interface named if1 and may have another physical interface named if2.
-	The tester has the privileges to configure GTP-U filtering on the network product.
-	The vendor declares that the GTP-U filtering is supported.
-	The vendor includes a guideline to configure the GTP-U filtering in the documentation accompanying the network product.
-	A network traffic generator or a pcap file containing the GTP-U messages is available.
-	A network traffic analyser on the network product (e.g. tcpdump) is available.
NOTE:	If the network product has only one physical interface named if1, execution steps on if2 are not needed.
Execution Steps
1.	The tester log in the network product.
2.	The tester configures the network product with the following rules:
a)	Accept only GTP-U EchoRequest messages on if1.
b)	Discard all GTP-U messages on if2.
c)	For each rule above the accounting is also enabled.
3.	The tester turns on the network traffic analyser on if2.
4.	The tester sends on if2 EchoRequest messages replaying a pcap file or using a network generator.
a)	Using the network analyser, the tester verifies that the network product correctly receives the EchoRequest messages on if2.
b)	Using the accounting, the tester verifies that the messages are discarded and that any no response is sent back by the network product.
5.	The tester sends to if1 EchoRequest messages replaying a pcap file or using a network generator.
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-U EchoRequest messages are not discarded because EchoResponse messages are sent back by the network product.
6.	The tester verifies that the matching messages are correctly accounted for both rules.
7.	The tester sends to if1 GTP-U messages different from EchoRequest replaying a pcap file or using a network generator.
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	Using the accounting, the tester verifies that the messages are discarded and that any no response is sent back by the network product.
8.	The tester deletes the previous rules and configures a new rule, i.e. to accept only GTP-U EchoRequest on if1 coming from a certain IP Address named IP1.
9.	The tester sends GTP-U EchoRequest messages with source IP Address set to IP1:
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-U EchoRequest messages are not discarded and EchoResponse messages are sent back by the network product.
10.	The tester sends GTP-U EchoRequest messages with source IP Address set to IP2 different from IP1 using a network traffic generator or replaying a pcap file.
a)	Using the network analyser the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-U EchoRequest messages are discarded and that no EchoResponse messages are sent back.
Expected Results:
-	For steps 4, 5, 6 and 7 the tester receives GTP-U EchoResponse messages from if1 only.
-	For steps 4, 5, 6 and 7 the messages matching the rules are correctly accounted.
-	For steps 8, 9, 10 the tester receives GTP-U EchoResponse messages only for the authorized source IP address.
Expected format of evidence:
-	The used tool(s) name and version information
-	Settings and configurations used
-	Pcap trace
-	Screenshot
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4.3.2.1	No unnecessary or insecure services / protocols
Requirement Name: No unnecessary or insecure services / protocols
Requirement Reference: In accordance with industry best practice
Requirement Description: 
The network product shall only run protocol handlers and services which are needed for its operation, and which do not have any known security vulnerabilities. In particular, by default the following services shall be initially configured to be disabled on the network product by the vendor except if services are needed during deployment. In that case those services shall be disabled according to vendor’s instructions after deployment is done. Disabled protocols can still be enabled for other reasons by the network operators, e.g. remote diagnostics.
-	FTP
-	TFTP
-	Telnet
-	rlogin, RCP, RSH
-	HTTP
-	SNMPv1 and v2
-	SSHv1
-	TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime)
-	Finger
-	BOOTP server
-	Discovery protocols (CDP, LLDP)
-	IP Identification Service (Identd)
-	PAD
-	MOP
-	SS7, SIGTRAN
NOTE 1:	As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service are not answered directly on this port but from a redirected to HTTPS service.
NOTE 2:	Full documentation of required protocols and services of the network product and their purpose needs to be provided by the vendor as prerequisite for the test case.
Threat References: TR 33.926 [4], clause 5.3.7.3, Insecure Network Services
Test Case: 
Test Name: TC_NO_UNNECESSARY_SERVICE
Purpose:
To ensure that on all network interfaces, there are no unsecure insecure services or protocols that might be running.
Procedure and execution steps:
Pre-Conditions:
A list of all required network protocols and services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	protocol handlers and services needed for the operation of network product;
-	their open ports and associated services;
-	and a description of their purposes.
The tool used shall be capable to detect and identify the protocol handlers and running services in the system.
Execution Steps
1.	Verification of the compliance to the prerequisites:
a.	Verification that the list of available network services and protocol handlers is available in the documentation of the Network Product.
b.	Validation that all entries in the list are necessary for the operation of the Network Product class.
2.	Identification of the network services and protocol handlers by means of tools or any other testing means.
3.	Validation that there are no entries in the list of available network services and handlers apart from the ones that have been mentioned for the operation of the Network Product in the attached documentation.
4.	Validation that there are no services or protocols running on the Network Product that are insecure.
45.	The tester shall reboot the network product and re-execute execution steps 2 and 3 without further configuration.
Expected Results:
The report will contain: 
-	The names and version of the tool(s) used. 
-	Information of all the protocol handlers and services running in the network product. 
Result will show:
-	There are no unnecessary services running in the network product except for the ones which are necessary for its operation. 
-	Any undocumented services running on the network product should be highlighted and brought out in the report.
-	The network product behaves the same after reboot as before.
Expected format of evidence:
-	The used tool(s) name and version information;
-	Settings and configurations, and commands used (if applicable); 
-	The output pertaining to the test case performed and
-	The test results i.e. services existing or not existing in the Network Product.
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4.3.3.1.3	No automatic launch from removable media
Requirement Name: No automatic launch from removable media 
Requirement Reference: In accordance with industry best practice
Requirement Description: 
The network product shall not automatically launch any application when removable media device (physical or emulated) such as CD-, DVD-, USB-Sticks or USB-Storage drive is connected. If the operating system supports an automatic launch, it shall be deactivated unless it is required to support availability requirements.
Threat References: TR 33.926 [4], clause 5.3.4.3, External Device Boot
Test Case: 
Test Name: TC_NO_AUTO_LAUNCH_FROM_REMOVABLE_MEDIA
Purpose: 
To verify that the network product does not launch any applications automatically when a removable media device (physical or emulated) is connected. Any such feature should be deactivated.
Procedure and execution steps:
Pre-Condition
If the network product is provisioned with the necessary physical or emulated ports/drives (CD/DVD drive, USB port, etc.) then the test case applies.
Execution Steps
1.	The tester log in the network product.
2.	For all available physical ports or their emulated substitutes which are externally accessible:
a.	The tester prepares a removable media device (e.g. CD, DVD, USB-Sticks, CD-Image file and/or USB-Storage drives) that contain any kind of autostart file suitable for this port type.
b.	The tester inserts the prepared media device into the network product under test.
3.	The tester verifies that the media device is not automatically mounted and there is no automatic application launch triggered by its insertion.
Expected Results:
The network product does not launch any applications to open the contents in the removable media device. 
In Linux® machines, the removable media device is not automatically mounted in the filesystem.
Expected format of evidence:
Evidence can be presented in the form of logs/screenshot/screen-capture on how the network product responds when any removable media device is attached to it (e.g. the output log of the UNIX® mount command before and after insertion of the removable media device).
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[bookmark: _Toc19542432][bookmark: _Toc35348434][bookmark: _Toc187937543]4.3.3.1.4	SYN Flood Prevention 
Requirement Name: SYN Flood Prevention
Requirement Reference: In accordance with industry best practice
Requirement Description:
The network product shall support a mechanism to prevent SYN Flood attacks (e.g. implement the TCP SYN Cookie technique in the TCP stack by setting net.ipv4.tcp_syncookies = 1 in the linux sysctl.conf file). This feature shall be enabled by default.
Threat References: TR 33.926 [4], clause 5.3.7.2, Implementation Flaw
Test Case: 
Test Name: TC_SYN_FLOOD_PREVENTION
Purpose:
Verify that the Network Product supports a Syn Flood Prevention technique. 
Procedure and execution steps:
Pre-Conditions:
-	Vendor documentation describing the SYN flood attack prevention mechanism or setting and where to check for them.
-	The Network Product is listening on a TCP port on one of its interfaces.
-	A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product is available.
-	A host is connected to the Network Product interface and it is equipped with a tool able to reproduce a SYN Flood attack (e.g. nmap or hping)
Execution Steps
1.	The tester verifies the prevention mechanism or setting described in the vendor documentation.
2.	The tester configures the tool to send a large quantity number huge amount of TCP SYN packets against the Network Product (e.g. hping3 -i <waiting time between each packet> -S -p <TCP port> -d <Data Size> -c <Number of packets> < Network Product IP>)
NOTE: 	To calculate the large quantity number of packets the tester checks in the product documentation the link speed supported by the DUT in bytes (L). The tester chooses a size packet for the attack in bytes (S). Based on L and S, the tester calculates the amount of packets per second (P) to use with this formula:
 P = L / S
3.	The tester verifies that the Network Product is still functioning as expected, its services are still accessible and responsive to typical service function requests, and the memory or CPU usage does not exceed acceptable thresholds. Additionally, the tester confirms there are no crashes or deadlocks.
a.	While the SYN Flood attack is ongoing.
b.	After the SYN Flood attack was executed.
Expected Results:
The Network Product does not become inoperative.
Expected format of evidence:
-	Executed commands or script used for the SYN flood attack.
-	The number of SYN packets sent per second.
-	Part of the configuration (plaintext or screenshot) showing the prevention mechanism or setting.

**************** Next CHANGES****************
[bookmark: _Toc19542434][bookmark: _Toc35348436][bookmark: _Toc187937545]4.3.3.1.6	External file system mount restrictions
Requirement Name: External file system mount restrictions
Requirement Reference: In accordance with industry best practice
Requirement Description: 
If a user is allowed to mount external file systems (attached locally or via the network), OS-level restrictions shall be set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Implementation example: In Linux® systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the "user" option.
NOTE: 	This requirement does not apply when the docker is used to mount file system.
Threat References: TR 33.926 [4], clause 5.3.8.2, Over-Privileged Processes/Services
Test Case: 
Test Name: TC_EXTERNAL_FILE_SYSTEM_MOUNT_RESTRICTIONS
Purpose:
Verify that OS-level restrictions are set properly for users that are allowed to mount external file systems (attached locally or via the network). This is to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Procedure and execution steps:
Pre-Condition:
Tester has admin access to check and configure the external filesystem mount permissions in the OS.
Tester has username and password of a user in the network product that has external filesystem mount privileges.
Execution Steps
1.	The tester shall verify that OS-level restrictions are set properly in order to prevent privilege escalation due to the contents of the mounted file systems (e.g. In Linux® systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the "user" option). The tester checks that OS-level parameters are configured correctly on the system.
2.	The tester mounts an external filesystem prepared by the tester with files exploiting privilege escalation methods (e.g. with writable SUID/GUID files).
3.	The tester tries to gain privileged access to system by using a suitable privilege escalation method, using the contents of the mounted file system, and then the tester confirms that privilege escalation doesn't happen.
Expected Results:
The OS-level restrictions are set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Any privilege escalation method used by the tester should be blocked.
Expected format of evidence:
Screenshot containing the configuration file showing that OS-level restrictions are set properly for users that are allowed to mount external file systems.
**************** Next CHANGES****************
4.3.2.2	Restricted reachability of services
Requirement Name: Restricted reachability of services
Requirement Reference: In accordance with industry best practice
Requirement Description: 
The network product shall restrict the reachability of services so that they can only be reached on interfaces where their usage is required. On interfaces where services are active, the reachability should be limited to legitimate communication peers. This limitation shall be realized on the network product itself (without measures (e.g. firewall) at network side) according to the requirement detailed in clause 4.2.6.2.1 Packet Filtering.
EXAMPLE:	Administrative services (e.g. SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic. 
Threat References: TR 33.926 [4], clause 5.3.7.3, Insecure Network Services
Test Case: 
Test Name: TC_RESTRICTED_REACHABILITY_OF_SERVICES
Purpose:
To verify that it is possible to bind the services only to the interfaces from which they are expected to be reachable. 
NOTE: 	The test case developed for the requirement " 4.2.6.2.1 Packet Filtering" implicitly verifies that the network product permits to limit the reachability of the services only to legitimate communication peers., 
Procedure and execution steps:
Pre-Conditions:
-	The vendor shall declare, in the documentation accompanying the network product if the network product supports the capability to restrict services reachability to only the nodes authorized to access them. In this case, the vendor shall detail how this capability can be configured.
-	A list of all required network protocols and services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	protocol handlers and services needed for the operation of network product;
-	their open ports and associated services;
-	the configuration options;
-	and a description of their purposes.
-	The network product is configured such that the required network protocols and services (as described in the network product documentation) are setup and each service is bound to an IP address and port of a specific network interface (e.g. IP1 which is the ip address and port of if1). Configuration may occur automatically during the initialization phase of the network product or manually as defined in the network product administration documentation.
-	The network product shall have at least two interfaces enabled, if1 and if2 respectively configured with IP Address IP1 and IP2 and respective ports.
-	The tester has administrative privileges.
-	A tester machine equipped with a network port scanner tool is available. 
Execution Steps
For every available interface if_n:
1.	The tester runs a network port scanner (e.g. nmap) or uses local network interface information on if_n and verifies that the configured services (according to the vendor documentation) are open/reachable.
2.	The tester runs a network port scanner (e.g. nmap) or uses local network interface information on all other available interfaces (except if_n) and verifies that the services configured for if_n are not open/reachable.
NOTE:	It might not be possible for certain transport layer protocols (like UDP) to unambiguously detect whether a port is open or not by means of external port scanning. Also, external port scanning can be ineffective, if there are security measures present, e.g. like rate limiting. Local port discovery (e.g. with netstat, ss) in collaboration with collection of local route information (e.g. with ip route) could be applied in those cases.
Expected Results:
Services can be enabled on per-interface basis. The network product correctly restricts service reachability to intended interfaces
Expected format of evidence:
-	The network product configuration showing the mapping between interfaces and configured service.
-	Pcap files.
-	Screenshot.
-	Software name and version of the used port scanner, log of the executed commands.
-	Network port scanner results (e.g. files containing this results).
**************** Next CHANGES****************
4.3.4.2	No system privileges for web server
Requirement Name: No system privileges for web server. 
Requirement Reference: In accordance with industry best practice
Requirement Description: 
No web server processes shall run with system privileges. This is best achieved if the web server runs under an account that has minimum privileges. If a process is started by a user with system privileges, execution shall be transferred to a different user without system privileges after the start.
Threat References: TR 33.926 [4], clause 5.3.8, Elevation of privilege
Test Case: 
Test Name: TC_NO_SYSTEM_PRIVILEGES_WEB_SERVER
Purpose:
Verify that the Web server is not run under system privileges.
Procedure and execution steps:
Pre-Conditions:
-	The tester has needed administrative privileges.
-	A tester machine is available.
-	Recommended: an automatic assessment tool has been configured /script adapted in line with the Requirement Description.
Execution Steps
1.	The tester checks that no web server processes run with system privileges. The tester checks that this is the case even for processes that may have been started by a user with system privileges.
a.	The tester starts the web server process as web server user and checks process privileges.
b.	If possible, the tester starts the web server process  with system privileges and check if process privileges get dropped.
2.	The tester checks in relevant system settings and web server configurations that a web server user is configured with minimal privileges needed to run the web server and the web server is executable by that user.
NOTE:	If the web server is integrated directly into (parts of) the network product, it could not use configuration files. Configuration could be done via command line parameters or simply be hardcoded into the application. In such cases, the tester can omit test steps or parts of test steps related to web server configuration files.
Expected Results:
-	There are no findings of web server processes that run with system privileges.
-	System settings are set to ensure that no processes will run with system privileges.
Expected format of evidence:
-	Log files / command line output and screen shots of test executions
-	Part of web server and/or system configuration (plain text or screenshot) showing the configured user for the web server process
[bookmark: __RefHeading___Toc187937550][bookmark: _CR4_3_4_4]**************** Next CHANGES****************
4.3.4.4	No unused add-ons
Requirement Name: No unused add-ons
Requirement Reference: In accordance with industry best practice
Requirement Description: All optional add-ons and components of the web server shall be deactivated if they are not required. In particular, CGI or other scripting components, Server Side Includes (SSI), and WebDAV shall be deactivated if they are not required.
Threat References: TR 33.926 [4], clause 5.3.6.11, Unnecessary Services
Test Case: 
Test Name: TC_NO_UNUSED_ADD-ONS
Purpose:
To verify that the Web server has deactivated unneeded add-ons and unneeded scripting components.
Procedure and execution steps
Pre-Conditions:
-	The vendor has supplied a list of add-ons or scripting tools for Web server components needed for system operation, and that therefore need to be exempted from the test investigation.
-	The tester has administrative privileges.
-	A tester machine is available. 
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1.	Check that the web server is only running and listening on known ports (e.g. tcp port 80 and/or 443). Check that CGI or other scripting components, Server Side Includes (SSI), and WebDAV are deactivated if they are not required. See also guidance under 4.3.4.12.
2.	Check that nothing else has been installed than the web server.
3.	Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
NOTE:	If the web server is integrated directly into (parts of) the network product, it could not use configuration files. Configuration could be done via command line parameters or simply be hardcoded into the application. In such cases, the tester can omit test steps or parts of test steps related to web server configuration files.
Expected Results:
System settings and configurations have been found, for all Web components of the system, to ensure that all unneeded add-ons or script components are deactivated.
Expected format of evidence:
Log files and screen shots of test executions.
**************** Next CHANGES****************

[bookmark: __RefHeading___Toc187937551][bookmark: _CR4_3_4_5]4.3.4.5	No compiler, interpreter, or shell via CGI or other server-side scripting
Requirement Name: No compiler, interpreter, or shell via CGI or other server-side scripting. 
Requirement Reference: In accordance with industry best practice
Requirement Description: If CGI (Common Gateway Interface) or other scripting technology is used, the CGI directory - or other corresponding scripting directory - shall not include compilers or interpreters (e.g. PERL® interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Threat Reference: TR 33.926 [4], clause 5.3.6, Information disclosure
Test Case: 
Test Name: TC_NO_COMPILER_FOR_CGI
Purpose:
To verify that there are no compilers, interpreters or shell accessible via CGI or other scripting components.
Procedure and execution steps
Pre-Conditions:
-	The tester has administrative privileges
-	A tester machine is available. 
-	Recommended: an automatic assessment tool has been configured /script adapted in line with the Requirement Description.
Execution Steps
1.	Consult the web server configuration to identify all directories used for CGI or other scripting components.
NOTE:	If the web server is integrated directly into (parts of) the network product, it could not use configuration files. Configuration could be done via command line parameters or simply be hardcoded into the application. In such cases, the tester can omit test steps or parts of test steps related to web server configuration files.
2.	Check that there are no compilers or interpreters (e.g., PERL® interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells) in the directory/directories used for CGI or for other scripting tools (including PERL®, PHP, and others).
Expected Results:
There are no compilers, interpreters or shells in directories accessible via CGI or other scripting components.
Expected format of evidence:
-	Log files and screen shots of test executions.
-	Part of web server configuration (plaintext or screenshot) showing all directories accessible by the CGI/scripting components.
-	List of files (with types and permissions, if available) inside the directories accessible by the CGI/scripting components.
**************** Next CHANGES****************

[bookmark: __RefHeading___Toc187937552][bookmark: _CR4_3_4_6]4.3.4.6	No CGI or other scripting for uploads
Requirement Name: No CGI or other scripting for uploads. 
Requirement Reference: In accordance with industry best practice
Requirement Description: If CGI or other scripting technology is used, all directories where the web server has write permissions shall be distinct from all directories containing CGI/script or executable code.
Threat References: TR 33.926 [4], clause 5.3.8.3, Folder Write Permission Abuse
Test Case: 
Test Name: TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS
Purpose:
To ensure that directories with write permissions for the web server do not contain executable code such as CGI scripts.
Procedure and execution steps:
Pre-Condition:
If the web server is configured with CGI/Scripting on, this test applies.
Execution Steps
1.	The tester identifies directories where the web server user has write permissions.
2.	The tester verifies that these writable directories do not contain any executable scripts, CGI programs, or other executable code.
3.	The tester verifies that directories configured for CGI/Scripting do not have write permissions for the web server.
NOTE:	If the web server is integrated directly into (parts of) the network product, it could not use configuration files. Configuration could be done via command line parameters or simply be hardcoded into the application. In such cases, the tester can omit test steps or parts of test steps related to web server configuration files.
Expected Results:
Web server user writable directories are different from those containing executable code or the ones configured to be used for CGI/scripting.
Expected format of evidence:
A part of the configuration file / screenshot of the configuration showing that the web server is properly configured and the corresponding file system permissions.
**************** Next CHANGES****************

[bookmark: __RefHeading___Toc187937553][bookmark: _CR4_3_4_7]4.3.4.7	No execution of system commands with SSI
Requirement Name: No execution of system commands with SSI. 
Requirement Reference: In accordance with industry best practice
Requirement Description: If Server Side Includes (SSI) is active, the execution of system commands shall be deactivated.
Threat Reference: TR 33.926 [4], clause 5.3.8, Elevation of privilege
Test Case: 
Test Name: TC_NO_EXECUTION_OF_SYSTEM_COMMANDS
Purpose:
To test whether it is possible to use the exec directive and if so, whether it can be used for system commands.
Procedure and execution steps:
Pre-Condition:	
If the web server is configured with SSI active, this test applies.
Execution Steps
1.	The tester checks whether execution of system commands is disabled in the web server configuration.
NOTE:	If the web server is integrated directly into (parts of) the network product, it could not use configuration files. Configuration could be done via command line parameters or simply be hardcoded into the application. In such cases, the tester can omit test steps or parts of test steps related to web server configuration files.
2.	The tester actually attempts to use the exec directive in an SSI file with and without system commands.
Expected Results:
-	The execution of system commands via SSIs exec directive is disabled in the web server configuration.
-	It is impossible to execute system commands via SSIs exec directive.
Expected format of evidence:
-	A part of the configuration file / screenshot of the configuration showing that the web server is properly configured. For example, a configuration file that shows that the IncludesNOEXEC (Apache HTTP Server®) or ssiExecDisable (Microsoft® IIS) is set.
-	Web server log while executing step 2.
[bookmark: __RefHeading___Toc187937556][bookmark: _CR4_3_4_10]**************** Next CHANGES****************
[bookmark: _Toc19542443][bookmark: _Toc35348445][bookmark: _Toc187937554]4.3.4.8	Access rights for web server configuration
Requirement Name: Access rights for web server configuration files 
Requirement Reference: In accordance with industry best practice
Requirement Description: Access rights for web server configuration files shall only be granted to the owner of the web server process or to a user with system privileges. Implementation example: Delete "read" and "write" access rights for "others." Only grant "write" access to the user who configures the web server.
Threat References: TR 33.926 [4], clause 5.3.8, Elevation of privilege
Test Case: 
Test Name: TC_ACCESS_RIGHTS_WEB_SERVER_FILES
Purpose:
To verify that the access rights for Web server configuration files are correctly set.
Procedure and execution steps
Pre-Conditions:
-	The tester has administrative privileges
-	A tester machine is available. 
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1.	The tester identifies the user owning the web server process.
2.	The tester verifies that only the owner of the web server process and users with system privileges have "read" and "write" access rights for all web server configuration files and configuration directories.
Expected Results:
Access rights for web server configuration files and directories are adequately set, as required in the requirement description.
Expected format of evidence:
Log files and screen shots of test executions
**************** Next CHANGES****************
4.3.4.10	No directory listings
Requirement Name: No directory listings / Directory Browsing.
Requirement Reference: In accordance with industry best practice
Requirement Description: Directory listings (indexing) / "Directory browsing" shall be deactivated.
Threat References: TR 33.926 [4], clause 5.3.6.9, File/Directory Read Permissions Misuse
Test Case: 
Test Name: TC_NO_DIRECTORY_LISTINGS
Purpose:
To verify that Directory listings / Directory browsing has been deactivated in all Web server components.
Procedure and execution steps
Pre-Conditions:
-	The tester has administrative privileges
-	A tester machine is available. 
-	The tester should have configured a script, or an automatic assessment tool adapted in line with the Requirement Description..
Execution Steps
-1.	The tester checks the web server configuration for  Directory listings (indexing) / "Directory browsing"  to be deactivated in all Web server components.
NOTE 1:	If the web server is integrated directly into (parts of) the network product, it could not use configuration files. Configuration could be done via command line parameters or simply be hardcoded into the application. In such cases, the tester can omit test steps or parts of test steps related to web server configuration files.
2.	The tester attempts directory listings on all endpoints (domains, subdomains and directories) offered by the web server.
NOTE 12: 	Whether directory listings have been deactivated could be done by checking the web server configuration file specifically the parameters related to directory listing. The directory listing could be turned off in the web server configuration file, and there is no activation capability. 
NOTE 23: 	Directory listings could be obtained by entering a valid URL (e.g., /var/www/test_1) that does not contain any index file. 
Expected Results:
-	Directory listing / Directory browsing has been deactivated in all Web server components configurations.
-	The tester is unable to perform Directory listing / Directory browsing on all endpoints (domains, subdomains and directories) offered by the web server.
Expected format of evidence:
-	Log files and screen shots of test executions
-	Text excerpt of the web server configuration showing that directory listing is disabled
[bookmark: _CR4_3_4_12][bookmark: __RefHeading___Toc187937558]**************** Next CHANGES****************
4.3.4.12	Web server information in error pages 
Requirement Name: Web server information in error pages. 
Requirement Reference: In accordance with industry best practice
Requirement Description: User-defined error pages shall not include version information about the web server and the modules/add-ons used. Error messages shall not include internal information such as internal server names, error codes, etc. Default error pages of the web server shall be replaced by error pages defined by the vendor.
Threat References: TR 33.926 [4], 5.3.6.5, System Fingerprinting
Test Case: 
Test Name: TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATION
Purpose:
To verify that error pages and error messages do not include information about the web server.
Procedure and execution steps
Pre-Conditions:
-	The tester has needed administrative privileges.
-	A tester machine is available. 
- 	The vendor provides documentation on user-defined error pages (e.g. location, content, where configured) and messages.
-	The vendor provides a list of potential parameters/commands to trigger events resulting in an http status code 3xx, 4xx, 5xx. 
-	The tester should have configured a script, or an automatic assessment tool adapted in line with the Requirement Description.
Execution Steps
1.	The tester verifies that the web server configuration does replace default error pages with error pages defined by the vendor.
NOTE 1:	If the web server is integrated directly into (parts of) the network product, it could not use configuration files. Configuration could be done via command line parameters or simply be hardcoded into the application. In such cases, the tester can omit test steps or parts of test steps related to web server configuration files.
2.	The tester verifies that the vendor defined error pages do not contain information about the web server.
3.	The tester triggers and captures at least one occurrence of the following HTTP status code classes:
a) 	Redirection error response (300-399)
b)	Client error response (400-499)
c)	Server error response (500-599)
NOTE 12: 	Possible error pages that could be displayed are: 3xx: redirection, 4xx: client errors, 5xx: server errors. 
NOTE 23: 	The 3xx error pages could be triggered by permanent or temporary move of content to other URL and the page is found because redirected.
NOTE 34: 	The 4xx error page could be triggered by trying to access a URL pointing to a non-existent or restricted resource.
NOTE 45: 	The 5xx error page could be triggered by requesting a HTTP method the web server does not support or disabled (e.g. CONNECT, PUT, PATCH).
Expected Results:
Generated error pages and error messages do not include information about the web server.
Expected format of evidence:
Log files and screen shots of test executions
[bookmark: __RefHeading___Toc187937560][bookmark: _CR4_3_4_14]**************** Next CHANGES****************
4.3.4.14	Restricted file access
Requirement Name: Restricted file access.
Requirement Reference: In accordance with industry best practice
Requirement Description: Restrictive access rights shall be assigned to all files which are directly or indirectly (e.g. via links or in virtual directories) in the web server's document directory. In particular, the web server shall not be able to access files which are not meant to be delivered.
Threat References: TR 33.926 [4], clause 5.3.6.9, File/Directory Read Permissions Misuse
Test Case: 
Test Name: TC_RESTRICTED_FILE_ACCESS
Purpose:
To test whether the restrictive access rights are assigned to all files which are directly or indirectly in the web server's document directory and to verify whether path traversal is made improbable.
Procedure and execution steps:
Pre-Condition:
The web server is configured according to the manual
Execution Steps
1.	The tester verifies that access rights on the servable content (meaning directories and files) is set to the following:
a.	The files are owned by the user that runs the web server;
b.	The files are not writable to others, except the web server's account;
2.	The tester verifies that the user running the web server is an unprivileged account;
3.	For Operating Systems that have chrooted environments, the tester verifies that the web server runs inside a jail or chrooted environment. If the chrooted environment is not used, the web server or system functionality can be used to restrict access to file directories.
NOTE:	If the web server is integrated directly into (parts of) the network product, it could not use configuration files. Configuration could be done via command line parameters or simply be hardcoded into the application. In such cases, the tester can omit test steps or parts of test steps related to web server configuration files.
Expected Results:
-	Name of user running the web server with the privileges of the account;
-	Access rights of files and directories that the web server serves;
-	Configuration that shows that the web server is in a chrooted environment, or restricted by accessing to file directories.
Expected format of evidence:
A part of the configuration file / screenshot of the configuration showing that the web server, the file access rights and the account running the web server is properly configured.
**************** Next CHANGES****************
[bookmark: _Toc19542455][bookmark: _Toc35348457][bookmark: _Toc187937566]4.3.6.2	No code execution or inclusion of external resources by JSON parsers
Requirement Name: No code execution or inclusion of external resources by JSON parsers.
Requirement Reference: In accordance with industry best practice
Requirement Description: 
Parsers used by Network Functions (NF) shall not execute JavaScript or any other code contained in JSON objects received on Service Based Interfaces (SBI). Further, these parsers shall not include any resources external to the received JSON object itself, such as files from the NF’s filesystem or other resources loaded externally.
[bookmark: _Hlk19541849]Threat References: TR 33.926 [4], clause 6.3.2.1, JSON Parser Exploits
Test Case: 
Test Name: TC_JSON_PARSER_CODE_EXEC_INCL
Purpose:
NFs implementing SBI transfer application data serialized as JSON objects. When receiving such data, an NF parses this JSON representation and creates equivalent internal data structures. Since the contents of the JSON objects shall be considered untrusted, blindly executing code fragments or loading resources from a local path or Uniform Resource Identifier (URI) shall not be possible.
Procedure and execution steps:
Pre-Conditions:
-	The tester has the privileges to log in the network product and to access to all system resources (e.g. log files)
-	A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	all interfaces providing IP-based protocols;
-	the available transport layer protocols on these interfaces;
-	their open ports and associated services in the form of an OpenAPI3.0 interface specification;
-	The tester has access to a Web Application Security (WAS) test tool that allows the tester to generate HTTP messages exploiting JSON parsers that do not prevent the above-mentioned scenarios of code execution and loading external resources. The test lab is expected to have sufficient expertise to recognize the level of effectiveness of the available tools.
-	A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product and on a tester machine is available.
Execution Steps
1.	The tester uses ae WAS test tool to generate HTTP requests (as described above in pre-conditions) towards the network product’s API endpoints via its Service Based Interfaces.
2.	Using a network traffic analyser on the network product, e.g. TCPDUMP or an external traffic analyser directly connected to the network product, the tester verifies that no external resources get loaded during JSON parsing.
3. 	Depending on the actual JavaScript code in the HTTP message, the tester verifies that the network product does not execute any of the contained actions.
Expected Results:
-	The NF does not load any resources external to the JSON object itself.
-	The NF does not execute any JavaScript code contained in JSON objects.
Expected format of evidence:
-	The used tool(s) name and version information
-	Settings and configurations used
-	The output log file of the chosen tool that displays the results (passed/failed).
-	Screenshot
**************** Next CHANGES****************

4.3.6.4	The valid format and range of values for IEs
Requirement Name: Validation of the IEs limits.
Requirement Reference: TS 29.501 Principles and Guidelines for Services Definition [13], clause 6.2; TS29.500 Technical Realization of Service Based Architecture [21], clause 5.2.7.2
Requirement Description: 
The valid format and range of values for each IE, when applicable, is defined unambiguously: 
-	For each message the number of leaf IEs does not exceed 2048K.
-	The maximum size of the JSON body of any HTTP request does not exceed 16 million octets.
-	The maximum nesting depth of leaves does not exceed 32.
as stated in TS 29.501 [13] clause 6.2.
If a received HTTP request contains IEs or query parameters not compliant with the schema defined in the corresponding OpenAPI specification, the NF rejects the request with the appropriate error code, e.g. "400 Bad Request (INVALID_MSG_FORMAT)", even when the failed IEs are defined as optional by the schema, as stated in TS 29.500 [21], clause 5.2.7.2.
Threat References: TR 33.926 [4], clause 6.3.2.2, JSON Parser not Robust
Test Case: 
NOTE 1:	This requirement can also be verified as part of Robustness and Protocol fuzzing tests as defined in clause 4.4.4 Robustness and fuzz testing according to referenced requirements.
Test Name: TC_IE_VALUE_FORMAT
Purpose:
Verify that the API implementation fulfils the requirements as specified in 29.501[13], clause 6.2. 
Pre-Conditions:
Test environment with network product under test so that the tester is able to send HTTP requests with "out of bound IEs" towards the network product under test. Rest of the network may be simulated.
NOTE 2:	IEs having invalid format and/or not in the defined range of values can be considered as out of bound IEs.
Execution Steps
The test equipment sends HTTP requests with out of bounds IEs towards the network product under test.
Test case 1 (JSON object depth exceeds 32):
1.	The tester sends an HTTP request with a JSON object that exceeds 32 levels of nesting to the network product under test.
2.	The tester checks if the network product under test responds with an appropriate HTTP error code and that it does not contain valid response content for the request.
Test case 2 (Leaf IEs exceed 2048K):
1.	The tester sends an HTTP request with leaf IEs that exceed 2048K to the network product under test.
2.	The tester checks if the network product under test responds with an appropriate HTTP error code and that it does not contain valid response content for the request.
Test case 3 (JSON body size exceeds 16 million octets):
1.	The tester sends an HTTP request with a JSON body that exceeds 16 million octets to the network product under test.
2.	The tester checks if the network product under test responds with an appropriate HTTP error code and that it does not contain valid response content for the request.
Expected Results:
Network product under tests responses with an error message
Test case 1 (JSON dictionary depth exceeds 32):
-	The network product under test's response has an appropriate HTTP error code and its body does not contain valid response content for the request.
Test case 2 (Leaf IEs exceed 2048K):
-	The network product under test's response has an appropriate HTTP error code and its body does not contain valid response content for the request.
Test case 3 (JSON body size exceeds 16 million octets):
-	The network product under test's response has an appropriate HTTP code and its body does not contain valid response content for the request..
Expected format of evidence:
-	The used tool(s) name and version information,
-	Settings and configurations used.
-	The output log file of the chosen tool that displays the results (passed/failed).
-	Log/evidence tracing possible crashes.
-	Information of any input causing unspecified, undocumented, or unexpected behaviour.
**************** Next CHANGES****************
[bookmark: _Toc35348464][bookmark: _Toc187937573]4.4.4	Robustness and fuzz testing 
Requirement Name: Robustness and fuzz testing
Requirement Reference: 4.2.6.2.2. – Interface Robustness 
Requirement Description:
It shall be ensured that externally reachable services are robust enough to detect or dismiss unexpected or malformed input.
Threat References: TR 33.926 [4], clause 5.3.7, Denial of service
Test case: 
Test Name: TC_BVT_ROBUSTNESS_AND_FUZZ_TESTING
Purpose:
To verify that the network product provides externally reachable services which are robust against unexpected or malformed input. The target of this test are the protocol stacks (e.g. diameter stack) rather than the applications (e.g. web app).
Procedure and execution steps:
Pre-Conditions:
-	The tester has the privileges to log in the network product and to access all system resources (e.g. log files)
-	A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	all interfaces providing IP-based protocols;
-	the available transport layer protocols on these interfaces;
-	their open ports and associated services;
-	and a free-form description of their purposes.
NOTE:	This list is to be validated as part of the BVT port scanning activity.
-	The robustness and fuzzing tools that are selected for this test shall be capable to identify input which causes the Network Product to behave in an unspecified, undocumented, or unexpected manner.
-	Fuzz testing tools are a highly sophisticated technology and adaptation to the individual protocols in question is needed to be effective. Therefore, there is a lack of effective fuzz testing tools available especially for protocols proprietary to the Telco industry. Taking into account note 4 in clause 7.2.4 of TR 33.916 [19], test labs shall acquire fuzz testing tools for those protocols where commercially feasible.
-	It needs to be taken into account that fuzz testing tools might show drastic differences in terms of effectiveness. The tester is expected to recognize faults, misuse, or crashes in the protocol under test to determine the level of effectiveness of the available tools.
-	A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product and on a tester machine is available.
Execution Steps
The tester is required to execute the following steps:
1.	Execution of fuzzing tools against the protocols available via interfaces providing IP-based protocols of the Network Product for a coverage of tests sufficient to be effective.
2.	Execution of robustness test tools against the protocols available via interfaces providing IP-based protocols of the Network Product for a coverage of tests sufficient to be effective.
3.	For both step 1 and 2:
a.	Using a network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product, the tester verifies that the packets are processed correctly by the network product. 
b.	The testers verifies that the network product and any running network service does not crash. 
c.	The execution of tests shall run sufficient times. 
Expected Results:
A list of all of the protocols of the network product reachable externally on an IP-based interface, together with an indication whether robustness and fuzz testing tools have been used against them, shall be part of the testing documentation. If no tool can be acquired for a protocol, a free form statement shall be used to explain why not.
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.
Any input causing unspecified, undocumented, or unexpected behaviour, and a description of this behaviour shall be highlighted in the testing documentation.
COTS fuzzing tools, by their nature, may have an acceptable failure rate (e.g. 0.1%) due to different non-deterministic variables in their implementation. At some point the tool’s documentation may even mention that the failing test shall be repeated to check whether it is really a recurring problem or not. The tester shall make best effort to determine if there is an issue with NE or the test tool and if necessary, work with the vendor of the network product to come to a consensus on the test result outcome.
Expected format of evidence:
-	The used tool(s) name and version information,
-	Settings and configurations used
-	The output log file of the chosen tool that displays the results (passed/failed).
-	Screenshot
-	Log/evidence tracing possible crashes
-	Any input causing unspecified, undocumented, or unexpected behaviour

**************** End of CHANGES****************

