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[bookmark: foreword][bookmark: _Toc162531260][bookmark: _Toc211871529]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc162531261][bookmark: _Toc211871530]
1	Scope
[bookmark: _Hlk155612324]The present document studies the security architecture and security requirements for WAB-nodes, security impacts of potentially compromised WAB nodes and requirements for countermeasures against any compromised WAB nodes. 
[bookmark: references][bookmark: _Toc162531262][bookmark: _Toc211871531]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System architecture for the 5G System (5GS)".
[3]	3GPP TS 38.401: "NG-RAN Architecture description".
[4]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[5]	3GPP TR 33.745: "Study on security aspects of 5G Next Radio (NR) Femto".
[6]	3GPP TS 33.320: "Security of Home Node B (HNB) / Home evolved Node B (HeNB)".

[bookmark: definitions][bookmark: _Toc162531263][bookmark: _Toc211871532]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc162531264][bookmark: _Toc211871533]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc2086439][bookmark: _Toc162531265][bookmark: _Toc211871534]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc162531266][bookmark: _Toc211871535]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc162531267][bookmark: _Toc211871536]4	Security Architecture and Assumptions
Editor’s Note:  This clause contains security architecture and assumptions to be considered for the study (e.g., per work task/KI). 
[bookmark: _Toc106618430]Figure 5.49.1.1-1 in TS 23.501[2] shows the MWAB architecture for 5GS. In the architecture. There are two components in MWAB, i.e. MWAB-gNB and MWAB-UE. The WAB-node integration procedure is captured in TS 38.401[3].
From a security point of view, the MWAB architecture rely on the 5G security framework for key management and authorization as captured in TS 33.501 [4].
[bookmark: _Toc162531269][bookmark: _Toc211871537]5	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc211871538][bookmark: _Toc162531270][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc106618431][bookmark: _Toc513475447][bookmark: _Toc56501565][bookmark: _Toc95076612][bookmark: _Hlk204690659]5.1	Key Issue #1: Security of the link between WAB-gNB and OAM 
[bookmark: _Toc211871539]5.1.1	Key issue details
Based on the WAB-node integration procedure, the WAB-gNB will receive the OAM of WAB through the WAB-MT’s network. The link between WAB-gNB and OAM needs to have sufficient security protection for configuration data transmission.
[bookmark: _Toc211871540]5.1.2	Security threats
If the link between WAG-gNB and OAM is not well protected, the configuration data will be tampered or disclosure.
[bookmark: _Toc211871541]5.1.1	Potential security requirements
The link between the MWAB-gNB and the OAM shall be ciphering and integrity protected. 
[bookmark: _Toc211871542]5.2	Key Issue #2: Security Protection of Compromised WAB Nodes and Core Network Measures
[bookmark: _Toc211871543]5.2.1	Key issue details
Wireless Access Backhaul (WAB) nodes, consist of a WAB-gNB (gNB-like functionality) and a WAB-MT (UE-like functionality). These nodes operate in non-trusted environments and may serve as moving backhaul nodes for the 5GS, establishing NG, Xn, and OAM interfaces over PDU sessions through 3GPP backhauls. While 3GPP TR 33.745 [5] studied NR Femto security and reused procedures from TS 33.320 [6], security concerns specific to WAB nodes particularly compromised WAB nodes in untrusted environments remain unaddressed.
Additionally, core network components may not be equipped to detect anomalous behavior from compromised WAB-gNBs, due to the decentralized and mobile nature of such nodes. The compromised WAB nodes could lead to topology poisoning, signalling storms, or user-plane hijacking.
This key issue aims to address the security issues introduced by compromised WAB nodes, where failure to protect the integrity, authenticity, and confidentiality of messages delivered from WAB-gNB and WAB-MT components can expose the 5GS to topology spoofing, rogue signalling, and persistent infiltration.
[bookmark: _Toc211871544]5.2.2	Security threats
Potential security threat: 
· Rogue WAB-gNB Injection: A compromised WAB node may inject unauthorized signalling or reroute traffic maliciously, particularly via spoofed message. Furthermore, a compromised WAB-gNB can attempt to broadcast unauthorized network identifiers or initiate rogue Xn association attempts with neighbouring gNBs causing service disruption.
· Topology Manipulation and Signalling Abuse: Moving WAB nodes may falsely report neighbour relationships via Xn or behave inconsistently across locations, leading to incorrect handover decisions, topology poisoning, or signalling loops.
· Persistent Threat via Dual Roles: Since WAB-MT behaves like a UE and WAB-gNB like a gNB, a compromised WAB can act in both roles to stage cross-layer attacks, bridging between RAN and CN trust domains.
[bookmark: _Toc211871545]5.2.3	Potential security requirements
The 3GPP system shall support security mechanisms to mitigate risks from compromised WAB nodes, preventing topology spoofing, rogue signalling, and mobility-related traceability threats.  
[bookmark: _Toc211871550][bookmark: _Toc211871546]5.3	Key Issue #3: new key issue on enabling NDS/IP for WAB caseEnsuring secure N2, N3 and Xn interfaces for MWAB nodes
[bookmark: _Toc211871547]5.3.1	Key issue details
According to the architecture in 23.501[2],the MWAB-gNB establishes the N2 interface with UE’s 5GC, and setup a Xn link with a traditional gNB. 


Figure 5.3-1: Architecture for MWAB operation support - non-roaming with one PLMN
A MWAB may be mounted on a moving vehicle and may serve UEs inside or outside the vehicle. A MWAB cannot provide a connection service to a UE unless it establishes the secure N2, N3 and Xn connections with UE’s AMF and UE’ NG-RAN. 
Since the NDS/IP is used for Xn and N2 connection as defined in TS 33.501[4], a credentials must be provided in MWAB case in order to build the connection with UE’s network. One existing method is the preconfigure the potential serving UE’s credentials to the MWAB before it starts to connecting to the network. However, this relies on a well and unchanged plan on the MWAB. Since it is very difficult to know where the MWAB will go, it is very difficult to a MWAB vendor to configure everything in advance. Moreover, moving MWAB nodes can also lead to un-reliable transport between the MWAB node and backhaul. It is important to ensure security while allowing mobility of MWAB nodes.
[bookmark: _Toc211871548]5.3.2	Security threats
N/A
Lack of end-to-end protection for MWAB-gNB’s N2, N3 and Xn can lead to potential tampering of UE related signaling messages and potential breach of confidentiality, integrity and possible availability risks.
[bookmark: _Toc211871549]5.3.3	Potential security requirements
Credentials for NDS/IP for Xn, N3 and N2 connection between MWAB and UE’s network shall be provided with confidentiality protection and integrity protection.
During movement of MWAB nodes, the end-to-end security of N2, N3 and Xn interfaces shall be ensured.
[bookmark: _GoBack]5.4	Key Issue #4: Protection and binding of MWAB-gNB control plane over BH-PDU sessions
[bookmark: _Toc211871551]5.4.1	Key issue details
In MWAB, OAM, N2, Xn and N3 traffic for the MWAB-gNB is carried over backhaul PDU session(s) that the MWAB-UE establishes and modifies based on traffic descriptors and OAM configuration. The MWAB broadcasted PLMN/SNPN may differ from the BH PLMN/SNPN which creates inter-PLMN/SNPN trust boundaries for these control plane and OAM links.
[bookmark: _Toc211871552]5.4.2	Security threats
Interception or modification of OAM/N2/Xn control traffic over BH PDU session(s); misclassification of traffic due to descriptor or mapping error; cross-slice leakage; replay during mobility or BH PDU session changes are possible.
[bookmark: _Toc211871553]5.4.3	Potential security requirements
Confidentiality and integrity protection for OAM/N2/Xn control traffic over BH PDU session(s), binding MWAB-gNB identity and traffic classes to BH PDU sessions.


[bookmark: _Toc211871554]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc106618432][bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc162531271][bookmark: _Toc95076613][bookmark: _Toc211871555]5.X.1	Key issue details
[bookmark: _Toc106618433][bookmark: _Toc513475449][bookmark: _Toc56501567][bookmark: _Toc95076614][bookmark: _Toc162531272][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc211871556]5.X.2	Security threats
[bookmark: _Toc162531273][bookmark: _Toc513475450][bookmark: _Toc49376115][bookmark: _Toc95076615][bookmark: _Toc48930866][bookmark: _Toc106618434][bookmark: _Toc56501568][bookmark: _Toc211871557]5.X.3	Potential security requirements
[bookmark: _Toc106618435][bookmark: _Toc162531274][bookmark: _Toc95076616][bookmark: _Toc211871558]6	Solutions
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc162531275][bookmark: _Toc211871559]6.0	Mapping of solutions to key issues
Editor's Note: This clause contains a table mapping between key issues and solutions. 
Table 6.0-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#3
	KI#4

	#1
	
	
	X
	


[bookmark: _Toc211871560]6.1	Solution #1: reusing NDS/IP to N2 and Xn interfaces in WAB
[bookmark: _Toc211871561]6.1.1	Introduction
This solution proposes a the credential is provided to the WAB by OAM in the phase 2-1 of the WAB-node integration procedure defined in TS 38.401 [3]
[bookmark: _Toc211871562]6.1.2	Solution details


Figure 6.1.2-1 Procedure to configure the credential for NDS/IP connection
0. The WAB-node is pre-configured a credential for accessing to the OAM of WAB
Phase 1. WAB-MT Setup. It is described in TS 38.401[3].
Phase 2-1. WAB-gNB initialization. Addition to the description in TS 38.401[3], the WAB-gNB uses the pre-configured credential accessing to the OAM of WAB for authentication and security establishment. Then, the OAM of WAB sends the configuration data to the WAB-gNB in the secure link. The configuration data includes the credentials used for establishing Xn and N2 connections for UE. If the WAB servers UEs from different PLMN, the credentials may further bind with PLMN ID information.
Phase 2-2. WAB-gNB NG connection setup. Addition to the description in TS 38.401[3], the WAB-gNB uses the credential sent in Phase 2-1 to establish NDS/IP with the potential serving UE’s 5GC. If the WAB-gNB servers more than one PLMN, the WAB-gNB will use the corresponding credentials to establish NDS/IP with each UE’s PLMN’s 5GC.
Phase 2-3. WAB-gNB Xn connection setup. Addition to the description in TS 38.401[3], the WAB-gNB uses uses the credential sent in Phase 2-1 to establish NDS/IP with the potential serving UE’s NG-RAN. If the WAB-gNB servers more than one PLMN, the WAB-gNB will use the corresponding credentials to establish NDS/IP with each UE’s PLMN’s NG RAN.
[bookmark: _Toc211871563]6.1.3	Evaluation
The solution addresses the situation when the credential of UE’s 5GC or NG-RAN cannot be pre-configured at WAB. The phase 2-1 can be used to configure the credentials of potential serving UEs’ PLMN.

[bookmark: _Toc49376118][bookmark: _Toc95076617][bookmark: _Toc106618436][bookmark: _Toc56501632][bookmark: _Toc513475452][bookmark: _Toc162531276][bookmark: _Toc48930869][bookmark: _Toc211871564]6.Y	Solution #Y: <Solution Name>
[bookmark: _Toc49376119][bookmark: _Toc106618437][bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc95076618][bookmark: _Toc162531277][bookmark: _Toc56501633][bookmark: _Toc211871565]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc49376120][bookmark: _Toc95076619][bookmark: _Toc106618438][bookmark: _Toc513475454][bookmark: _Toc56501634][bookmark: _Toc48930871][bookmark: _Toc162531278][bookmark: _Toc211871566]6.Y.2	Solution details
[bookmark: _Toc56501636][bookmark: _Toc106618439][bookmark: _Toc162531279][bookmark: _Toc95076620][bookmark: _Toc513475455][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc211871567]6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc162531280][bookmark: _Toc101360626][bookmark: _Toc39138089][bookmark: _Toc211871568][bookmark: _Toc48930874][bookmark: _Toc56501637][bookmark: _Toc95076621][bookmark: _Toc513475456][bookmark: _Toc49376123][bookmark: _Toc106618440]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
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