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[bookmark: foreword][bookmark: _Toc214884647]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.


1 [bookmark: introduction][bookmark: scope][bookmark: _Toc214884648]Scope
Editor’s Note: This clause is going to capture the scope of this study.
[bookmark: references][bookmark: _Toc214884649]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IETF RFC 9700: "Best Current Practice for OAuth 2.0 Security".
[3]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[4]	IETF RFC 7519: "JSON Web Token".
[5]	IETF RFC 8725: "JSON Web Token Best Current Practices".
[6]           3GPP TS 33.210: " Network Domain Security (NDS); IP network layer security ".

[bookmark: definitions][bookmark: _Toc214884650]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc214884651]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc214884652]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc214884653]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc205543645][bookmark: _Toc214884654]4	Overview
[bookmark: _Hlk204152747]Editor’s Note: This clause includes the overview of the study.
[bookmark: _Toc214884655]5	Best practices and counter measures analysis 
[bookmark: _Hlk211846635]5.1	Best practice #1: Protecting redirect-based flows
5.1.1	Description
This best practice addresses protecting redirect-based flows, as described in clause 2.1 of RFC 9700 [2].
Redirect-based flows are not used in token-based authorization in the context of 5G SBA.
5.1.2	Related security mechanisms
Security mechanisms related to protecting redirect-based flows are not applicable to 5G SBA.
5.1.3	Evaluation
Further investigation of security mechanisms related to protecting redirect-based flows is not required.
[bookmark: _Hlk211846904]5.2	Best practice #2: Resource owner password credentials grant
52.1	Description
This best practice addresses resource owner password credentials grant, as described in clause 2.4 of RFC 9700 [2].
Resource owner password credentials grant is not used in token-based authorization in the context of 5G SBA.
5.2.2	Related security mechanisms
Security mechanisms related to resource owner password credentials grant are not applicable to 5G SBA.
5.2.3	Evaluation
Further investigation of security mechanisms related to resource owner password credentials grant is not required.
[bookmark: _Toc214884656]5.1	BSP#1: Access token privilege restriction
[bookmark: _Toc214884657]5.1.1	Description of best practice
This best practice addresses access token privilege restriction, as described in clause 2.3 of RFC 9700 [2].
Access token privileges should be limited to the minimum required for a particular use case. Thus, access tokens should be audience-restricted to a specific resource server or a small set of resource servers.
[bookmark: _Toc214884658]5.1.2	Usage in 5G SBA
Reference: clause 14.3.2 of TS 33.501 [3]
Access tokens are mandatorily audience-restricted using the "audience" claim. Audience includes the NF type of the NF Service Producers, or one or several NF Instance Id(s) of the requested NF Service Producer, potentially appended with PLMN ID (or SNPN ID).
Access tokens are mandatorily restricted at service level using the "scope" claim. Scope includes the expected service name(s) of the expected NF Service Producers for NF type-level access tokens or of the requested NF Service Producer.
Access tokens are optionally audience-restricted by a list of S-NSSAIs or NSI IDs, the NF Set ID and/or NF Service Set Id of the expected NF Service Producer instances.
Reference: clause 13.4.1.0 of TS 33.501 [3]
Access tokens may optionally be restricted with higher level of granularity using the "additional scope" claim. The additional scopes included within the access token restrict authorization on service operation and/or resource/data level.
Reference: Annex X of TS 33.501 [3]
Access tokens may optionally be restricted with other use case specific claims, such as the sourceNfinstanceId that includes the NF Instance ID of ML model consumer.
Reference: clause 13.4.1.1.2 of TS 33.501 [3]
During the verification of the access token, the NF Service Producer enforces the privilege restriction by checking that the "audience" claim matches its own identity or NF type.
Depending on if the respective claim is present, the NF Service Producer checks that
· the "scope" claim matches the requested service operation,
· the "additional scope" claim matches the requested service operation,
· at least one of the S-NSSAIs or NSI IDs served by the NF Service Producer is included in the list of S-NSSAIs or NSI IDs,
· the NF Set ID matches its own NF Set ID, and
· the NF Service Set ID matches the requested NF Service Set ID.
[bookmark: _Toc214884659]5.1.3	Assessment 
Token-based authorization relies on "audience", "scope", and "additional scope" as specified in clause 13 of TS 33.501 [3] and other use case specific claims, for example as specified in Annex X of TS 33.501 [3], to restrict the privileges of issued access tokens.
Access token privilege restriction applies to 5G SBA and is already implemented in token-based authorization, enabling the NRF to define the scope of issued access tokens at slice, NF type, NF set, NF instance, service, service operation and resource level. No further investigation of access token privilege restriction is required.
Editor’s Note: Further assessment is FFS

[bookmark: _Toc214884660]5.2	BSP #2: Token replay prevention
[bookmark: _Toc214884661]5.2.1	Description of best practice
This best practice addresses token replay prevention as specified in clause 2.2 of RFC 9700 [2] OAuth2.0 security best current practice.
The RFC 9700 [2] cover access token and refresh token under token replay prevention. Both type of token can be replayed hence replay prevention of it is necessary.  
[bookmark: _Toc214884662]5.2.2	Usage in 5G SBA
Refresh token are not utilised and applicable to 5G SBA.
In the 5G SBA, access tokens are bound to mTLS authentication state between the network functions, these checks are made either at the discovery, access token request or service request.
Reference: 13.4.1.1.2 of TS 33.501 [3]: 
Where the access tokens request is validated at NRF based on the identity of the NFc by comparing the NF Instance Id to the subjectAltName in the NFc TLS client certificate subsequently issuing the access token, which contains the subject claim "sub" that is the identity of the NFc which ties the access token to the NFc instance ID. This access token binding at the "sub" provides a means at NFp to perform validation by comparing the "sub" matches the subjectAltName in the NFc client certificate. 
Reference: 13.3.8.1 of TS 33.501 [3]:
In the indirect communication, 
CCA token does provide means to the authenticate NFc towards the receiving end point (NRF, NF Service Producer) but it doesn’t provide integrity protection on the full-service request which makes CCA token prone to replay attacks. 
Editor’s Note:  Further analysis on the usage is FFS
[bookmark: _Toc214884663]5.2.3	Assessment
Though comparison of NFc Instance ID in the "sub" and subjectAltName in the NFc client certificate may be sufficient for the case of direct communication, 
For indirect communication being hop-by-hop in nature, mTLS cannot be used to link the access token with mTLS authentication state as a result, there is no reliable way to confirm that an intermediate node is legitimately authorized to present the access token on behalf of the NFc. 

Refresh token are not utilised and applicable to 5G SBA hence no further action is required. 
Editor’s Note: Further assessment is FFS
[bookmark: _Toc214884664]5.3	BSP #3: Client Authentication
[bookmark: _Hlk214882308][bookmark: _Toc214884665]5.3.1	Description of best practice
This best practice covers Client Authentication as specified in clause 2.5 of RFC 9700 [2] OAuth2.0 security best current practice. The clause does highlight the need to authenticate the client with the authorization server.
[bookmark: _Toc214884666]5.3.2	Usage in 5G SBA
Reference: 13.3.1.1 and 13.3.2.1 of TS 33.501 [3]: 
For direct communication the aforementioned clause in the specification states that interaction between (NF – NRF) or (NF-NF) authenticates each other during discovery, registration, and access token request. This authentication is performed by comparing the NF instance ID carried in the message to the subjectAltName in the NF Service Consumer's TLS client certificate presented during TLS handshake.
Reference: 13.3.1.1 and 13.3.2.1 of TS 33.501 [3]: 
For Indirect communication between NF-NRF, Client credentials assertion (CCA) based authentication as specified in clause 13.3.8 of TS 33.501[3] is utilised, where CCA based authentication does not provide authentication of the NRF towards the NF Service Consumer or protection of the service request sent by the NF Service Consumer to the NRF, thus relying on implicit hop-by-hop security for authentication with further elaboration in NOTE 3 of the specific clause. 


Editor’s Note: Further analysis on the usage is FFS
[bookmark: _Toc214884667]5.3.3	Assessment
As highlighted in clause 13.3.2.2 of TS 33.501 [3] mTLS based authentication in indirect communication is not achieved because of by hop-by-hop security. Thus, there is no means to verify that an CCA token request sent by SCP on behalf of a certain NF Service Consumer, is actually authorized by this consumer as specified in 13.3.1.2 of TS 33.501[3] NOTE 3. Also, CCA tokens do not provide integrity protection on the full service request as highlighted in 13.3.8.1 of TS 33.501 [3]. 

Editor’s Note: Further assessment is FFS
[bookmark: _Toc214884668]5.4	BSP#4: Protecting Redirect-Based Flows
[bookmark: _Toc214884669]5.4.1	Description of best practice
This best practice addresses protecting redirect-based flows, as described in clause 2.1 of RFC 9700 [2].
[bookmark: _Toc214884670]5.4.2	Usage in 5G SBA
There is no security related usage in 5G SBA. 
[bookmark: _Toc214884671]5.4.3	Assessment
Redirect-Based Flows are OAuth 2.0 authorization flows where the client is redirected through the browser to the authorization server to authenticate and grant access, and the authorization result is returned via a redirect back to the client. Redirect-Based Flows as a feature is not applied in 5G SBA. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc214884672]5.5	BSP#5: Resource Owner Password Credentials Grant
[bookmark: _Toc214884673]5.5.1	Description of best practice
This best practice addresses Resource Owner Password Credentials Grant, as described in clause 2.4 of RFC 9700 [2].
[bookmark: _Toc214884674]5.5.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884675]5.5.3	Assessment
The Resource Owner Password Credentials Grant is an OAuth 2.0 flow where the client directly uses the user’s username and password to obtain an access token, typically only used in highly trusted scenarios. Resource Owner Password Credentials Grant as a feature is not applied in 5G SBA. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc214884676]5.6	BSP#6: OAuth 2.0 Authorization Server Metadata
[bookmark: _Toc214884677]5.6.1	Description of best practice
This best practice addresses OAuth 2.0 Authorization Server Metadata, as described in clause 2.6 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884678]5.6.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884679]5.6.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884680]5.7	BSP#7: Termination of TLS at intermediary
[bookmark: _Toc214884681]5.7.1	Description of best practice
This best practice addresses Termination of TLS at intermediary, as described in clause 2.6 and clause 4.13 of RFC 9700 [2].
[bookmark: _Toc214884682]5.7.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884683]5.7.3	Assessment
Termination of TLS at intermediary that act as reverse proxy on upper layer is a mechanism that is not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc214884684]5.8	BSP#8: Cross origin resource sharing (authorization endpoint)
[bookmark: _Toc214884685]5.8.1	Description of best practice
This best practice addresses Cross origin resource sharing (authorization endpoint), as described in clause 2.6 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884686]5.8.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884687]5.8.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884688]5.9	BSP#9: Insufficient Redirection URI Validation
[bookmark: _Toc214884689]5.9.1	Description of best practice
This best practice addresses Insufficient Redirection URI Validation, as described in clause 4.1 of RFC 9700 [2].
Editor’s Note: Further description is FFS

[bookmark: _Toc214884690]5.9.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884691]5.9.3	Assessment
Redirection URI as a feature is not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc214884692]5.10	BSP#10: Credential Leakage via Referer Headers
[bookmark: _Toc214884693]5.10.1	Description of best practice
This best practice addresses potential credential leakage via Referer headers, as described in clause 4.2 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884694]5.10.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884695]5.10.3	Assessment 

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884696]5.11	BSP#11: Credential Leakage via Browser History
[bookmark: _Toc214884697]5.11.1	Description of best practice
This best practice addresses potential credential leakage via browser history, as described in clause 4.2 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884698]5.11.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884699]5.11.3	Assessment
This practice is applicable to clients using a browser-based authorization and is not applied in 5G SBA Therefore, no further investigation is required.
[bookmark: _Toc214884700]5.12	BSP#12: Mix-Up Attacks
[bookmark: _Toc214884701]5.12.1	Description of best practice
This best practice addresses Mix-Up attacks, as described in clause 4.4 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884702]5.12.2	Usage in 5G SBA

Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc214884703]5.12.3	Assessment
This practice is applicable to only implicit or authorization code grant types which is not applied in 5G SBA Therefore, no further investigation is required.
[bookmark: _Toc214884704]5.13	BSP#13: Authorization Code Injection
[bookmark: _Toc214884705]5.13.1	Description of best practice
This best practice addresses potential Authorization Code injection, as described in clause 4.5 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884706]5.13.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884707]5.13.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884708]5.14	BSP#14: Access Token Injection
[bookmark: _Toc214884709]5.14.1	Description of best practice
This best practice addresses potential Access Token injection, as described in clause 4.6 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884710]5.14.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884711]5.14.3	Assessment
The attack is applicable to Implicit grant type and this grant type is not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc214884712]5.15	BSP#15: Cross-Site Request Forgery
[bookmark: _Toc214884713]5.15.1	Description of best practice
This best practice addresses potential Cross-Site Request Forgery, as described in clause 4.7 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884714]5.15.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884715]5.15.3	Assessment
Redirection URI is not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc214884716]5.16	BSP#16: PKCE Downgrade Attack
[bookmark: _Toc214884717]5.16.1	Description of best practice
This best practice addresses PKCE downgrade attacks, as described in clause 4.8 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884718]5.16.2	Usage in 5G SBA
There is security no related usage in 5G SBA.
[bookmark: _Toc214884719]5.16.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884720]5.17	BSP#17 Preventing Leakage via Metadata
[bookmark: _Toc214884721]5.17.1	Description of best practice
This best practice is for preventing leakage via Metadata, as described in clause 4.10.3 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884722]5.17.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884723]5.17.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884724]5.18	BSP#18: Open Redirection
[bookmark: _Toc214884725]5.18.1	Description of best practice
This best practice addresses open redirection, as described in clause 4.11 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884726]5.18.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884727]5.18.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884728]5.19	BSP#19: 307 Redirect
[bookmark: _Toc214884729]5.19.1	Description of best practice
This best practice addresses 307 redirect, as described in clause 4.12 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884730]5.19.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884731]5.19.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884732]5.20	BSP#20: TLS Terminating Reverse Proxies
[bookmark: _Toc214884733]5.20.1	Description of best practice
This best practice is for TLS terminating reverse proxies, as described in clause 4.13 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884734]5.20.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
Editor’s Note: Further usage analysis is FFS
[bookmark: _Toc214884735]5.20.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884736]5.21	BSP#21: Refresh Token Protection
[bookmark: _Toc214884737]5.21.1	Description of best practice
This best practice is for Refresh Token Protection, as described in clause 4.14 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884738]5.21.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884739]5.21.3	Assessment
Refresh token are not applied in 5G SBA as the tokens are expected to be short-lived already. Therefore, no further investigation is required.
[bookmark: _Toc214884740]5.22	BSP#22: Client Impersonating Resource Owner
[bookmark: _Toc214884741]5.22.1	Description of best practice
This best practice addresses scenarios of clients impersonating resource owners, as described in clause 4.15 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884742]5.22.2	Usage in 5G SBA

Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc214884743]5.22.3	Assessment
This practice is applicable to only implicit or authorization code grant types which is not applied in 5G SBA Therefore, no further investigation is required.
[bookmark: _Toc214884744]5.23	BSP#23: Clickjacking
[bookmark: _Toc214884745]5.23.1	Description of best practice
This best practice addresses potential clickjacking, as described in clause 4.16 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884746]5.23.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc214884747]5.23.3	Assessment
User interfaces and their usages are not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc214884748]5.24	BSP#24: Attacks on In-Browser Communication Flows
[bookmark: _Toc214884749]5.24.1	Description of best practice
This best practice addresses potential attacks on in-browser communication flows, as described in clause 4.17 of RFC 9700 [2].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884750]5.24.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
[bookmark: _Toc214884751]5.24.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884752]5.25	BSP #25: Use Appropriate Algorithms
[bookmark: _Toc214884753]5.25.1	Description of best practice
This best practice addresses use of appropriate algorithm as described in clause 3.2 of RFC 8725 [5].
Applications are required to accept strong and up to date cryptographic algorithms for JWTs. If an algorithm is weak or not allowed, the JWT are treated as invalid.


Editor’s Note: Further analysis on the usage is FFS
[bookmark: _Toc214884754]5.25.2	Usage in 5G SBA
Reference: 6.3.3 of TS 33.210 [6]
Use of "none" algorithm is not supported as specified in clause 6.3.3 of 33.210 [6] already. 
[bookmark: _Toc214884755]5.25.3	Assessment

Editor’s Note: Further assessment is FFS
[bookmark: _Toc214884756]5.26	BSP #26: Do Not Trust Received Claims
[bookmark: _Toc214884757]5.X.1	Description of best practice
This best practice addresses the trust of received claims as specified in clause 3.10 of RFC 8725 [5].
· The "kid" (key ID) header is used by the relying application to perform key lookup. Applications ensures validation of the received KID.
· Similarly, blindly following a "jku" (JWK set URL) or "x5u" (X.509 URL) header, which may contain an arbitrary URL, could result in server-side request forgery (SSRF) attacks. Applications are to be protect against such attacks, e.g., by validating the URL or to whitelist of allowed locations.
[bookmark: _Toc214884758]5.26.2	Usage in 5G SBA
Reference: 13.3.8.2 of TS 33.501[z]
In 5G SBA, specifically with in the use of CCA tokens 13.3.8.2 of TS 33.501[3] where the use of x5u is pertinent, the x5u URL are not public or arbitrary and are assumed to be trusted via operator managed PKI, though the possibility of the CCA token bypass still exist.  
Reference: 6.3.3.3 of TS 33.210[6]
In the aforementioned specification, the usage and support of x5u is available but without mentioning further details on the validation of the x5u URL. 
Reference: 6.3.3.1 of TS 33.210[6]
In the aforementioned specification, the usage and support of “kid” header is available with further check made by the end point that the indicated "alg" in the JWT matches the “alg” pointed by the “kid” parameter.
Editor’s Note: Further analysis on the usage is FFS
[bookmark: _Toc214884759]5.26.3	Assessment


Editor’s Note: Assessment is FFS
[bookmark: _Toc214884760]5.27	BSP #27: Use Explicit Typing
[bookmark: _Toc214884761]5.27.1	Description of best practice
This best practice addresses the Use of Explicit Typing as specified in clause 3.11 of RFC 8725 [5].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884762]5.27.2	Usage in 5G SBA


Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc214884763]5.27.3	Assessment


Editor’s Note: Assessment is FFS
[bookmark: _Toc214884764]5.28	BSP #28: Validate Issuer and Subject
[bookmark: _Toc214884765]5.28.1	Description of best practice
This best practice addresses the Validate Issuer and Subject as specified in clause 3.8 of RFC 8725 [5].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884766]5.28.2	Usage in 5G SBA




Editor’s Note: Analysis on usage is FFS.
[bookmark: _Toc214884767]5.28.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884768]5.29	BSP #29: Use and Validate Audience
[bookmark: _Toc214884769]5.29.1	Description of best practice
This best practice addresses the Use and Validate Audience as specified in clause 3.9 of RFC 8725 [5].
Editor’s Note: Further description is FFS
[bookmark: _Toc214884770]5.29.2	Usage in 5G SBA
Reference: 13.4.1.1.2 of TS 33.501 [3]: 
In 5G SBA, "aud" claim (e.g NF type of the NF Service Producer) is currently applied.
Editor’s Note : Further analysis on the usage is FFS
[bookmark: _Toc214884771]5.29.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884772]5.30	BSP#30: Validate Cryptographic Inputs
[bookmark: _Toc214884773]5.30.1	Description of best practice
This best practice addresses Validate Cryptographic Inputs, as described in clause 3.4 of RFC 8725 [5]. While using Elliptic Curve cryptography (like ECDH-ES) for key exchange, it’s important to make sure that the input keys or points are valid, meaning they actually belong to the correct curve and aren’t maliciously crafted.
[bookmark: _Toc214884774]5.30.2	Usage in 5G SBA

Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc214884775]5.30.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884776]5.31	BSP#X: Ensure Cryptographic Keys Have Sufficient Entropy
[bookmark: _Toc214884777]5.31.1	Description of best practice
This best practice addresses Ensure Cryptographic Keys Have Sufficient Entropy, as described in clause 3.5 of RFC 8725 [5]. Cryptographic keys must be truly random and strong and not predictable.
[bookmark: _Toc214884778]5.31.2	Usage in 5G SBA
 The security related usage exists in 5G SBA but it is implementation specific.
Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc214884779]5.31.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884780]5.32	BSP#32: Avoid Compression of Encryption Inputs
[bookmark: _Toc214884781]5.32.1	Description of best practice
This best practice addresses Avoid Compression of Encryption Inputs, as described in clause 3.6 of RFC 8725 [5]. Avoid Compression of Encryption Inputs means do not compress data before encrypting it, because compression can create patterns that attackers can exploit to recover secret information from the encrypted data.
[bookmark: _Toc214884782]5.32.2	Usage in 5G SBA

Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc214884783]5.32.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc214884784]5.33	BSP#33: Use Mutually Exclusive Validation Rules for Different Kinds of JWTs
[bookmark: _Toc214884785]5.33.1	Description of best practice
This best practice addresses Use Mutually Exclusive Validation Rules for Different Kinds of JWTs, as described in clause 3.12 of RFC 8725 [5]. 
[bookmark: _Toc214884786]5.33.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc214884787]5.33.3	Assessment

Editor’s Note: Assessment is FFS

[bookmark: _Toc214884788]5.X	BSP#X: <Title>
[bookmark: _Toc214884789]5.X.1	Description of best practice
Editor’s Note: This clause identifies and documents the target measure/practice and includes the precise reference from RFC 9700 and RFC 8725. The intention is not to copy content but a condense summary of the exact practice/measure captured from the RFCs.
[bookmark: _Toc214884790]5.X.2	Usage in 5G SBA
Editor’s Note: This clause discusses for the security related mechanism that are outlined in the RFC 9700 and RFC 8725 whether and how those are being applied in current 3GPP specifications, e.g., token replay, token validation, JWT signature bypass, etc. References to the specification clause in 33.501 will be given.
Reference: 
A summary of the TS text reference

Reference: 
A summary of the TS text reference
[bookmark: _Toc214884791]5.X.3	Assessment 
Editor’s Note: Short info on whether controls/measures in SBA are optional and mandatory / applied or not applied. reference to the suggestion from RFC on mitigation for controls not applied. 
[bookmark: _Toc214884792]6	Conclusions
Editor’s Note: This clause provides a conclusion for relevant assessment results. Whether the best practice is relevant in 5G and whether it has been applied? Statement on what to do with relevant best practices that are not applied in 5G?
Editor’s Note: Provide a statement on whether future steps are envisioned. 
[bookmark: _Toc214884793]
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