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[bookmark: foreword][bookmark: _Toc214895782]Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc214895783]Introduction
[bookmark: scope][bookmark: _Toc214895784]
1	Scope
The present document contains requirements and test cases that are specific to the NR Femto network product class. It refers to the Catalogue of General Security Assurance Requirements and formulates specific adaptions of the requirements and test cases. It also specifies the requirements and test cases unique to the NR Femto network product class.…
[bookmark: references][bookmark: _Toc214895785]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[3]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[4]	3GPP TS 33.545, “Security aspects of NR Femto”.
[5]	3GPP TS 33.320: "Security of Home Node B (HNB) / Home evolved Node B (HeNB)".
[6]	3GPP TS 33.511: "Security Assurance Specification (SCAS) for the next generation Node B (gNodeB) network product class".
[bookmark: definitions][bookmark: _Toc214895786]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc214895787]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
[bookmark: _Toc22544806][bookmark: _Toc26877446][bookmark: _Toc75341152][bookmark: _Toc214895788]3.2	Symbols
Void.
[bookmark: _Toc214895789]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Void.
[bookmark: clause4][bookmark: _Toc214895790]4	NR Femto-specific security requirements and related test cases
[bookmark: _Toc214895791]4.1	Introduction
NR Femto-specific security requirements include both requirements derived from NR Femto-specific security functional requirements as well as security requirements derived from threats specific to NR Femto as described in TR 33.926 [2]. Generic security requirements and test cases common to other network product classes have been captured in TS 33.117 [3] and are not repeated in the present document. 
[bookmark: _Toc214895792]4.2	NR Femto-specific adaptations of security functional requirements and related test cases
[bookmark: _Toc214895793]4.2.1	Introduction
The present clause contains NR Femto-specific security functional adaptations of requirements and related test cases.
[bookmark: _Toc214895794]4.2.2	Security functional requirements on the NR Femto deriving from 3GPP specifications and related test cases
[bookmark: _Toc137736644][bookmark: _Toc214895795][bookmark: _Toc137736645]4.2.2.0	General
The general approach in TS 33.117 [3] clause 4.2.2.1 applies to the NR Femto network product class.
[bookmark: _Toc214895796]4.2.2.1	NR Femto Device Authentication failure
Requirement Name: NR Femto device authentication failure
Requirement Reference: TS 33.545 [4], clause 5.2 
Requirement Description: Device mutual authentication between NR Femto and SeGWis expected to be performed using IKEv2 certificate-based authentication as specified in TS 33.545 [4], clause 5.2 and in TS 33.320 [5], clause 5.2. 
Threat References: TR 33.926 [2], Annex Y, Assets and threats specific to the NR Femto
Test Case: 
Test Name: TC_NR_FEMTO_DEVICE_AUTHENTICATION_FAILURE
Purpose:
Verify that the mutual authentication between NR Femto and SeGW is supported. 
Pre-Conditions:
-	Test environment with NR Femto and SeGW.  
-	Both NR Femto and SeGW network product are connected in emulated/real network environment.
-    The NR Femto is provisioned with correct device certificate.
-    The SeGW is not configured with the root CA certificate of NR Femto.
Execution Steps
1) 
2) The NR Femto sends an IKE_SA_INIT request to the SeGW, then the SeGW sends IKE_SA_INIT response.
3) The SeGW mutually exchanges the certificate with the NR Femto, and both verify the identity with each other in IKE_AUTH phase. 
4) Configure the root CA certificate of NR Femto in SeGW.
5) NR Femto authenticate with SeGW again.

Expected Results:
In step 2, device mutual authentication fails. The communication between NR Femto and SeGW cannot be established. SeGW sends out IKE notification with authentication failure cause. 
In step 4, device mutual authentication succeeds. The communication between NR Femto and SeGW is established.  

Expected format of evidence:
Evidence suitable for the interfaces for each step, between NR Femto and SeGW, e.g., evidence can be presented in the form of screenshot/screen-capture or pcap traces or IKEv2 traces.
[bookmark: _Toc214895797]4.2.2.2	Hosting Party Mutual Authentication
Requirement Name: Hosting party mutual authentication
Requirement Reference: TS 33.545 [4], clause 5.3 
Requirement Description: The hosting party mutual authentication is optionally performed by the operator’s network following successful device mutual authentication between NR Femto and SeGW.The authentication of the hosting party is based on credentials contained in a separate Hosting Party Module (HPM) in NR Femto as specified in TS 33.545 [4], clause 5.3 and in TS 33.320 [5], clause 5.3. 
Threat References: TR 33.926 [2], Annex Y, Assets and threats specific to the NR Femto
Test Case: 
Test Name: TC_HOSTING_PARTY_MUTUAL_AUTHENTICATION
Purpose:
Verify that  the mutual authentication between Hosting Party Module and SeGW is optionally supported . 
Pre-Conditions:
-	Test environment with NR Femto with Hosting Party Module, SeGW and AAA server.  
-    The secret key (K) used for HP authentication is stored in the HPM.
-     Hosting Party Authentication is activated.
-	Both NR Femto, SeGW and AAA server network product are connected in emulated/real network environment.
Execution Steps
Test A:
1) [bookmark: MCCQCTEMPBM_00000054]NR Femto establishes IPSec connection with SeGW.

Expected Results:
The IPSec connection succeeds, NR Femto can communicate with the network. In the Access Request/response message  between SeGW and AAA server, there is EAP-request/response. In final EAP message, EAP-succeed/EAP-fail is returned.

Expected format of evidence:
Evidence suitable for the interfaces for each step, between NR Femto and SeGW, e.g., evidence can be presented in the form of screenshot/screen-capture or pcap traces or IKEv2 traces.
[bookmark: _Toc19696879][bookmark: _Toc26876873][bookmark: _Toc35529503][bookmark: _Toc35529594][bookmark: _Toc51230263][bookmark: _Toc214895798]4.2.3	Technical Baseline 
[bookmark: _Toc101349134][bookmark: _Toc35529595][bookmark: _Toc26876874][bookmark: _Toc19696880][bookmark: _Toc35529504][bookmark: _Toc51230264][bookmark: _Toc214895799]4.2.3.1	Introduction
The present clause provides baseline technical requirements.
[bookmark: _Toc214895800]4.2.3.2	Protecting data and information
[bookmark: _Toc26877706][bookmark: _Toc137648007][bookmark: _Toc21335336][bookmark: _Toc214895801]4.2.3.2.1	Protecting data and information – general
There are no NR Femto-specific additions to clause 4.2.3.2.1 of TS 33.511[6]
[bookmark: _Toc21335337][bookmark: _Toc26877707][bookmark: _Toc137648008][bookmark: _Toc214895802]4.2.3.2.2	Protecting data and information – unauthorized viewing
There are no NR Femto-specific additions to clause 4.2.3.2.2 of TS 33.511[6]
[bookmark: _Toc137648009][bookmark: _Toc21335338][bookmark: _Toc26877708][bookmark: _Toc214895803]4.2.3.2.3	Protecting data and information in storage
There are no NR Femto-specific additions to clause 4.2.3.2.3 of TS 33.511[6]
[bookmark: _Toc26877709][bookmark: _Toc137648010][bookmark: _Toc21335339][bookmark: _Toc214895804]4.2.3.2.4	Protecting data and information in transfer
There are no NR Femto-specific additions to clause 4.2.3.2.4 of TS 33.511[6]
[bookmark: _Toc21335340][bookmark: _Toc26877710][bookmark: _Toc137648011][bookmark: _Toc214895805]4.2.3.2.5	Logging access to personal data
There are no NR Femto-specific additions to clause 4.2.3.2.5 of TS 33.511[6]
[bookmark: _Toc21335341][bookmark: _Toc137648012][bookmark: _Toc26877711][bookmark: _Toc214895806]4.2.3.3	Protecting availability and integrity
There are no NR Femto-specific additions to clause 4.2.3.3 of TS 33.511[6]
[bookmark: _Toc137648013][bookmark: _Toc21335342][bookmark: _Toc26877712][bookmark: _Toc214895807]4.2.3.4	Authentication and authorization
Editor’s Note: This clause is FFS.
[bookmark: _Toc137648014][bookmark: _Toc21335343][bookmark: _Toc26877713][bookmark: _Toc214895808]4.2.3.5	Protecting sessions
[bookmark: _Toc26877714][bookmark: _Toc21335344][bookmark: _Toc137648015]There are no NR Femto-specific additions to clause 4.2.3.5 of TS 33.511[6]
[bookmark: _Toc214895809]4.2.3.6	Logging
Editor’s Note: This clause is FFS.

[bookmark: _Toc19696891][bookmark: _Toc26876885][bookmark: _Toc35529515][bookmark: _Toc35529606][bookmark: _Toc51230276][bookmark: _Toc214895810]4.2.4	Operating systems
[bookmark: _Toc19696892][bookmark: _Toc26876886][bookmark: _Toc35529516][bookmark: _Toc35529607][bookmark: _Toc51230277][bookmark: _Toc214895811]4.2.5	Web servers 
[bookmark: _Toc19696893][bookmark: _Toc26876887][bookmark: _Toc35529517][bookmark: _Toc35529608][bookmark: _Toc51230278][bookmark: _Toc214895812]4.2.6	Network devices 
[bookmark: _Toc19696901][bookmark: _Toc26876895][bookmark: _Toc35529525][bookmark: _Toc35529616][bookmark: _Toc51230286][bookmark: _Toc214895813]4.3	NR Femto-specific adaptations of hardening requirements and related test cases.
[bookmark: _Toc19696902][bookmark: _Toc26876896][bookmark: _Toc35529526][bookmark: _Toc35529617][bookmark: _Toc51230287][bookmark: _Toc214895814]4.3.1	Introduction
The present clause contains NR Femto-specific adaptations of hardening requirements and related test cases.
[bookmark: _Toc19696903][bookmark: _Toc26876897][bookmark: _Toc35529527][bookmark: _Toc35529618][bookmark: _Toc51230288][bookmark: _Toc214895815]4.3.2	Technical Baseline
[bookmark: _Toc19696904][bookmark: _Toc26876898][bookmark: _Toc35529528][bookmark: _Toc35529619][bookmark: _Toc51230289][bookmark: _Toc214895816]4.3.3	Operating Systems
[bookmark: _Toc19696905][bookmark: _Toc26876899][bookmark: _Toc35529529][bookmark: _Toc35529620][bookmark: _Toc51230290][bookmark: _Toc214895817]4.3.4	Web Servers
[bookmark: _Toc19696906][bookmark: _Toc26876900][bookmark: _Toc35529530][bookmark: _Toc35529621][bookmark: _Toc51230291][bookmark: _Toc214895818]4.3.5	Network Devices
[bookmark: _Toc19696907][bookmark: _Toc26876901][bookmark: _Toc35529531][bookmark: _Toc35529622][bookmark: _Toc51230292][bookmark: _Toc214895819]4.3.6	Network Functions in service-based architecture 
[bookmark: _Toc19696908][bookmark: _Toc26876902][bookmark: _Toc35529532][bookmark: _Toc35529623][bookmark: _Toc51230293][bookmark: _Toc214895820]4.4	NR Femto-specific adaptations of basic vulnerability testing requirements and related test cases
[bookmark: tsgNames][bookmark: _Toc214895821]
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